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SmartCard Hardware
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Tamper Resistance

Shielding against microprobing
Sensors (gliteh, light, tewmperature, ...)
Randomized chip layout
Randomized clock

Unified power consumption

Mewmory evwrgjptiow




Apollo 11 GC

B 2-Mhz CPU

B 1o BLt Word Length

B 2 KB RAM

B =26 KB ROM

B http://www.apollosaturn.com/gne.hitm
http://www.digitalmist.com/plethorama/apolloge.htm




Smart “cards” in the Wild




Proprietary vs...

B File-system-Based
B Programming tn assembly and/or C
B Vewdor Lock-In
B OS § applications from single venoor

B Moving to another vVendor becomes
cost/time ntensive




...0pen

B Hardware abstraction (VM)

B High-level programming language
B Object-oriented

B Open Standards

B PC Model: Hardware/ OS/AppLicatLows
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*JavaCard is a trademark of Sun Microsystems Inc.
in the United States and other Countries.



JavaCard VM

B Extended memory mooel

B Tvansactions

B Nothreads (but multi application)
B )ava Programming Language

B Subset: Nofloat, optiowati nt




JavaCard Security

B sandboxing
W Firewall (applet tsolation/sharing)
M Byte-code verification

B Off-card (signed applets)




Global Platform

i MuLtL—AppLicatiow Toleew—securitg
Framework

B Applet loading, tnstallation, removal
B Secure Messaging

il Securi’cg DOWLALNE




JC/GP Standard APlIs

B JavacCarod

) AppLet Base, Communieation, ...

M Crypto: Ciphers, Pigests, Key Mgmt

B clobal Platform _—

B Secure Messaging




ROM or
EEPROM

_Javacarod VM
[ Low-level drivers for Comme. § Crypto 1
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JavaCard Development

B Very close to Java development
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JCOP History

B First release in 1997
Javacard is wo lLonger slow
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JCOP History

B First release in 1997
Javacard is wo Longer slow
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JCOP Variants Today

B )cOoP 10 (PES)
B )coP20 (RSA) [id]
B J)cOoP =20 (dual interface) [ bio]

B |)COPsim (SWIM)
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JCOP Memory Usage



JCOP Crypto Performance
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Next JavaCard

B Hardware

B Moore’'s Law

B More Interfaces (e.9., USB)
B Software

B Rewmote Method tnvocations (RMI)

B Additional Crypto (e.g9., ECC)







