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Introduction:

Virtual SmartCard Reader provides us with a software SmartCard Reader interface,
which can bridge the PC terminal application and smartcard application.

PCSC SmartCard Reader Driver works as a virtual application transfer the data
- 1SO7816 APDUs incoming from the terminal to the smartcard application and
back to terminal application response apdu from the smartcard application.

Definitions:

Terminal application, virtual PCSC reader and SmartCard application.

1. Terminal Application
Calling the PCSC Reader’s standard interfaces to operate the PCSC
smartcard reader, which does not control the virtual reader driver directly,
but the WINDOW PCSC API.

2. Virtual PCSC Reader
Serving as a driver for windows (XP) providing the PCSC Reader for the
terminal applications.

3. SmartCard Application
This is the end user application using the virtual PCSC reader driver, which
can be a smartcard operating system or a specific application.

Installation:

When the Virtual PCSC driver (VirtualReader.sys and VirtualReader.inf) are
installed on the Windows PC, the Virtual PCSC reader will be registered just as
any hardware PCSC smartcard readers. The PC device manager will give a PCSC
smart card reader along with the haredware reader under Smart card reader
group as depicted below - Virtual PCSC SmartCard Reader.
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How to use it:

Terminal application can retrieve the virtual PCSC reader from windows PCSC
APl named Kefei Virtual Card 0. And we can control the virtual PCSC reader by
our terminal application via any PCSC APIs the same with the hardware reader.
In other words, we do not know which is the real hardware or virtual PCSC
readers as they are just the same.
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SmartCard ISO7816 APDU Runner - kefei@smartcardes.com
Select PCSC SmartCard Reader and then Run the Script, ..
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Procedure:

It is very simple and happy to use it by our smartcard application.

Terminal application call the standard PCSC smartcard reader via the virtual
PCSC reader, and virtual PCSC reader transfer the terminal application’s data to
the smartcard application which deal with the virtual reader’s several call back
functions, and when smartcard application response APDU to the terminal
application via the virtual reader driver.



Functions:
Only two functions should be called back from the virtual PCSC driver -
InsertCard and RemoveCard.

#i fndef _ VI RTUALREADER H
#define _ VI RTUALREADER H

typedef int (WNAPI *pFuncPower On) (unsigned char* atr, unsigned int* atrLen)
typedef int (WNAPI *pFuncPower Of f) (voi d)
typedef int (WNAPI *pFuncTransmt)(const unsigned char* cApduData
const unsigned int cApduDatalen
unsi gned char* rApduDat a
unsi gned int * rApduDat alLen)
#i fdef __cpl uspl us

extern "C' {

#endi f

int InsertCard( pFuncPower On f Cal | BackPower On , /| Call back Power On
pFuncPower Of f f Cal | BackPower O f , /'l Call back Power Of f
pFuncTransni t fCal | BackTransmit ); I/ Callback Transm t

i nt RenpbveCar d(voi d)

#i fdef __cpl uspl us

}

#endi f

#endif //__ VI RTUALREADER H

InsertCard - Start up the virtual PCSC reader

Virtual PCSC driver tell the WINODWS that there is a card in this reader. And we
are ready to deal with the call back data from the reader caller, power on, power
off and transmit.

RemoveCard - Stop the virtual PCSC reader
Inform the virtual PCSC Reader that we do not need your help any more. Then
virtual PCSC driver will tell the WINODWS NO card in this reader.

I pFuncPowerOn
Smartcard application implements this function to give the ATR to the
terminal application as well as be informed to power on event by the
terminal application.

I pFuncPowerOff
Terminal application requests a power off event to the smartcard
application.

I pFuncTransmit
Terminal application and smartcard application use this call back function to
exchange the 1SO7816 APDUs.



Example:

Here is a example about how is the virtual PCSC reader working.

SmartPCSC is a application calling the virtual PCSC reader, who can get the

terminal application

It has the functions below,

- Getting the command APDUs from the terminal application,

- Sending the incoming APDU to the real smartcard in another smartcard
reader (hardware PCSC reader) and back the terminal application
responsing APDU from the smartcard in the hardware PCSC reader.

- Logging the terminal application and the other hardware PCSC reader’s
smartcard layout data.
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Field of Application:

- Development or Debugging the SmartCard application,
Logging the PC terminal application and the smartcard transfer data,
Modify the incoming or outgoing data to the smartcard or from smartcard to
meet some tough development condition,
Analysis the existing smartcard system’s work routine or make a
replacement to part of the smartcard system,
Remote SmartReader, which can call the remote smartcard via TCP



