H 4k

KAk Linux TR

%30 AeF

%A1 UARBZE > vim

%2 XARMEE FEAES

#: 5] 3 : Bash : Shell ~ .profile ~ .bashrc ~ .bash_history
#53] 4 : Bash : &3 U4 > pwd > Is* cp » mv > rm * touch
%°] 5: Bash: 3% £ > env > set » export

%5 6 : Bash : #%#5% & * LANG ’ locale * dpkg-reconfigure locales
%43 7 : Bash : €& %) » stdin » stdout * stderr> <> >>>>> | tee pv
%43 8: 25 E L@ LIR : head » tail » awk ° grep * sed
%] 9 : Bash : £ 444! » jobs » fg

45 10 : Bash : #2/5 & R (B@RE)

%311 : B4

#53] 12 © LA man 0 info

%3] 13 : L% @ Google

%3 14 : &% 32 : Debian &% ¥ L Eaptitude

315 A% B 3 E4T4 5] 0 [etc/init.d » rcconf » update-rc.d
R3] 16 - &L E#AE > ps o Kill

#5317 : 1 £ %A : cron  at

#5318 : B & : /var/log ° rsyslog * logger

%51 19 1 XA A% : #4 > mount ¢ Jetc/fstab

%] 20 : IHF AR 5 Al A A4 0 tune2fs » mkfs
43 21 I A% : 5 %A B % > chroot

%3 22 XM A% BHEAE o tar s dd

%3 23 1 XM A% 1 R > chown * chmod ° umask
#5324 : o B E - ifconfig » netstat * iproute2 * ss ° route
t57 25 : M % . AL M Jetc/network/interfaces

7 26 M% . 3 e dIRELE - iptables

¢k 27 . %4 Shell » ssh * sshd * scp

%7 28 1 PEAE ¢ REVHE AT JL 0 uptime ¢ free » top

%51 29 1 WA : MA%IE & > dmesg

% 30:4TE~R%G -8 R8T

T—F At 4

Debian F#h % %

1.1
1.2
1.3
1.4
1.5
1.6
1.7
1.8
1.9
1.10
1.1

A3
14
15
16
A7
18

_— ) ) A A

1.20
1.21
1.22
1.23
1.24
1.25
1.26
1.27
1.28
1.29
1.30
1.31
1.32
1.33
1.34
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%3 0: A&y

J& L : Exercise 0. The Setup
FHE A
WL 0 CC BY-NC-SA 4.0

B 5 Hu R R Bk E i
Windows °> 5<%
IEw K945 &

Windows * VirtualBox & 3L (
B 1% )

IJ\ %{‘]‘
e VitualBox * & #M)L%’T"z‘ 2 o

o putty > ZintEd &
o WEEW V|rtuaIBox Debian B4 o

LA
T &2 £ VirtualBox

T #IFLE Putty °

e T H LT H : https://docs.google.com/open?
id=0Bw1iG1X4Li39ZIhkQmgtM1BhV2s

.ova #& X &9 e &

A — 443 © http://thepiratebay.se/search/vm1.ova/0/99/0

X A — A3 http://www.fileconvoy.com/dfl.php?
id=g280b501145101ce4999185763996254d441643a34

md5: 7ac8a6059460f7f3e39aee7c4ee2c230

sha256: 18d8f31d0894c89865d5306b0ch3284d8889e15d155¢c7435fc78

88f3dbafa3ec

o ITHH


https://archive.fo/ZfhWN
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
https://archive.fo/p1ZHn
http://download.virtualbox.org/virtualbox/4.1.18/VirtualBox-4.1.18-78361-Win.exe
http://the.earth.li/~sgtatham/putty/latest/x86/putty-0.62-installer.exe
https://docs.google.com/open?id=0Bw1iG1X4Li39ZlhkQmgtM1BhV2s
http://thepiratebay.se/search/vm1.ova/0/99/0
http://www.fileconvoy.com/dfl.php?id=g280b501145101ce4999185763996254d441643a34

%43 0: A

Home Share View
E] X ot ' ?( =0 | I' B- | 3 Open - | BH Selectan
r<33 i

[ Copy path

: . il [A Edit oh Select none
Copy Paste _ Move Copy Delete Rename Mew Properties . = :
[2] Paste shorteut to - to- - folder - 45 History nEInvertselectmn
Clipboard Organize MNew Open Select
@ )~ ‘ﬁ'| . v Libraries » Documents » VirtualBox v|4'r¢| | Search VirtualBox 2 |
9k Favorites MName Date modified Type Size
B Desktop |8 vml.ova 03.07.2012 23:21 Open Virtualizatio... 438 49 KB|
4 Downloads

(L]
= Recent places

4 Libraries

@ Documents
JH Music

[ Pictures

B videos
18 Computer

i, MEDIA (C:)

=a DOCS (D)

ca DOCS (F)

"! MNetwork

1itemn

e Rt Import

File Machine Help

Appliance Import Settings

These are the virtual machines contained in the appliance and the suggested settings of the

imported VirtualBox machines, You can change many of the properties shown by double-dlicking on
the items and disable others using the check boxes below.

Description | Coenfiguration

Virtual System 1
% MNarme wvm1
@3 Guest OS Type ] Debian (64 bit)

{} cru 1

i} RAM 512 MB

@ ovD

ﬁ USE Controller

{0 Sound Card ICH ACO7 |
[ Reinitialize the MAC address of all network cards

< Back | Import I Cancel




e % vmi A F Start

Im

ile Machine Help

{::} {g} % {? {Z} Details (@] Snapshots

MNew Settings Start Discard

E General

Mame: wvml
05 Type: Debian (64 bit)

System

Ease Memory: 512 MB

Boot Order:  Floppy, CD/DVD-ROM,
Hard Disk

Acceleration:  VT-x/AMD-\, Nested
Paging

Display

Video Memary: 12MB
Remote Desktop Server: Disabled

@ Storage

IDE Controller
IDE Secondary Master (CO/DVD): Empty
SATA Controller
SATA Port O: wm1-disk1.vmdk (Mormal, 8,00 GE)

o Audio

Host Driver: Windows DirectSound
Controller:  ICH AC97

[ BT LI

o FiF vm1i B



g

£ Sl

'x\.} TS

Mew Settings Show Discard

Oracle VM VirtualBox Manager

Snapshots

{53 Details

'n'-tl | vmi
T, =P Running

| CZ} Current State

Dehian GHUALinux

vml login: _

vm1 [Running] - Cracle VM VirtualBox

6.0 wml Tyl

S| @ ®rigntcr

e &% putty °® /& Host Name 3 # IP Address F¥# A localhost °XJG

& Open




g

f-.w\ o

G

Mew Settings Show Discard

Oracle VM VirtualBox Manager

==V}
Ll = Running

@)

{2} Details

Snapshots

| C:) Current State

&

Debian GNUALinus

el 1

B\ userl , <ENTER> ,

|- Teminal

- Window

- Connection

vm’ [Running] - Oracle VM VirtualBox

;:dDﬂE.

PuTTY Configuration

. Keyboard Host Mame {or IP address)

Basic options for your PuTTY session

Specify the destination you want to connect to

Port

localhost

Connection type:
Raw Telnet

. Bell
- Features

- Appearance
- Behaviour
- Translation
- Selection

Saved Sessions

Rlogin @ S5H

22

Serial

Load, save or delete a stored session

- Coous [Defauk Setings

L

Close window on exit:
Always MNever

‘ load |
Save |
| Delete

@) Only on clean exit

||

Cpen Cancel

123qwe , <ENTER> °

l

(@ [#] right Ctrl




5% Oracle VM VirtualBox Manager = T

L
@y B C<(> i
:‘1,,,} ‘L.J} {:‘} Details Snapshots & !
Mew Settings Show Discard {

%: gémg = F";;'

| C:) Current State

e

vm1 [Running] - Oracle VM VirtualBox =8| = s\

a-desktop - PuTTY

o RE RALABEANT vml o



5% Oracle VM VirtualBox Manager = T

4 _{\.; | .
:‘1,,,} ‘L.J} g; {%} Details Snapshots & !

Mew Settings Show Discard {
| vmi = ' iIt.
| ':Z).E‘mad':lg ."&
| C:) Current State 4
e vm1 [Running] - Oracle VM VirtualBox =8| = [

.. done.

td.

Linux

7
7

RE 2R Linux T > REEEH 2R ? FARE o KT AE B EERGIEE > X
A EEROALEMER o

Mac OS

PG KX 2B HA L o



431 1: LABRER ° vim

J7 ST : Exercise 1. Text Editor, The: vim
FE A

WL : CC BY-NC-SA 4.0

B &R gk dnE

£ Linux P > sRAZAEFRT R Unix B1F A% » — i R A o @ Unix 454 > &
B LRRAELT AT REN o ZILFRANIERLT » BMTRZHTA o Bf
VA s G o 0 ARSLIR 5 3] de e S B SRS o

Ak RBAZDAARZED vim 69502 » T A Linux PREIAGZRE KRG L
A — o Vim A ® BillJoy T 1976 5% 567 > vi 9 EH EI o vi FIT —NEF

R BEA » # E Microsoft Visual Studio 2012 A — A& » SRET —MEK »
B AR 35 ¥ HRBERE o RTAER LRI (240 L E P ZiT60 5

ER Linux) o RRZE 0 3G RIK B E B o

do R KL Z R EIRAR » ART LT B nano kX% o 12 E FEX X o

A B vml 0 ZEAE

vim hello.txt

Rz 1% A B

Hello, brave adventurer!

"hello.txt" [New File] 0,0-1 All

H—ANKEB > vimA AR - R E R BIR— " 0 AL de RAR R S i e
fTAL R vim » ZEIEH A EE > AA vim RREGIRRHE - X T


https://archive.fo/5vf0X
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
http://en.wikipedia.org/wiki/Vi
http://visualstudiogallery.msdn.microsoft.com/59ca71b3-a4a3-46ca-8fe1-0e90e3f79329/
https://bellard.org/jslinux/vm.html?url=https://bellard.org/jslinux/buildroot-x86.cfg
http://www.howtogeek.com/howto/42980/the-beginners-guide-to-nano-the-linux-command-line-text-editor/

o BIRBERX 1 B HAR I MATMI R > BB Ao 05 F AR o
o AR BATA o

FhE T BA—AFLSER ATAERL - BTHE (X) o

i;‘]‘h\@i%“ﬁ%}ﬁ s BF A MR E R T AL %, LA A X, o AR A X AR > BT
A K AR B AR 69 KA kAL vim -

start vim
while editing is not finished, repeat
navigate to desired position in NORMAL mode
enter INSERT mode by pressing 1
type text
exit INSERT mode by pressing <ESCAPE>
when editing is finished, type :wq

BRERGEL s JUFAEATR 4R AR R z‘i?ﬁéi\] 4204 R Q3 ARG X, 0 KRG S Bpik
oo ARXAFF X 0 vim RA — MR > M AR ZTLAEK o

PAETEBRATIRIKE o 124F » #2 1 #HAIFAMEK » LR <ESCAPE> R & 3| L3f 1%
N BAUATAZE (£HITREE <ENTER> )

iRoses are red
Linux is scary
<ESCAPE>

R AR %A B

Roses are red
Linux 1is scary

4,17 All

M ARG LT R » L@ THH AR
e h -wAi#HH



-w T

J

k -w Lz

1 -%E#%

i - #HAEARER

0 - fEHkAETIHEA—ITHHEAIEAAEX

<ESCAPE> - i 6 A X,

X - MR T4

dd - Mk —4T

wq - BB ACAEARE o L R RAE—AF T EER
% wq A7 <ENTER> °

o gl - RETARITEAAEY o

MRS T o Wi > B AIFE R —ATHIA

oViolets are blue<ESCAPE>

Z )G » K HARMAE Linux is scary AR—4T 0 FH
oBut I'm scary too<ESCAPE>
R %A B

Roses are red
Violets are blue
Linux 1is scary
But I'm scary too

4,17 All

AN wq REG K FBE - REEAZ



Violets are blue
Linux is scary
But I'm scary too

"hello.txt"

4L, 64C written

useri@vml:~$

150 o R E] 2
M Ao A0

o I /ﬁ Sd'(‘

T o

RRIALE vim F %48 T SURUH > RAFREZE K |

AN vim hello.txt FRE FH vim» FHZXEL MG —
XA

B 21E4R £ 3% vim : http://vim-adventures.com/

oAy

Q

A

o


http://vim-adventures.com/

%2 LAHNKERE VLS

J? L : Exercise 2. Text Viewer, The: less is More
#H A

#iL : CC BY-NC-SA 4.0

B % Mo R A Bk i

MAERTARBE LAY » ZRF o ER2WwRRABELE—ANAIAIHR? TA
R VAE R vim > 2R SR AT EN - T RHFEZE .

o WwREEEEFERGH  RETEERTREGEZSFEEE o
o WEMRRAEAHATCHFHLLERD -

FTvA » REJIRA-2B3& K69 less * TEES o« “lHH R SR 2MRTE LR o 0% .

— R A=A more MRIESE - CREEL ALZHRETHRERECILTHL
AL o e AE > REUA—ANT L RTIALF > k2 @A o B - BfE
% (Mark Nudelman) ZIEH R L2 4L A#HZE » 1983 F% 1985 F » a5
T less c AARAGE » EMA T H S B H4E c BAEH more £kt » —4)
ERUELT TRRSL > ZRIED o

g s 1k ZATRRKE o

BN

less .bashrc

Rz 1% A B

userl@vml:~$ less .bashrc

# ~/.bashrc: executed by bash(1) for non-login shells.

# see /usr/share/doc/bash/examples/startup-files (in the package
bash-doc)

# for examples

# If not running interactively, don't do anything
[ -z "$PS1" ] && return

# don't put duplicate lines in the history. See bash(1) for more
options

# don't overwrite GNU Midnight Commander's setting of “ignorespa
ce'.

HISTCONTROL=$HISTCONTROL${HISTCONTROL+:}ignoredups

.bashrc


https://archive.fo/nFH4J
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/

o RARGYSE R R, » LAGAARG—AE > BACHKRTET - 2155
© 2 H4EAN - -Ch<ENTER><ENTER> ° & #J » dash-dash-ch-ENTER-ENTER ° iX
¥+ B KFRF o

ATEHLERTLRELT A CEREN j 2 k Bl q

%E&%@%%%lws%%%%ﬁ’ﬁﬁﬁﬂﬁﬁﬁﬁ%%%%ﬁo%
A &enable<ENTER> ° MR izAF| XA :

# enable color support of 1ls and also add hand
# enable programmable completion features (you
# this, if it's already enabled in /etc/bash.b

EEHEVATHSRIRE > RE4N &<ENTER> ° FlAf » Befre)44 .

-\ E#

-\ T

-iB % less o

-chop-long-lines --ch' - A& KFRFh o
i &9

&something - R E T XA F 2L LA RIT o

N O x

A 2R

o Linux EAEAFM » 42N man RBAM - KIAFUT » 2R AL T >
AFMAE4E ] less kEH o 4 man man F %> REEBE o
o ARM XA ESHMWMAT o



#.5] 3 : Bash :
Shell ~ .profile ~ .bashrc ~ .bash_histo

(e}

J& 3L : Exercise 3. Bash: The shell, .profile, .bashrc, .bash_history
#FH A

7L ¢ CC BY-NC-SA 4.0

B 53 R -3k 80 F

4 M CLI (47447 % @) &AL A Linux & » fRE£ S5 —A% A shell #9425 # 4T
I o Fi A AR NG9 AT AL % 25 shell > EMBRMAGAE » PATHET & (BH &L
MFREPESYT K) > HARBITES - 414512 A 89 Shell 74 Bash > €
X % Bourne Again Shell » @ Bourne Again Shell L& —4X %3& o I72 &AL
¥ L0 REANZE—T bash 89 THE7 K :

o 1R
o B A Linux & #i4t
o REGHE AP L ( userl ) Fo%A ( 123qwe ) FART °
o Bash #AT7 °
e Bash
o MAREGEE i APITE NS ET LT ¢
FER T AT 2HT
1% A Linux 8f » R F2H L0 &
1R 6 %5 5 A 4
e g & A4

| |
| |
| |
| I
o HILH A4 G o Bash ¥ AMEIR
m ZABIHA exit KFEIET <CTRL+D> > k-F K& hegntiz .
m I —47
o ARATIE—T 0 RIS
n &R RS AT S
REE—T » RMANEAT G SA R L BENAT > AT LY & > REWAT - H)
o BRI 1s * Bt 25 ¢« B EALAE ZTPHAE NI & -

IAEARN % 2] Lo T ARG B E » AR IWATR B & ARG M L2 % ©

AR


https://archive.fo/DKP67
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/

1: 1ls -al

2: cat .profile

3: echo Hello, $LOGNAME!

4: cp -v .profile .profile.bak

5: echo 'echo Hello, $LOGNAME!' >> .profile
6: tail -n 5 .profile

7: history -w

8: 1ls -altr

9: cat .bash_history

10: exit

fraB 24T 4

userl@vml's password:
Linux vml 2.6.32-5-amd64 #1 SMP Sun May 6 04:00:17 UTC 2012 x86_
64

The programs included with the Debian GNU/Linux system are free
software;

the exact distribution terms for each program are described in t
he

individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the exten
t

permitted by applicable law.

Last login: Thu Jun 7 12:03:29 2012 from sis.site

Hello, userl!

userl@vml:~$ 1ls -al

total 20

drwxr-xr-x 2 userl userl 4096 Jun 7 12:18

drwxr-xr-x 3 root root 4096 Jun 6 21:49 ..
-rw-r--r-- 1 userl userl 220 Jun 6 21:48 .bash_logout
-rw-r--r-- 1 userl userl 3184 Jun 6 21:48 .bashrc
-rw-r--r-- 1 userl userl 697 Jun 7 12:04 .profile

userl@vml:~$ cat .profile

# ~/.profile: executed by the command interpreter for login shel
1s.

# This file is not read by bash(1), if ~/.bash_profile or ~/.bas
h_login

# exists.

# see /usr/share/doc/bash/examples/startup-files for examples.

# the files are located in the bash-doc package.

# the default umask is set in /etc/profile; for setting the umas
Kk
# for ssh logins, install and configure the libpam-umask package

#umask 022



# if running bash
if [ -n "$BASH_VERSION" ]; then
# include .bashrc if it exists
if [ -f "$HOME/.bashrc" ]; then
"$HOME/ . bashrc"
fi
fi

# set PATH so it includes user's private bin if it exists
if [ -d "$HOME/bin" ] ; then
PATH="$HOME/bin:$PATH"
fi
echo Hello, $LOGNAME!
userl@vmli:~$ echo Hello, $LOGNAME!
Hello, user1l!
userl@vml:~$ cp -v .profile .profile.bak
“.profile' -> " .profile.bak'
userl@vml:~$ echo 'echo Hello, $LOGNAME!' >> .profile
userl@vmli:~$ tail -n 5 .profile
# set PATH so it includes user's private bin if it exists
if [ -d "$HOME/bin" ] ; then
PATH="$HOME/bin: $PATH"
fi
echo Hello, $LOGNAME!
userl@vml:~$ history -w
userl@vmli:~$ 1s -altr

total 28

-rw-r--r-- 1 userl userl 3184 Jun 6 21:48 .bashrc
-rw-r--r-- 1 userl userl 220 Jun 6 21:48 .bash_logout
drwxr-xr-x 3 root root 4096 Jun 6 21:49 ..

-rw-r--r-- 1 userl userl 741 Jun 7 12:19 .profile.bak
-rw------- 1 userl userl 308 Jun 7 12:21 .bash_history
-rw-r--r-- 1 userl userl 697 Jun 7 12:25 .profile
drwxr-xr-x 2 userl userl 4096 Jun 7 12:25 .

userl@vml:~$ cat .bash_history
1ls -al

cat .profile

echo Hello, $LOGNAME!

cp -v .profile .profile.bak
echo 'echo Hello, $LOGNAME!' >> .profile
tail -n 5 .profile

history -w

1ls -altr

userl@vml:~$ exit

logout

FREFW o A GAM I o AT 5B IR AT A -

fFAE



9.
10.

AT G AT B KPR A 0 BREIREA ST o B -al FIF 1s

vA long # XATH LHF R > FF ST A U > BIEKRE X

o .profile #7 .bash_rc AEBE X > BAHECIIAE . FFk o WA EFAK
By Fp A CAFAR L 09 » AR o XA AFZR A shell F R » €184
B RE AT IEA o

T BARE profile UH o RAELAE o

£ AR 69 shell » 1R3X 5% bash » i —MNFH % Hello, $LOGNAME! » F13R
REE SLOGNAME H#PLOGNAME' » € &R IE R4 -

¥ .profile XHE# % .profile.bak ©° &M -v ik cp @i » X &
A CRATH AT A B BAF o RERXANLAR - RE A Tiba &5 RRA LI
F 5128 -

# .bash_rc BEXHPRA—IT c NILLEALE » X5 ZE vmi & > HI
PAT GRS o2& > REGIHF R T —LEH {2 > FRAEHN—%
AERBHBIAF o L REFTDCHBT profile M@ EHRAe > WG4

cp -v .profile.bak .profile

L@ fRREl @8 | profile X ©
JN .profile X FAFAATIP kG 54T ©

KA 4AMEE AN .bash_history SUfF o 3% KT/ 0% 4 R TR >
LARA TN exit HAE <CTRL> + D X HE °

ATPPEAT B TP UM o TR -tr ATFXHF| Rz ARG F o LEKRA
R R A 5 BB ST UG AT AP o R BRI A A A8 A

TR IRG G4 LKA o ERIRAAAIMAAMREZLE o

* W &E

P A 7R

o EBMEAMZ 1s -al HHMHEHX 20" 2R RF 5 AL F L o XA

2887 HEZ L ERHBRIHED 2R ETEAE XA X
8 o

& vml F4EAN man -K /etc/profile > Fie{k Ml HAr4ER 3
3| INVOCATION ¥4t M€ o Z:B % man - HHEAN q  #
A man man kA& man -K @I E L o

o EWAZATHN uname 5 %FH o I » 4N history ° AFTH?wRAR

BEBKE G AT E > WAL ARELER LILRT | 7 SKEEEGS
TR R o R o



o H3| bash 4 wiki B @ » HLRKMHEE o FMiZC > R ETHAE > RELH
o T 16 8 3 4 o



%3] 4 : Bash : &3
# > pwd > 1s > ¢cp > mv > rm ° touch

J7 L : Exercise 4. Bash: working with files, pwd, Is, cp, mv, rm, touch
FH A

7L : CC BY-NC-SA 4.0

B %30 R A Bk dniE

Z Linux P 2 — WA c ERFZEIH?AAEZAETRE » 28— ANE045—
Wi B R o CRF L LT
THEMNIHZR T ALY EENE LRI TR - eTHATIHENALSF
FAHBAFERTEMZIROGMEE « IHLZHLAY > RACESWRF ARG *
MART R TRECAEF o HEI T LIAA ZHM A GRS » B8
TRETHATAE BB TF » XA ZAREBGRR o
EINETXRELRT » FTVAEERATE LIR—2& o man stat HHF &N > IHFLZ—1
HE o CESVUT Bk

struct stat {

dev_t st_dev; /* ID of device containing file */
ino_t st_ino; /* inode number */

mode_t st_mode; /* protection */

nlink_t st_nlink; /* number of hard links */

uid_t st_uid; /* user ID of owner */

gid_t st_gid; /* group ID of owner */

dev_t st_rdev; /* device ID (if special file) */
off_t st_size; /* total size, in bytes */

blksize_t st_blksize; /* blocksize for file system I/0 */
blkcnt_t st_blocks; /* number of 512B blocks allocated */

time_t st_atime; /* time of last access */
time_t st_mtime; /* time of last modification */
time_t st_ctime; /* time of last status change */

i¥

FAEZM > RERAEATEN
o K/ EAFREEHILEY o

o LRG> BAREFH A E A o
o LRI o B4R E BB B AT o

ARG F A TITP S A B K > B X PO > BRI A4 30 A o


https://archive.fo/xb8YB
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
http://en.wikipedia.org/wiki/Computer_file

1: pwd

2: 1s

3: 1s -a

4: 1s -al

5: 1ls -altr

6: cp -v .bash_history{,1}

7: cp -v .bash_historyl .bash_history2
8: mv -v .bash_historyl .bash_history2
9: rm -v .bash_history2
10: touch .bashrc
11: 1s -al
12: 1s .*

%2 % A BT A

Hello, useril!

useri@vmi:~$ pwd

/home/user1l

userl@vmi:~$ 1s

userl@vmi:~$ 1ls -a

. .. .bash_history .bash_historyl .bash_logout .bashrc
sshst .profile .profile.bak .profile.bakl

userl@vmli:~$ 1ls -al

total 40

drwxr-xr-x 2 userl userl 4096 Jun 13:30

drwxr-xr-x 3 root root 4096 Jun 21:49 ..

-rw------- 1 userl userl 853 Jun 15:03 .bash_history
-rw------- 1 userl userl 308 Jun 13:14 .bash_historyl

-rw-r--r-- 1 userl userl 220 Jun
-rw-r--r-- 1 userl userl 3184 Jun
“TW------- 1 userl userl 45 Jun
-rw-r--r-- 1 userl userl 697 Jun
-rw-r--r-- 1 userl userl 741 Jun
-rw-r--r-- 1 userl userl 741 Jun
useril@vmi:~$ 1ls -altr

total 40

21:48 .bash_logout
21:48 .bashrc

13:31 .lesshst
12:25 .profile
12:19 .profile.bak
13:12 .profile.bakl

N~N~N~NOoOON~NO N

-rw-r--r-- 1 userl userl 3184 Jun 6 21:48 .bashrc
-rw-r--r-- 1 userl userl 220 Jun 6 21:48 .bash_logout
drwxr-xr-x 3 root root 4096 Jun 6 21:49 ..

-rw-r--r-- 1 userl userl 741 Jun 7 12:19 .profile.bak
-rw-r--r-- 1 userl userl 697 Jun 7 12:25 .profile
-rw-r--r-- 1 userl userl 741 Jun 7 13:12 .profile.bakl
-rw------- 1 userl userl 308 Jun 7 13:14 .bash_historyl
drwxr-xr-x 2 userl userl 4096 Jun 7 13:30 .

-rw------- 1 userl userl 45 Jun 7 13:31 .lesshst
-rw------- 1 userl userl 853 Jun 7 15:03 .bash_history

.le



userl@vml:~$ cp -v .bash_history{, 1}

“.bash_history' -> ".bash_history1'

userl@vml:~$ cp -v .bash_historyl .bash_history2
“.bash_historyl' -> " .bash_history2'

userl@vml:~$ mv -v .bash_historyl .bash_history2
“.bash_historyl' -> " .bash_history2'

userl@vmli:~$ rm -v .bash_history2

removed °.bash_history2'

userl@vml:~$ touch .bashrc

userl@vmli:~$ 1s -al

total 36

drwxr-xr-x 2 userl userl 4096 Jun 14 12:23 .

drwxr-xr-x 3 root root 4096 Jun 6 21:49 ..

-rw------- 1 userl userl 853 Jun 15:03 .bash_history
-rw-r--r-- 1 userl userl 220 Jun 21:48 .bash_logout
-rw-r--r-- 1 userl userl 3184 Jun 14 12:24 .bashrc
-rw------- 1 userl userl 45 Jun 13:31 .lesshst
-rw-r--r-- 1 userl userl 697 Jun 12:25 .profile
-rw-r--r-- 1 userl userl 741 Jun 12:19 .profile.bak
-rw-r--r-- 1 userl userl 741 Jun 13:12 .profile.bakl
userl@vmi:~$

userl@vmi:~$ 1ls .*

.bash_history .bash_logout .bashrc .lesshst .profile .profi
le.bak .profile.bak1l

N~N~N~NDh O

1s.out

useri
iR #%
1. T RS T/E &> IRBRYEA K o HFEZCHMTER
T useri@vmi:~ P8 ~ > XA ER T RERY home BEF - AR

A~ AR EEFKNETE o

2. RERAEAMTAE » AARGEE FF RA IR AR o 124F » R TR
VA S KB G AR o

3. WHIEFPHHAIM  BA -a 540k 1s LA I » BIERHE T
# o

4. N¥BRITHEZE X PO AE A AR FTAE » 4 Koo it (GAF
AR ) Ao L o

5. REXA T B I RATGIMHERE—A -t £ 1s & A
Fooo-r R 1s REEHET



6. 1% .bash_history & #l%| .bash_historyl o X AL-F AR R BEARAY AL 0 A2
fRAE B 0GR % - Bash A —MRAIET I RO » e —A0N » &L
ThefT AR {1,2,3} LEGEH o £ RGBT
¥ > .pash_history{,1} ¥ EHAAMHZ
PF .bash_history #= .bash_historyl ° Bash X% iIE5 69—/ %
o ERAGH T F A .bash _history F e RIS LT K
\157 ’ V/(k”v‘ >80 FARAE A S o B — AN A LT R .bash_history

HAET T F—ABBRER » BAFH— A5 o Tk > Bash Hiip
T 1 s AARZR AL RARM - FREFES cp 89 BRAK
A -v .bash_historyl .bash_history2 -°

7. T REARRVARA R o K RALIZL .bash_historyl B
%| .bash_history2 °

8. ® .bash_historyl ##1%] .bash_history2 °#iE& » €4 B & BAr U4
M A 2 FTATR AR .bash_history2 * ZA T |

9. ¥ .pbashrc BRI E#H A L7 A PAFebt | - X Zk A& .bashrc ATA KA
B s st _atime ° st_mtime A7 st _ctime #AFXE A L AT B AR o 1R
LB L stat .bashrc KA L E o

10. MIF% .bash_history2 o XEZAEL > F o F9> AR -v & o
11. BRAKEXNITHIT A X o HiEFE .bashrc 8908 R & 7% o

12, ER6 2B F P REBHAE AT U o FEZ > R FRAT A
£ /home/userl B % > LTI /home B EFARY o REFoftfqop s —ie
R ZAER - FHE rm 2 KERE | RF 0 FR2F I 3HA T M R 451569
TR E AR s RIERLAT ©

e e AR
it bash €355 4 A& ° I echo test{1,2,foo,bar} JF4 o ZXAE A feHE 542
NIUAN IR 53 o

1%l Google 1% % bash L35 ¥ & » NIE &% R F4r/4“Bash 5% F#” » 7 M3
AR 2 B8R 5~ o

ZIRFER 1s . * defTFe A4 &2 A o
B SHA0K : “&R 4 — EAE A verbose &R o verbose AT AAE v HE o
A 10K T “BEKZA 1s BEEATEL M GEL o



%.2] 5: Bash : JF3% %
¥° env * set ° export

J7 L : Exercise 5. Bash: environment variables, env, set, export
2 )

L : CC BY-NC-SA 4.0

B 53R 83k E01F

EERBUTAE  RAZBRFITNRERGAPL L c INRFEXR5HEH ? £ Linux
PH—RIFETE o X &Rk ERGshell PAFS T2 AP F S5 T2 AHKE
BREITRRN » o — % FAE bR -

R Ry )

o — T F R AR L AT shell % E o ©NEMARA AH shell T=F o %’\fﬂl\ﬁii%?.
A set * —A-bash REG®4 k7 BEll » RERERZRARHELCEF » Z
BARIATT B o s d bash AL H o

o Rt EAkiti% B4R S AT shell B HEANRF o CNBMRARFETE > 7T
it env BFAE 0 X EkE > B4 env 0 RGEER - REB Y E
MNEFRFTHZREE o

R BB B RAIEIR o BB X — & » £48 subshell A » BE—AT#A2 - &
REATARF R - B RARGEF o

I > K FE D TR T EARTRALE

XA
1: foo='Hello World!'
2: echo $foo
3: set | grep foo
4: env | grep foo
5: export foo
6: env | grep foo
7: foo='ls -al'
8: $foo

Rk 24T 4


https://archive.fo/M8Ndm
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
http://en.wikipedia.org/wiki/Child_process

usetl1@vmli:~$ foo='Hello

userl@vml:~$ echo $foo

Hello World!
useri@vmi:~$
foo='Hello Wo

userl@vml:~$ env | grep

set |
rid!’

grep foo

userl@vml:~$ export foo

userl@vml:~$ env | grep

foo=Hello Wor
userl@vmi:~$
userl@vmi:~$
total 36

drwxr-xr-x 2

drwxr-xr-x 3
-rwW------- 1
-rw-r--r-- 1
-rw-r--r-- 1
“rW-===-=- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1

fif

wn =~

RIZ R F foo
FTHEZTE foo °
T AIRE T SO A » TiEH L

1d!

foo="'1s

$foo

useril
root

useril
useril
useril
useril
useri
useri
useri

useril
root

useril
useril
useril
useril
useril
useril
useril

EETE foo Bt °

B

jj—_ )

IMAEAR T AA B

® N O

PATOAE R

M A R

foo

foo

-al'

4096
4096
4042
220
3184
50
697
741
741

¥ foo PHGF4L o

° fm)\i?$k4T env ﬁﬂ set

SRR &L &

o ZIXHA

R T R—

ﬁﬁﬁ?)&%@éﬁm’?f?xmjaiu9 |
BIVE R o ZaRXIZAEM o

NEF

World!'

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

> 734 Hello World!

set | egrep 'A[[:alpha:]].*$'

A KK set

14

15

14
15

12:
21:
18:
21:
12:

18

12:
12:
13:

X —

grep

o B RLEAZXEMT A

P AT R E

T AT R EI) & CA4E & AR AT BT A5

'/b

23 .
49 ..

52 .bash_history
48 .bash_logout

19 .profile.bak
12 .profile.bak1

1 & foo TH TI %A shell AT8PTA ARG o
B s e T2 AT IHRAT T A AL
¥ 1s / ﬁi)\xbz foo ©

? Mg o) AF

TP o

#*

(e}

24 .bashrc
:41 .lesshst
25 .profile

IR E-
N

N

)24

X .

foo #J4T °

c EETE foo 1K



egrep 'A[[:alpha:]].*$’

AT B F B K 6947 > BRENFEF  FF RS EIT - RETREMLE K
Ao WRENGE | FF o UERAMBE -

X EHE env 7 set LR

#| : http://stackoverflow.com/questions/3341372/differnce-between-the-shell-
and-environment-variable-in-bash ° 124% » stackoverflow £/ MA A | £ 4T
25K

ZIXM A\ set FOO=helloworld bash -c 'echo $F00' - iX E T/

# . http://stackoverflow.com/questions/10938483/bash-specifying-
environment-variables-for-echo-on-command-line - Bl # » RE X2 % » 1fk&
EREHIZIGHRAEE » KIRIE o

KIRZAS

PS1_BAK=$PS1
PS1='Hello, world! $(pwd) > '
PS1=$PS1_BAK

EERALA $(pwd) > B LI BIEATEZHF o Ak o 42

A man bash /PS1 (&8 REMAL) > % T <ENTER> ° fRILAET Xhi%
T n ZATFT—AN%R &K PROMPTING » 4 q k:EH man - i
1% 19 http://stackexchange.com/ 4% % bash PS1 © T 23X A A~ SUA kIR 69
X 7 o


http://stackoverflow.com/questions/3341372/differnce-between-the-shell-and-environment-variable-in-bash
http://stackoverflow.com/questions/10938483/bash-specifying-environment-variables-for-echo-on-command-line
http://stackexchange.com/

%3] 6 : Bash : 3%
& > LANG ° locale » dpkg-reconfigure l¢

J7 L : Exercise 6. Bash: language settings, LANG, locale, dpkg-reconfigure
locales

FE A
1L : CC BY-NC-SA 4.0
S SUP SR T

JE Linux P > &3 1&3%1%3&'« TE—HRAE ILEME > ALEFIANTE &
/?’/k/{’ﬁ"’h_%"’fj )LmL. ° :'?I 7}\ ’ 75’ 71’5‘3 —I"VF ﬁ/’ ‘)A/ﬁ i#f]:ijf(ﬂxﬁ 9{?’]‘9]‘ 72 %H'hz?
AT R $ i3 c bR AT R EFERREE » AATCHTAERE o

LA 5 AR 5 T e T 5 A A — AR RIEE o
AR

echo $LANG

locale

man man # press q to exit man
sudo dpkg-reconfigure locales

A WDNBRE

M A > %% fr_FR.UTF-8 locale > #@xff Az w4kl wolk » i AE T
FEFRIRIZE o %4F en_US.UTF-8 TFA KNI AL R IR o

5: export LANG=fr_FR.UTF-8

6: echo $LANG

7: locale # press g to exit man

8: man man

9: export LANG=en_US.UTF-8
ok B4 4

userl@vml:~$ echo $LANG
en_US.UTF-8
userl@vmi:~$ locale
LANG=en_US.UTF-8
LANGUAGE=en_US:en
LC_CTYPE="en_US.UTF-8"


https://archive.fo/QgMfr
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/

LC_NUMERIC="en_US.UTF-8"
LC_TIME="en_US.UTF-8"
LC_COLLATE="en_US.UTF-8"
LC_MONETARY="en_US.UTF-8"
LC_MESSAGES="en_US.UTF-8"
LC_PAPER="en_US.UTF-8"
LC_NAME="en_US.UTF-8"
LC_ADDRESS="en_US.UTF-8"
LC_TELEPHONE="en_US.UTF-8"
LC_MEASUREMENT="en_US.UTF-8"
LC_IDENTIFICATION="en_US.UTF-8"
LC_ALL=

userl@vmli:~$ man man

MAN(1) Manual pager utils MAN(1)

NAME

man - an interface to the on-line reference manuals
userl@vml:~$ sudo dpkg-reconfigure locales
--------------- | Configuring locales |------------cccmcoononn-

Locales are a framework to switch between multiple
languages and allow users to use their language,
country, characters, collation order, etc.

I I
I I
I I
I I
I I
| Please choose which locales to generate. UTF-8 locales |
| should be chosen by default, particularly for new |
| installations. Other character sets may be useful for |
| backwards compatibility with older systems and software. |
I I
I I
I I

<0k>

----------- | Configuring locales |[--------
Locales to be generated:

I
I
fr_BE@euro IS0-8859-15 |
fr_CA IS0-8859-1 |
fr_CA.UTF-8 UTF-8 |
fr_CH IS0-8859-1 |
fr_CH.UTF-8 UTF-8 |
fr_FR IS0-8859-1 |
|
|
|
|
|
|

*

e e e e e e e

fr_FR.UTF-8 UTF-8
fr_FR@euro IS0-8859-15

/hrearraraarraarrarrar

<0k> <Cancel>

Many packages in Debian use locales to display text in
the correct language for the user. You can choose a
default locale for the system from the generated



locales.

| I
| I
| This will select the default language for the entire |
| system. If this system is a multi-user system where not |
| all users are able to speak the default language, they |
| will experience difficulties. |
I I
I I
I I

<0k>

------------ Configuring locales --------------
Default locale for the system environment:

| |
| |
| None |
| en_US.UTF-8 |
| fr_FR.UTF-8 |
| |
| |
| |
| |

<0k> <Cancel>

Generating locales (this might take a while)...
en_US.UTF-8... done
fr_FR.UTF-8... done
Generation complete.
userl@vml:~$ export LANG=fr_FR.UTF-8
userl@vml:~$ echo $LANG
fr_FR.UTF-8
userl@vml:~$ locale
LANG=fr_FR.UTF-8
LANGUAGE=en_US:en
LC_CTYPE="fr_FR.UTF-8"
LC_NUMERIC="fr_FR.UTF-8"
LC_TIME="fr_FR.UTF-8"
LC_COLLATE="fr_FR.UTF-8"
LC_MONETARY="fr_FR.UTF-8"
LC_MESSAGES="fr_FR.UTF-8"
LC_PAPER="fr_FR.UTF-8"
LC_NAME="fr_FR.UTF-8"
LC_ADDRESS="fr_FR.UTF-8"
LC_TELEPHONE="fr_FR.UTF-8"
LC_MEASUREMENT="fr_FR.UTF-8"
LC_IDENTIFICATION="fr_FR.UTF-8"
LC_ALL=
userl@vml:~$ man man
MAN(1) Utilitaires de l'afficheur des pages de manuel MAN(1)

NOM
man - interface de consultation des manuels de
référence en ligne

userl@vml:~$ export LANG=en_US.UTF-8

userl@vmi:~$
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2. MR/ THERBRGER » ITPMARRETE » 5 RER MR EERK
Fooo Mok o wIERN o URKEE o

3. 7 unix FMARYFMT o 2ERIITRA 4 KRB 4 25
8 BT A P AR R AT o

4, WAHRFE R EHREMRGRIRZE c RAZANTILZALE RN » IREEW
root #1547 A4 > sk A /£ dpkg-reconfigure locales A&

A sudo WRHEA o HAERELLE sudo » KL F#EKE -

S LANG TE A TREMALMBRBRETE o

T E LANG T2 RTUFRHCLERTT » RGN o
THELCOCERHRREE o

AikiE LT man FHR o

¥ LANGE ZIR B A R °

© oo N O o

M o 2R

o MERHLEYFMT o Aot HHA man locale °

o I it H1E man 7 locale M@ e &R AXEMEM 7 » AR XTYH LW
FMR o wwRFREZE > IAME man man ° T AEELMT A9 XAL L X 5 &K
FRREHREBHLI] o



%43 7 :Bash: €%
= » stdin ° stdout ° stderr ° < ° >
>> | ° tee ° pv

J7 L : Exercise 7. Bash: redirection, stdin, stdout, stderr, <, >, >> |, tee, pv
#FH A
7L : CC BY-NC-SA 4.0
B 53 R - qk 80 F
£ Linux F > — 18R R o W ERE o I TIHEMEGES

o WH KT H—/H > Bash P i BRI o
o ERERTA AL Bashwir i 5EAE o

IEEABRE o A AR T AT EXFF T FRTAAITHEN we -1 RAA
CoRAEEZR—T BARAMNZREFR? CAEFAME « 47 » CEAEFHFRGH
Ao XA TR

line_counter = 0

while end of file is not reached
read a line
add 1 to line_counter

print line_counter

FTvA we B AIIN /dev/tty HBAT » A S A LT X PL2MRG4EE o HRRET
Bk we LR —IT - EFRAIUIT RBEH% CTRL + D * XA we /&
4 EOF A LA GRI L HAE - AECESLEHREREMAT % Fi7 o

224 RIFETENA XHPHOITR? VL IREFE TS T AT ELH AL
REBEMA > HEAATAZ : we -1 < .bash_history ° %RE& > €AEA |
ﬁéﬁizﬂﬁA e T26 22—l ATFRERREF > KR %Q%)\ﬁm)\ﬁﬂ/ﬁ

I TERGME  EXOE A — AU o Ak RTAE R I EHFRGES > KRB R
w'ﬁif

o < -AXHHMmizEIMA (i)

o > -AXHHHAALANE (FlwErH) o BL | el B S OB
HEGAE > AbF s o

o > -HrmMR EXrERSE I MAFTACHRE  RELZL4TF
6@E%ﬁwodm$£@ﬁ%%

o | - M AALE BRI+ H SRR B — ML o LT — AT
1 2m ) AL o

A 4RI 5 7 o T ALF 8 B A Ao B 1 B R B 5] A R AL o

o
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A

sudo aptitude install pv

read foo < /dev/tty

Hello World!

: echo $foo > foo.out

: cat foo.out

: echo $foo >> foo.out

: cat foo.out

: echo > foo.out

cat foo.out

10: 1s -al | grep foo

11: 1s -al | tee ls.out

12: dd if=/dev/zero of=~/test.img bs=1M count=10
13: pv ~/test.img | dd if=/dev/stdin of=/dev/null bs=1
14: rm -v foo.out

15: rm -v test.img

O©oO~NOOOULhWNPE

IR 2% A Bl AT 4

userl@vml:~$ sudo aptitude install pv
The following NEW packages will be installed:
pv
0 packages upgraded, 1 newly installed, O to remove and O not up
graded.
Need to get 0 B/28.9 kB of archives. After unpacking 143 kB will

be used.
Selecting previously deselected package pv.

(Reading database ... 39657 files and directories currently inst
alled.)

Unpacking pv (from .../archives/pv_1.1.4-1_amd64.deb)
Processing triggers for man-db ...
Setting up pv (1.1.4-1)

userl@vml:~$ read foo < /dev/tty
Hello World!

userl@vml:~$ echo $foo > foo.out
userl@vml:~$ cat foo.out

Hello World!

userl@vmi:~$ echo $foo >> foo.out
userl@vml:~$ cat foo.out

Hello World!

Hello World!

userl@vmi:~$ echo > foo.out
userl@vml:~$ cat foo.out

userl@vml:~$ 1ls -al | grep foo
-rw-r--r-- 1 userl userl 1 Jun 15 20:03 foo.out



userl@vml:~$ 1ls -al | tee ls.out

total 44

drwxr-xr-x 2 userl userl 4096 Jun 15 20:01 .

drwxr-xr-x 3 root root 4096 Jun 6 21:49 ..

-rw------- 1 userl userl 4865 Jun 15 19:34 .bash_history
-rw-r--r-- 1 userl userl 220 Jun 6 21:48 .bash_logout
-rw-r--r-- 1 userl userl 3184 Jun 14 12:24 .bashrc
-rw-r--r-- 1 userl userl 1 Jun 15 20:03 foo.out

L
=
1
1
=

userl useril 50 Jun 15 18:41 .lesshst

-rw-r--r-- 1 userl userl 0 Jun 15 20:03 1ls.out
-rw-r--r-- 1 userl userl 697 Jun 7 12:25 .profile
-rw-r--r-- 1 userl userl 741 Jun 7 12:19 .profile.bak
-rw-r--r-- 1 userl userl 741 Jun 7 13:12 .profile.bakl

-rw-r--r-- 1 userl userl 0 Jun 15 20:02 test.img
userl@vml:~$ dd if=/dev/zero of=~/test.img bs=1M count=10

10+0 records 1in

10+0 records out

10485760 bytes (10 MB) copied, 0.0130061 s, 806 MB/s
userl@vml:~$ pv ~/test.img | dd if=/dev/stdin of=/dev/null bs=1

10MB 0:00:03 [3.24MB/5] [:::::::::::::::::::::::::::::::::::::

10485760+0 records in

10485760+0 records out

10485760 bytes (10 MB) copied, 3.10446 s, 3.4 MB/s
userl@vmi:~$ rm -v foo.out

removed " foo.out'

userl@vmi:~$ rm -v test.img

removed "test.img'

userl@vmi:~$

fi7

BB AGERE pv (BAEAE) BE  MEREET o

-_—

W

2

11.

©C©Oo®XN

e

BARGINZILB| T E foo - BATHRY  AALTEFRAETLTHRLEZAL
By WAEIT FAL o L8 AN BAEITTFI ] EEAMBEES X T tty 89K ® o
XA R T o

¥ foo TEMAEELGE foo.out XHF > ZHBRFUEIMHREEZNA
Xt M AR EEM R AR

TP E foo.out BIAZ °

¥ foo TEMAZTEEE foo.out XHF > L#ALFIE THRMAe 2] I
A e BAZAWN A RERAEZIAE » SWNEREHEKRGER o
BRATH E foo.out AZE °

¥BENEELGE foo.out > AHLPHFEA -

B E A E o

PR R FHFB L AT EENER grep - TORIEL > KRBT

A 1s -al 893 > HHF LD grep o BXARA FE o

KiReg B 7| BB HHERLE BN 1s.out ° RA A !

BIERDA 10 KFFGFRAE o A TEH L ChofT T4


http://www.google.ru/search?rlz=1C1CHKZ_enRU438RU438&sugexp=chrome,mod%3D11&q=unix+filter&um=1&ie=UTF-8&hl=en&tbm=isch&source=og&sa=N&tab=wi&ei=QWDbT7LILsTi4QTJxNXWCg&biw=1116&bih=875&sei=Q2DbT93XOLLS4QTmst2ACg%23um=1&hl=en&newwindow=1&rlz=1C1CHKZ_enRU438RU438&tbm=isch&sa=1&q=teletype&oq=teletype&aq=f&aqi=g10&aql=&gs_l=img.3..0l10.455489.456448.4.456736.8.6.0.2.2.0.144.567.4j2.6.0...0.0.Qa6W2PHvUWw&pbx=1&bav=on.2,or.r_gc.r_pw.r_qf.,cf.osb&fp=e87c07212bd9e2a6&biw=1116&bih=875

13. B ALHEIRE /dev/null *» BARAG P LARGIEIBM » I XA EZA ©
BEANECH—WARH K FHEE pv 2OREATERIFGHL > o RIR2
RAE A L A2 o IR T o fmiB e FE R S KT E R TR& o

14. M4 foo.out ° WCAFHATHFHE—T o

15. Mk test.img °

e o AR

e 1 stackoverflow L8 & e & & &) » B R K3 stackoverflow F# Greg #)
Wiki » ZZIEFAH KR > 2EE o

e 377t bash 8 man W @ » & T %% %] REDIRECTION 2f 43 % € o

o 1% man pv = man tee 94k o


http://stackoverflow.com/questions/5802879/difference-between-pipelining-and-redirection-in-linux
http://stackoverflow.com/questions/19122/bash-pipe-handling?rq=1
http://mywiki.wooledge.org/BashFAQ/024

%] 8: E5ME X mind

/& : head ° tail ° awk ° grep ° sed
J& L : Exercise 8. Bash: more on redirection and filtering: head, tail, awk,
grep, sed
#FHE A
7L : CC BY-NC-SA 4.0
B %3 R A &3k E01F

MARRET Linux® BRENZ—T Unix 97 R o Z&H ©

XA Unix 8% 5—%f25 » AR—4F > fHeeHdF - 55
- I  RERFRELEIRNAL AARZXZ—ARAHED o
FIR ERXFRE AT HRAEAEA Linux > R EE i@ doff N—MEH T RBE » 7
KB HERBEL S —ANEF s BELSENIREPHERE o« BF » T A TAER EE
¥ EANRELSHLE R CATK—ANEFOMBERED A —ANREF o BIHF

Text terminal

Keyboard
Program 1
goer stdout/stdin
Display
A

h stdout/stdin

Program 3



https://archive.fo/JH46V
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/

FERAGFEFEGREE o JLFHEA Linux BFE L FHIITAZZAIH

stdin - ARBE# A o X ZF)F uﬂifr’@ﬁ’ﬁ*@ﬁo stdout - ARAEHE - X ERF
ERATGHS o stderr - IE o IERFREGHT o

R BRI A

B #H#EF 1
FF48 N4 F 13 B IR
e LR G HE R
BT 2
FNFF 1 RBmA
FiEE LR E HE %
B #HFF 3
T8 WA )5
456 o
456 B

15 BRI
B
S5 B

9 9\g
%&)D»ON

o\

A AT NRME L AEGFE » wRIRE K South Park RA& 69 gy 2K » 122 /]
BRI RARERRT A | L | ARk Rk e

IERMERATEE » €HR 1s -al 894l > ARATIP UL Ao TS it 1]

ls -al | tr ~-s " " | cut -d ' ' -f 8,9
R APTR A FIHOBL
B#H 1s -al

ﬁﬁﬁ%ﬂ%?%i#ﬂi

TLJJJ_T ':Jmfa‘i%

W) & A B ik

B#H tr -s ' !
W EEIN 1s -al mBRHEA
ANFEZEARYE —NERK
mITE 5 HEE

W EEE Hi

E# cut -d ' ' -f 8,9
WREFHMN tr -s ' ' BERHEA
AREFH 8 f» 9 IR AECERF
mIETEE HERE
METRE B

FHmA o LEHF—FREGFF

H—F 1 1s -al  HNKEIT B FH .k » F—0HHEKFK -


http://osxdaily.com/wp-content/uploads/2011/04/south-park-human-centipad.jpg

userl@vmi:~$
total 52

drwXxr-xr-x 2
drwXr-xr-x 3

— W= = -
-rw-r--r-- 1
W= == - === 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
W= === === 1

ls -al

userl
root

userl
userl
userl
userl
userl
userl
userl
userl
userl
userl

¥ 1s -al | tr

7

user1@vmi:~$
total 52

drwxr-xr-x 2
drwxr-xr-x 3

W - 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
Sjeoon0a: 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
“rW------- 1

ZF  RNAKRYGTHE 89 BiARMNEZY o

userl
root

userl
userl
userl
userl
userl
userl
userl
userl
userl
userl

g U

4096
4096
4865
220
3184
64
89
634
697
741
741
666

= s RANERANFTEZIFARKRYE > AA cut TaEHK
NERERA—FFTX > R B SZANTHE -

ls -al | tr -s '

Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun
Jun

18
6
15
6
14
18
18
15
7
7
7
18

14:
21:
19:
21:
12:
14:
16:
20:
12:
12:
13:
14:

16
49
34
48
24
16
26
03
25
19
12
16

userl userl 4096 Jun 18 14:16
root root 4096 Jun 6 21:49
4865 Jun 15 19:34 .bash_history
220 Jun 6 21:48 .bash_logout
3184 Jun 14 12:24 .bashrc

64 Jun 18 14:16 hello.txt

89 Jun 18 16:26 .lesshst

15 20:03 ls.out

7 12:25 .profile

7 12:19 .profile.bak

7 13:12 .profile.bakl
18 14:16

userl
userl
userl
userl
userl
userl
userl
userl
userl
userl

useril
userl
useril
userl
useril
useril
useril
useril
useril
useril

634
697
741
741
666

Jun
Jun
Jun
Jun
Jun

.bash_history
.bash_logout
.bashrc
hello.txt
.lesshst
1s.out
.profile
.profile.bak
.profile.bak1l
.viminfo

.viminfo



userl@vmli:~$ 1ls -al | tr -s '

14:
21:
19:
21:
12:
14:
16:
20:
12:
12:
13:
14:

16
49

34 .bash_history

48 .bash_logout

24 .bashrc

16 hello.txt

26 .lesshst

03 1s.out

25 .profile

19 .profile.bak

12 .profile.bak1
16 .viminfo

"| cut -d '

awk '{print $8, $9}'
awk '{print $9, $8}'
awk '{printf "%-20.20s %s\n",$9, $8}"

cat ls.out | sed 's/bash/I replace

ol
e o
XA
1: 1s -al | head -n 5
2: 1s -al | tail -n 5
3: 1s -al |
4: 1s -al |
5: 1s -al |
6: 1s -al | grep bash
7: 1s -al > ls.out
8: cat ls.out
9:
s B 4E 4
userl@vmli:~$ 1s -al | head -n 5
total 52

drwxr-xr-x 2
drwxr-xr-x 3

-rw-r--r-- 1
userl@vmi:~$
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1
-rw-r--r-- 1

user1@vmi:~$

userl userl 4096

root root

4096

userl userl 4865

userl userl

220

ls -al | tail -n

userl userl
userl userl
userl userl
userl userl
userl userl

636
697
741
741
666

Jun
Jun
Jun
Jun
5

Jun
Jun
Jun
Jun
Jun

1s -al | awk '{print

18 14:
6 21:
15 19:
6 21:

18 17:
7 12:
7 12:
7 13:

18 14:

' -f 8,9

this!!!/g'

16
49
34
48

52
25
19
12
16

$8, $9}'

.bash_history
.bash_logout

1s.out

.profile
.profile
.profile
.viminfo

.bak
.bak1



14:
21:
19:
21:
12:
14:
16:
17:
12:
12:
13:
14:

userl@vmi:~$ 1ls -al

16
49
34
48
24
16
26
52
25
19
12
16

.bash_history
.bash_logout
.bashrc
hello.txt
.lesshst
1s.out
.profile
.profile.bak
.profile.bak1
.viminfo

14:16

21:

49

.bash_history 19:34
.bash_logout 21:48
.bashrc 12:24
hello.txt 14:16
.lesshst 16:26
1s.out 17:52
.profile 12:25
.profile.bak 12:19
.profile.bakl 13:12
.viminfo 14:16

| awk '{print $9, $8}'

userl@vml:~$ 1ls -al | awk '{printf "%-20.20s %s\n",$9, $8}'

14.
. 21:
.bash_history 19:
.bash_logout 21:
.bashrc 12:
hello.txt 14:
.lesshst 16:
1s.out 17:
.profile 12:
.profile.bak 12:
.profile.bak1 13:
.viminfo 14:

userl@vmi:~$

---- 1 userl userl

-rw-r--r-- 1 userl userl
-rw-r--r-- 1 userl userl

userl1@vmi:~$ 1s -al > 1s.

userl@vml:~$ cat ls.out
total 48

drwxr-xr-x 2 useril useril
drwxr-xr-x 3 root root

---- 1 userl userl

-rw-r--r-- 1 userl userl
-rw-r--r-- 1 userl userl

16
49
34
48
24
16
26
52
25
19
12
16

4865
220

3184

out

4096
4096
4865

220
3184

1ls -al | grep bash

Jun
Jun
Jun

Jun
Jun
Jun
Jun
Jun

15

14

18

15

14

19:
21:
12:

14:
21:
19:
21:
12:

34
48
24

16
49
34
48
24

.bash_history
.bash_logout
.bashrc

.bash_history
.bash_logout
.bashrc



-rw-r--r-- 1 userl useril 64 Jun 18 14:16 hello.txt
-rw------- 1 userl useril 89 Jun 18 16:26 .lesshst
-rw-r--r-- 1 userl userl ® Jun 18 17:53 ls.out
-rw-r--r-- 1 userl userl 697 Jun 7 12:25 .profile
-rw-r--r-- 1 userl userl 741 Jun 7 12:19 .profile.bak
-rw-r--r-- 1 userl userl 741 Jun 7 13:12 .profile.bak1l
-rw------- 1 userl userl 666 Jun 18 14:16 .viminfo
userl@vml:~$ cat ls.out | sed 's/bash/I replace this!!!/g'
total 48

drwxr-xr-x 2 userl userl 4096 Jun 18 14:16

drwxr-xr-x 3 root root 4096 Jun 6 21:49

-rw------- 1 userl userl 4865 Jun 15 19:34 .I replace this!!!_hi
story

-rw-r--r-- 1 userl userl 220 Jun 6 21:48 .I replace this!!!_lo
gout

-rw-r--r-- 1 userl userl 3184 Jun 14 12:24 .I replace this!!!rc
-rw-r--r-- 1 userl useril 64 Jun 18 14:16 hello.txt

-rwW------- 1 userl userl 89 Jun 18 16:26 .lesshst

-rw-r--r-- 1 userl useril ® Jun 18 17:53 1ls.out

-rw-r--r-- 1 userl userl 697 Jun 7 12:25 .profile

-rw-r--r-- 1 userl userl 741 Jun 7 12:19 .profile.bak
-rw-r--r-- 1 userl userl 741 Jun 7 13:12 .profile.bak1l
-rw------- 1 userl userl 666 Jun 18 14:16 .viminfo

RITPP A KF| R PRI 5 N5&E o

o RITH A XINEZFTMIE5MFKHE

o AATHH B R Fo XL o ZZRWATIER awk ° Zb cut FIRP - L L
RHHA > cut RBEFEANTT (RNZXEZRXEHK) R -7 X %9
A0 (%f’”\l‘mﬁ) > awk FIEEK G EAF TAB AR ISR - PT
ARH AR tr RERTLEE -

3% LR F AT BP SCAE S Fo s 2B 1] o X LE cat RSB FIF o

T AT B UL A A5 BB A) o JE B IR B h e AT T AF B A o

{RATEP B F 7 & F 6,4 bash 6947 o

¥ 8 ZINERGHEEAIH Is.out ©

T HE 1s.out ° cat AxMEOTHAESF ﬁ,i‘kﬂ"’hfl"ﬂi"/ﬁiﬁ’ BH
F5%57 o REwbidm# » faﬁ#ﬁ%i B AR JERA N o

o AT¥P ¥ 1s.out > EPTAHE bash & B H#%

A I replace this!!! ° sed E*"‘?&kéﬁoﬁ,%ﬁ o BEFIEFERA
A o

Pty AR

e iTJF head * tail * awk ° grep #7 sed 9 FMR o FEFM » A&
EFMR@ERLLERL o FT—FK > RIGEY ZERT B -



E& grep &AM 0 AEGBATIFCIRBIGIMTZ AT » R B —4T ©
. @Uﬂ Google # % awk printf &4 > ”“ﬁTﬁ%"'Zﬁﬂﬁlﬁ?
e 1% The Useless Use of Cat Award o & XAR L a9 — 4] F o


https://archive.fo/9Zcyu

3 9 :Bash: £% 3% > jobs ° fg

J& 3L : Exercise 9. Bash: job control, jobs, fg
FH A
7L : CC BY-NC-SA 4.0
B %3 R 53k a0 %
Linux & — A 58 RARL - RBRAEFHFSR/PRHET - NAPHARKE
BERERTAR K ZATIUMLS > M E bash B EA L& » HRER S MESH
MAT o A T e iE skt » REZFIUATH4L
o <CTRL> + z - LA BITHNRFREESE ©
e jobs -FHATABEHSE o
o fg -EEFFIME o fg #X—MFMEAAE > ETUI jobs FHRH
o AFWRESLORAR > NBRE—MNERGEFFEAE o
o ctrl + ¢ -—RMEFEPITEMNETNET c BERAKRTSERZXNE] P42
oo BRI 0 XTI H A G o
A > AR F D 4oL A bash A B 8 T E k42 R4 7 69 AT o

EE 54
1: less -S .profile
2. <CTRL+z>
3: less -S .bashrc
4. <CTRL+z>
5: less -S .bash_history
6: <CTRL+z>
7: jobs
8: fg
9: ¢
10: fg
11: q
12: fg
13: g
14: fg
15: jobs

Rk 24T 4

userl@vml:~$ less -S .profile


https://archive.fo/z1oWk
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
http://en.wikipedia.org/wiki/Computer_multitasking

# exists.
# see /usr/share/doc/bash/examples/startup-files for
# the files are located in the bash-doc package.

# the default umask is set in /etc/profile; for setti
# for ssh logins, install and configure the libpam-um
#umask 022

# if running bash
if [ -n "$BASH_VERSION" ]; then
# include .bashrc if it exists
if [ -f "$HOME/.bashrc" ]; then
"$HOME/ .bashrc"

[1]+ Stopped less -S .profile
userl@vml:~$ less -S .bashrc
# for examples

# If not running interactively, don't do anything
[ -z "$PS1" ] && return

# don't put duplicate lines in the history. See bash(
# don't overwrite GNU Midnight Commander's setting of
HISTCONTROL=$HISTCONTROL${HISTCONTROL+: }ignoredups

# ... or force ignoredups and ignorespace
HISTCONTROL=ignoreboth

# append to the history file, don't overwrite it
shopt -s histappend

[2]+ Stopped less -S .bashrc
userl@vml:~$ less -S .bash_history

echo Hello, $LOGNAME!

echo 'echo Hello, $LOGNAME!' >> .profile

cp .profile .profile.bak

tail .profile

1ls -altr
history -w
ls -al

cat .profile

echo Hello, $LOGNAME!

echo 'echo Hello, $LOGNAME!' >> .profile
cp .profile .profile.bak

tail .profile

1s -altr

[3]+ Stopped less -S .bash_history
userl@vml:~$ jobs

[1] Stopped less -S .profile

[2]- Stopped less -S .bashrc

[3]+ Stopped less -S .bash_history

userl@vmi:~$ fg
userl@vmi:~$ fg



userl@vml:~$ fg

userl@vml:~$ fg

-bash: fg: current: no such job
useri@vml:~$ jobs

userl@vmi:~$

e

1. 3T .profile k&H c ZZERLMEM -5 L4 > 1k less JF
J& -chop-long-lines & A kB ) o

2. HEA less o

3. 4T/ .bashrc k& & -

4. FA less o

5. 4T/ .bash_history k& & o

6. AL less o

7. ATHr AT & o

8. 1 %] less o

9. By o

10. 13 % =/ less ©

11. BHE -

12. 15| % —4 less o

13. :BHE o

14, ZRMBLBNRE MR o RAEMEF » 2R ZBHEN T ARBERA -
15. AT HARFHIN R - AN THREABEES > BT HF] jobs ATHFEE

S EE

o o AR

AT man bash ° #%% JOB CONTROL * #I A /, JOB CONTROL, <ENTER> °’ 7
B3k g o



#4.5 10 : Bash : #/57:& E R (REKRA)

J& 3L : Exercise 10. Bash: program exit code (return status)
2 )

L : CC BY-NC-SA 4.0

B %3 R 53k E0F

TERAMRZARZR A — B o MRT A4

A cp -VR /old/dir/path /new/dir/path k#ATLIRAE o K Hsbad)g o RT
i fT AT c B X AGHER ?ZABAT —L4ix > AABAFEZERR
B B A E ARG AT

AT R E R AAT TARE > ARSI T MRR AL de T84S o KA1 XA > bash
REB =M FTA—f R » SR AH Lkey cp 448 > — 257 (bash »
cARX#AE) AT H—MEF (cp » ERTHAZ) o

F£ Linux ¥ » A —/MRAEAuE 0 AT RBOLTF#HARZR| L #A26915 8 IAMHIARA
BB R A SR E AR o B4 A X AL 0 B TFHETREL IR o — /T
JNF#HA (XA L > XEA cp ) FHAX#AE (REARAE > TEZ

bash) ° HA2FAEWATIR ZEP| 442 » CRE 0 > wR XA L 42 Nk
RABRAER o shZRX A% - Bash P9 ANBREXRLKER 2 R TE o RIAL
FriB T 0 TAE $2 KGN o

IEEFREE T RIWAELE

Bash #1695 A
Bash MHTIR &5 A
Bash A1k B #HEF » HFHFREANMLFE S
2R
A2 5 AR TE A 8
25 A T 3R KA
A2 53R Hg R B R R =14 Bash
Bash K& NEEXRERELETE ?

IAARF BT doATAT 67 B AR 09 R 7 69 1B R S o

I AL
1: 1s
2: echo $?
3: 1s /no/such/dir
4: echo $?


https://archive.fo/ygzso
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
http://en.wikipedia.org/wiki/Exit_status

fraB 24T 4

useri@vml:~$ 1s

hello.txt 1s.out

userl@vmi:~$ echo $?

0

userl@vmi:~$ 1s /no/such/dir

1s: cannot access /no/such/dir: No such file or directory
userl@vmi:~$ echo $?

2

userl@vmi:~$

as:
—I¥d

w*

TP E—ANBF 0 R o

ITHE 1s 9B KA > & 0 » X ERA 1s KA BIMET4% o
ZRAITHPETRBEGE F > BARKK -

TP 1s /no/such/dir #9:B HARAL > Ca ZIER o

e Fa =R

1% man ls #9i& h R34 o



4311 B4

J& 3L : Exercise 11. Bash: wrapping up

CE Y.

L : CC BY-NC-SA 4.0

B F 3R R 53k EniE
AR C 222X 5 T Linux P42 CLI 8 & > T — & AT AR B X8 LA
RIE S AABTHETR c MEMER R B Lol FTaT  EHIAT
B ARLIRF AR o W EZ LI R FF o4 o
ARG 2 J do AR RERLER T o FeiE » REE AN |

N


https://archive.fo/PfSHQ
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/

vim JE # 1% X
vim 4 442 X,
CLI

SHell

e &

A

S 6 AT
# A2

A2 )5

7855
285
ER- A0

Bl

T RA
iR
il
xR

EOF

= ek
o oo W

P O\
=
=
[
Rix

vim

A&



¥
S

vim

i

0
<ESCAPE>
X

dd

Tw(Q

:q!

/

less

%
4

less

Bash #= Bash J &4 4%

W

W



¥
S

echo
history
exit

pwd

$

?

set

env
export
$LANG
read
<CTRL>+z
<CTRL>+c
jobs

fg

ER D)

%
4

>>

/dev/stdin
/dev/stdout

/dev/stderr

LEfR B AL

W



TS
o
W
X

man

1s

cat
dpkg-reconfigure
head
tail
grep
awk
sed
tee

dd

pv
locale
sudo
cp

mv

rm
touch
wc

MEERKG  BERAFENGTEREBIER » R §§~m’%éﬁ@~4%%o%
% RO FERL > WIRLEFe gk EHIE R L » KRG XA o

M A AR

BA WA o RF$ R Ees s ARFERET -



4431 12 : L4 : man ° info

J7 T : Exercise 12. Documentation: man, info
FE A

WL : CC BY-NC-SA 4.0

A 53 R Aqkdnif

ARG 221X T Linux » LA ZRENS Linux ZEA X TELT « RE% 45
Eoman T AARIEGELZOERAT o WIFREZHNET man XA T @ ° A
AT WAafT » IREZHZ2XT A man » AR ZAEH E ?

B FMR AL EEBRARICHES XAIH » ATA man 425 fn il 4 dd 4 4R%
B X o &£ Debian F ° €1142T /usr/share/man/ F o ART¥A4EH zless |
BEll c CHEERLZ -G > mZ— shell Bk » R % X H R

Fl less o

BTk KA man FMRN > X TEgg £

1. T IATH T & shell o4

2. A%IAR (MR HE)

3. ERA (BFEFHEK)

4. FeRIH (AR E /dev FIKE)

5. XH#HXFY T > Hldn /etc/passwd

6. X,

7. EA (BIERZAWH) o Bl man(7) ° groff(7)
8. A%E®A44L (MFREMT root AAF)

9. ML JEAR K]

RERFEONEZEE e A THEAA man WES 5K FRALS LSS >

42 man 1 o wRBETPAGEESEIHZEE N FARS s RARAFES 1
MeF8A » BEHGRARZALLRZENRF I ARLEER T/E - oh s R %%
i man(7) A Z

BRAFMR gArE DT

NAME (& #:) -#)5 % HFFfe a8t o

SYNOPSIS (#%) - T RA2/F %6 a7 &

DESCRIPTION (5it) - #2 5 64453 4= 7T A A 4 69590 o

OPTIONS (&%) - —2F MR £ L4 3LAT A6 5%k -

EXIT STATUS (BHRKA) - FARFEE —ANRE L R X & MG RKAD - 3
P AR A I H ARG A o

RETURN VALUE (iRwft) -@# 5B EREHME o

ERRORS (41i%) - 427 % C4mig4hiz o

ENVIRONMENT (3f3%) -3 T ¥ o £ ARSI AT XEEA] o

FILES (X#) -l % 4578 E LM o


https://archive.fo/6fbXi
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/

VERSIONS (JRA) - A X#F Tz 84 -
CONFORMING TO (&R T) sﬁmrimﬂﬂ
NOTES (&) - FMe94EF 7 feid 3200 20945 &
BUGS - # 5 C4m 89444k o

EXAMPLE (&%) - 4245 BAA =6 o &AM |
AUTHORS (k%) - 1569485 -

SEEALSO (A W) -#XFM7T -

A AP > BRFNA

FIR A - £ F ke BT -
o HHRIA - MIESHAREH - EALFRFS L
—# o

AR AR T R 2

~

Bss --version
ess [-[+]1aBcCdeEfFgBi [ JKLmMANgOrRsSulywhiy™]
[-b spacel [-h lines] [-j linel [-k keufilel

o [-abc] - [] REESTRETH S H LTk o
e -a|-b -®& | 4T FEE—ALE
e argument .. - ZEET TR o
o [expression] .. - [] POOEANZZXRXLZT TR -
KL T RE T man less &/& T« :
LESS1 ]
NAME
less - opposite of more
SYNOPSIS
less -7
less —-help
less -Y
|
1

[-{o0} logfilel [-p pattern] [-P promptl [-t tagl
[-T tagsfilel [-x tab,...] [-y lines] [-[z] lines]
[-# shift] [+[+]cmd] [——] [filename]. . .

(See the OPTIONS section for alternate option syntax with long option names.)
e o AALKA LW o WMwATREA L AFERBARTHAT LA
1. less -? 2. less -help 3. less -V 4. less -version

JNF 5 AT » BATT AR R » ARk IAAE LT A TRI& - M AARRZAET
TR o kRN —AFF o

5. less [-[+]aBcCdeEfFgGiIJKLMMNNGQrRsSUUVWWX~] - 3X & A2k £ 7T 14

ER ”E.’;E'E'TLQ’J  HAMASRA G SE [] Fo R SRTHHE - LM
A - FFk o XAETHE o H=> 25 MTAIETTHRISEWHF + > XAEFH
Ft—H G o Fw o AR 'TV/UT E— NI E s ER LR FAFEHFT] o
4w s ARTT VAT A less -S .bashrc

% less -+S .bashrc # less -SG .bashrc .profile &

¥ less -+SG .bashrc .profile °



6. [-b space] [-h lines] [-j line] [-k keyfile] - f&3&94% » 4R*T A4
TAEMTEIR -b » -h » - » -k * FHNFALKEK > S M7 EANTRE
A e EFMFRE—FT N3 o

7. [-{00} logfile] [-p pattern] [-P prompt] [-t tag] - JLF#=% <4748
Fl o -{00} #&EE » RTUFEL -0 K -0 » EREREFI/T =4 -

8. [-T tagsfile] [-x tab,..] [-y lines] [-[z] lines] - B4 > JLFF= %
SATAE o -x tab,. #FEEL o ART AL -x ZEITIUAME >

4= -x9 X -x9,17 ° -[z] lines £ & -z AT » Tl

A less -10 kARK#% less -z10 °

9. [-# shift] [+[+]cmd] [- -] [filename].. - XA & F joif

b e +[+]cmd RATMRT LA less +cmd X less ++ cmd ° - - A&

% o [filename].. BB —APREZ AN FEZRTUALERAM less BT Z ML
# > #l4e less .bashrc ° less .bashrc .profile » AR LAk o

EANERT | REMRAZATH » 2?2184 > i TIRELEER less &HEFM AT
MELELEBREGE L > N /Kkey<ENTER> X &key<ENTER> ° fl4e » Z4%
F -T BAYHEE > FHHAN /-T<ENTER> °©

Pl B IR L A EY man w4897 & ¢

o man -k -FIEALFHETAEFMRT o RAFFAM » AZRT A 2 F 5 3b7]
Ko AFMRTLRLHEN man -k | we kiHZkedl -

e man -k [search string] - A X FMAMAEFHEZAZ - KA
A1 man -k tty °

e man -wK [search string] - ZFMAELFHEAE o KX
A~ man -wK tty °

MAZXAZRT man 8 - 2> TA—ANARHNIAELE s info ° 447 k4
T :

e info [..] -#MA info ° wRETEALLERNE » eoBHRFE L0
| o

<UP> ° <DOWN> ° <LEFT> ° <RIGHT> TTitk#RiE s LF o

<ENTER> ATJF AR T 89583 o #4504 * Jhk o

<TAB> - k45 3| AL P o9 F — A4k 45 o

u -%3%3*rt—%

p -HBE—T > shAgH EE—H o

n -%%T—W e

q - XHl info °

ATARH vi &0k B

A info -vi-keys

—ANAT

# info » KA ZRCERRECT » 4
AT AL § A= k RRF o

't A R



e 4 man man FZXf#%8 SYNOPSIS (#%) 4% > X MELTRAE -
o 4N info A= h » 1 info 89 # BhER 4 o



%7 13 1 X# : Google

J& L : Exercise 13. Documentation: Google
#FHE A
7L : CC BY-NC-SA 4.0

S SUPSUREE 3k

AL & f A~

IAEAR Fo B T 4o T8 A Linux £ & T » K5 VR “Linux £ & U 2456 > 12
CHERY "R EREWRBOLERRT EANF RSO IERE s BLAFMHTRA
R o A SR A BN A A H B o

ATk kY RERAE—AH > AR MR G DA > XA
A G AT o Blhe » B4 1% Bl Apache Web IR % % » 1R 7T fe & 248 R “ho 715 ]
Apache” ° B % A » ERLALSKGEL > FRARLBHR—MREL

AEg B BT ST s Riz T & |
1% ] Google & E#4 77 i% & :

o KB —/NhafTH” o
o MR ABHE s REVHEHAFMT > £THRERTROELF o B %
Bl iz ke B P BT RJn ik o X AEF TR o

% R 69 7] &

A g A LR T Mt > AL FH B IS A SR A Google ° X ZH F KR 7]
% :

e http://en.wikipedia.org & JEF A MALE) » BARRIE & T A8 44513 B 69 at
%o REEHR) T ARMNIZE o

e hitp://stackexchange.com/ & & JEF A A M sk » AT & &AL 75 F= R 5] 89
1% & ° StackExchange M % 6,45 JUAN TR » L F A A 895%
http://serverfault.com/ #= http://unix.stackexchange.com/ ¢ %% & bash #r
A8t s http://stackoverflow.com/ & —A3E% A A 8 KR o

e hitp://www.cyberciti.biz/ &.8% % & A 8o T Fo 5] F o

o FEHREFNEIMNRMLT RIFH > A AR F A o 4= Apache F» ngnix °
4-%1 4 : http://nttpd.apache.org/docs/ * http://nginx.org/en/docs/ °

e http:/tldp.org/ & Linux XAR B » 487 % A E LRI & -

ti- & AT


https://archive.fo/8kvYG
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
http://en.wikipedia.org
http://stackexchange.com/
http://serverfault.com/
http://unix.stackexchange.com/
http://stackoverflow.com/
http://www.cyberciti.biz/
http://httpd.apache.org/docs/
http://nginx.org/en/docs/
http://tldp.org/

Google A —# & #WiEZF » TR MATR KRG £ o LTRXAEZTH L RF4

e (screen|tmux) how to - FlBfi4 % screen = tmux B9“d=fTf” o 124%
shell 2899 B ? X AARMLEY o

e site:serverfault.com query - fRAEZAMsE B & o RTUE
Jl (site:serverfault.com | site:stackexchange.com) °* — XM %%
A3k B o

o """ -RETESIEWGALT @ o

o -query - MM EERPHHRELANZE -



%4.°] 14 . 6% 3 : Debian @& ¥ L E aptitude

J7 L : Exercise 14. Package management: Debian package management
utility aptitude

FE A
#1L : CC BY-NC-SA 4.0
B 5 Mo R R -k EiF

A A WHE R AF — b 269 %212 5 &) Linux A LR #4257 o Linux P #9425 4R
A a s AFAIHRECETRRYTE s AMBSERZE o

o RHEMEER—NEHENRF » KT AL I Z R KM
e, aptltude install program. cATHAZELETRF  FTA KM
b%l‘tb QNEEJITRTFEL > ﬂ"’a’iﬁ 4o R AR A 642 ) %Fﬁ%’i 61, % 18

Tfml'rﬁ’%ffi” °

° b”ﬁ‘fﬂ BE—ANRF o AR ELMREF - FERFEBTEREEST > Flbe
&mﬁﬁ@u%ﬁﬁﬁﬁgg~Aﬁﬁ’E#ﬁﬁﬁ%dﬁ%%no@%ﬁg
FoiB X BARM X A 0 B4R ﬁ‘/]‘\b”**—‘/\f%iﬁﬁﬁ/?’ﬂff P BRRETENTA
B RERGALS T LR LTk THE - Debian &% 2 &4
A aptitude e

M%bBHEAE—NEETFSRM YL E > TUHMITZE o
AR KA PR

R
R R G )7

CNN i
2) 25

S
aEEE
EREESIRFEOITART
EOEEZEIEEF » HrRirie e
REIAHEZNIT » ORI E GRS
THRAFROES
I AR AR BSUHF » KBl d FHS AR XLE) » A4 Logie E
stFHEANLE » B —MFROZEB AR > AFCHATIEIRE -
QA F
) 22 $3E &
4 A EKIA e B A

oz
a5
a2
s

B
BERRE

BB CRERFORESEAACRE » EHARECHRIEE


https://archive.fo/NUuCN
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/

M A AR T MBI EGILE o /2 Linux F 0 BT A A8 B XA 8 AR 22 K 248 TR
B4 B o fldm o BT R A5 69 T PAT XA E A /usr/bin F 0 #2589 LA

/£ /usr/share/doc P ARKEE o X ThEFAARA &ndl EECLEFTAR

B o —/ANZ A FHS 8947 A U2 LT PR ST AR E > 4R 7T 38 18

Fl man 7 hier k&AE - KB¥ETEOGRIE T IHARALE RIFERA 2.2 694
TERR AN

/ - XEARE F o XAERM LM T o
/bin -2 B FOSALA P EXTERGTHTRS » A ELALREE -
/boot - AR T SRFMH#HAIH - 2B ZREEFIRTETHL
o Bt R EA P A B E AR %ARAE /sbin F2 Jetc ©
/dev - HFFRREE M IR AEWEEE o L mknod(1) ©
/etc - ELAME RMEG B E T o
/home - AL AFAP EZHZFOME L IXEBFATZERZT - 28 894
MBETRBEZ RE o
o /lib - A FRURBEIE > CNARLHAAFERIH AL T EITHE
Bl B Y o
o /media -3LB XESTHIHNMGEAR A > 4o CD A= DVD # & R USB 12
etk o
o /mnt - A FRAGENEROLHFALOER S - £XLEITHRT > /mnt &
SFEZE o AESZAERIHALGERE -
o /proc - A& proc XHALNERE  ERFBEHARFALGZE - &
N A RAE proc(5) FAH EIFmEGRE o
/root -B FAFZL root AP EBEF (Tk) o
/sbin - £4L /bin * WA ZFEERFH AL EHGSL LR F LA d L]
Rl P AT o
/srv - 3LB ZEA B % ALREN 3k R T A HIE -
/tmp - LB F AN U 0 TRAL XA @ GFILT HITMHIE > Bl
FLEES R RSB A MR o
o /usr -GAFAFTINERNHSRERN - CRBARETHFN AR
Y& o VMEE T AW ZAT Linux 89 & FPALE kR o
e /usr/bin -ZXEATHITERFHITAF L@APRITHOREBEFTEELE
ARG B AL NI TRERMMZE » FEARKREZA XF -
/usr/local - X &3k R R FHAFILE o
/usr/share -t B Z S EAMN TR AR FHIEGFE K TR —#4%
AAOTRIRMZ A LT o BF T AL LRI » AATH £
F /usr/doc & /usr/ lib 2 /usr/man T EKEF o
/usr/share/doc - LZRERERFH LA o
/var - 3L B FEA TS T AR » B hF B & o
/var/log - HA B ESH o
/var/spool - &FRAL e9BALAL (SRHEN) TH o
/var/tmp - £ /tmp LB ZRAF G LM 0 Fel G0 S KT o

BAgfR K o 2R EZI2AEE © man hier 7 EEEME - RERAEF R4
i /usr/bin ° /usr/share #° /var/log °

IERMNBRERF O EETER - AAERNEE—T ¢

N

‘



T AAL AR AR &
OERETEMARME » PREXHREN o
&

A 3 EEEWMA —ANCRERT AR CHRIEE

WEEEFHENCHRBEARS BT AGTRETRAO KUY OLEFTAEFH -
ABRF R o ARTGAI4EN dpkg -1 AT LB ATRE R A o TS B4 T AT
T -

e o o
@m%

userl@vml:~$ dpkg -1 | head | less -S
Desired=Unknown/Install/Remove/Purge/Hold

| Status=Not/Inst/Conf-files/Unpacked/halF-conf/Half-inst/trig-a
Wait/Trig-pend

|/ Err?=(none)/Reinst-required (Status,Err: uppercase=bad)

| |/ Name Version Description
+++ D e e e e e e e e e e e e D e e e e e e e e e e e
ii acpi 1.5-2 displays informat
ion on ACPI devices

ii acpi-support-base 0.137-5 scripts for handl
ing base ACPI events such as the power

ii acpid 1:2.0.7-1squeezed Advanced Configur

ation and Power Interface event daemon

RTAEE » IRREETANEDTP o NBXAMNMETUEE » TAY O E %
&’&%%?6%ﬁ’&ﬁaﬁ’ B ARZDZERE o VITEA T EIRA D
;ﬁo

B3] o MM » RO S xR G T
= kb (RERA)

[ J u

o i =R BBPBRHEHITEE -

o r = HBFBBRMFEHAITHR (BPRINEMISITA L > 128 E %) o
o p =HE RBRHEATHE (FENENALAD Z > EERE A PHL

TR HEE) o
h =A21E ARG E > T dpkg R > MIEmAl4E A ik
M -force-hold °

=2 o KA ERE KA B AEA LIRS

n = RZE ZRHAORRZREEMRG AL L -
=REIMH - AALAGAZOYHEE L
=FgE o AR RCR2EeH  EHTERRARTRK
= ORRRY - RO THEY% » 2 RERE -
=¥HE RUELCMEYLE > RECRH 2 TEERANRTR ©
=RABREHF RUOEEFF N EELHE -
= ARA P o A OARAREK o
= ORE . GRF O OARE % i EST -

FEE o B AR -

e 6 6 o o o o o
-t = M C IO



o R =FZRE -WFAFERZREORHLCHIR FRHEHLK - BEELT
REAR M I o PR JERFI1E R A -force-remove-reinstreq °

Fl# s R E R e > RAEFECAE info dpkg #4 EH L FXLEFE - AT
UG ORE > REfE il RABREZINE—WEF o

7Y ok ERMNZE—NL A midnight commander ##25 » €L — AL FHE
£ CAFHRENR K AR LN B K > R HIATE S > Tt IM kR
1E o

A > AT B fTi R > REFM LR o

A

1: aptitude search mc | grep -i 'midnight commander'
2: sudo aptitude install mc
3: dpkg -L mc | grep '/usr/bin'
4: aptitude search mc | grep -i 'midnight commander'
5: mc
6: <F1O><ENTER>
7: sudo aptitude remove mc
R R A B A
userl@vml:~$ aptitude search mc | grep -i 'midnight commander'
p mc - Midnight Commander - a pow
erful file manag
p mc-dbg - Midnight Commander - a pow

erful file manag
userl@vml:/home/userl# sudo aptitude install mc
The following NEW packages will be installed:

libglib2.0-0{a} libglib2.0-data{a} mc shared-mime-info{a}
0 packages upgraded, 4 newly installed, O to remove and O not up
graded.
Need to get 2,957 kB/5,157 kB of archives. After unpacking 17.0
MB will be used.
Do you want to continue? [Y/n/?] vy
Get:1 http://mirror.yandex.ru/debian/ squeeze/main 1libglib2.0-0
amdé64 2.24.2-1 [1,122 kB]
Get:2 http://mirror.yandex.ru/debian/ squeeze/main libglib2.0-da
ta all 2.24.2-1 [994 kB]
Get:3 http://mirror.yandex.ru/debian/ squeeze/main shared-mime-1i
nfo amd64 0.71-4 [841 kB]
Fetched 2,957 kB in 0s (4,010 kB/s)
Selecting previously deselected package libglib2.0-0.
(Reading database ... 24220 files and directories currently inst
alled.)



Unpacking 1ibglib2.0-0 (from .../1libglib2.0-0_2.24.2-1_amd64.deb
) ...

Selecting previously deselected package libglib2.0-data.
Unpacking libglib2.0-data (from .../libglib2.0-data_2.24.2-1 all
.deb)

Selecting previously deselected package mc.

Unpacking mc (from .../mc_3%3a4.7.0.9-1_amd64.deb)

Selecting previously deselected package shared-mime-info.
Unpacking shared-mime-info (from .../shared-mime-info_0.71-4_amd
64.deb)

Processing triggers for man-db

Setting up libglib2.0-0 (2.24.2-1)

Setting up libglib2.0-data (2.24.2-1)

Setting up mc (3:4.7.0.9-1)

Setting up shared-mime-info (0.71-4)

userl@vml:~$ aptitude search mc | grep -i 'midnight commander'

i mc - Midnight Commander - a pow
erful file manag
p mc-dbg - Midnight Commander - a pow

erful file manag
userl@vml:~$ mc

Left File Command Options Right
[€ = semomeccsomcocoooooo- |[B)2] & = e=e=smesczomosczomoa- .71
>|
| 'n Name | Size |Modify time||'n Name | Size |Modify tim
el
/.. |[P--DIR|un 6 21:49]|/.. |P--DIR|un 6 21:4
9]
| /.aptitude | 4096|un 25 18:34||/.aptitude | 4096|un 25 18:3
4]
| /.mc | 4096 un 25 18:41]||/.mc | 4096 un 25 18:4
1]
| .bash~story| 10149|un 21 12:01|| .bash~story| 10149|un 21 12:0
1]
| .bash~ogout | 220|un 6 21:48]|| .bash~ogout | 220|un 6 21:4
8]
| .bashrc | 3184|un 14 12:24]|| .bashrc | 3184|un 14 12:2
4
| .lesshst | 157 |un 25 11:31|| .lesshst | 157 |un 25 11:3
1]
| = = = o fm o f e E oo
-
|UP--DIR --UP--DIR

|

----------- 6367M/7508M (84%) -------------- 6367M/7508M (84%)

Hint: The homepage of GNU Midnight Commander: http://www.midnigh
t-

userl@vmi:~$ [
N

1Help 2Menu 3View 4Edit 5Copy 6Re~ov 7Mkdir 8De~te 9Pu~Dn
userl@vml:~$ sudo aptitude remove mc
The following packages will be REMOVED:



libglib2.0-0{u} 1libglib2.0-data{u} mc shared-mime-info{u}
0 packages upgraded, 0 newly installed, 4 to remove and O not up
graded.
Need to get © B of archives. After unpacking 17.0 MB will be fre
ed.
Do you want to continue? [Y/n/?] vy
(Reading database ... 24637 files and directories currently inst
alled.)
Removing shared-mime-info
Removing mc ...
Removing libglib2.0-data ...
Removing libglib2.0-0 ...
Processing triggers for man-db ...
userl@vmi:~$

B
4%
Mo
R

HMEELE mc ELHR FEMHEFNRITE2L midnight commander &

Lo grep -i &"%hAE > grep RUBEINERKREFE » wREH

e grep F 4 %7 84 Midnight Commander 47 BA AR E F8

FkothiEE s mc RAA p RE > BEREZANONITERMEAFTE > H

ﬂé% KB AKRED| P EAAETAE » AENTAFEL R AR
o AR89 man EZFR T » RABREARERZINEG > 2 XL FA » BA X

ﬁ'ﬂ"& B KIARFRRES -

2. REKMHE mc o H%ii/l\ﬁﬁ?i%%?}i CHE Y o PP AN A F 48 A A8

P BRBEAAZATHIA R X - EREF debian KL FH

% aptitude %M TAFHLE mc /T H

éﬁ 1ibglib2.0-0 > libglib2.e-data #7 shared-mime-info &K &
TR F 0 8T PAT UM o Lo RAT I > HA1ZE Jusr/bin P oo

ﬂﬂﬁi mc ©

BE me o

MM mc o HEZ BARENRHEELLAHIM®E o wRE XK mc X

o MRE—EFRZLRBEGKT » aptitude KRG A o

—_—

2

FHE e 2R

e AEHES - BREZXZAHE S : 4N aptiutde search emacs ° FFiF
® v 9FEEZMZ - kR H K Debian FHF 895 2 5 Debian 44t &5 7 o


http://www.debian.org/doc/manuals/debian-reference/ch02.en.html

4h31 15 AL B L BATR
7 > /etc/init.d ° rcconf ° update-rc.d

J7 L : Exercise 15. System boot: runlevels, /etc/init.d, rcconf, update-rc.d
FH A

WL : CC BY-NC-SA 4.0

A 53 R BqkdniE

RS — R AR AL


https://archive.fo/kQr60
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/

IR X (B EIM)
A T E AR AT R AR
FEHRAELT BIOS
BIOS
AT A 91E S
PATFIA & (POST) o WX AR 69 52 44
A 22 R B R &n&ﬁ NGB EEFRE ...
WG B ANE R G RS LR
RE—MBHEE AT E—ANEA
BB AT T s & k89 MBR (£73] $i2%)
PEHANAELT MBR
MBR
MBR F#&H 4T GRUB (% TR ALEHEHELE)
R ANLEELT GRUB
GRUB
ERTRHG AL
ERAERILERE T RTHE
AGAL TR E
Bt 4 A%
PATH 2 HE Aot 4215
PAT Linux M4z > Linux BAEA46 234
FERARAEELT Linux A%
Linux A #
SR HAMmAR initrd > KAWL ram #EE
initrd &2 XL ZRHLSF > AFEE U ARLNG T Rk
HERLMH A% > ©E GRUB BEXLHFIT o
AT /sbin/init” » —ANB AT H LA T 69 45 2k A2 5
FERRALEELT init
init
5% etc/inittab’” kAT AT F 69 B AT T
o iE S WIBITEFN G TR RS
mBE kB /etc/rc.d/rc2.d/ W AAE  RA 2 AFKILE Debian

B 7 SSH A= TTY » MAABAR T Ak 3 2] 4R 69 7+ H A
B I TR T

1% SSH #3345k 691+ F AL

SSH 4 #AZ AR #MAT bash shell
PRI T A AR B

R AR RAFEH A

A RATR ANt Fo BAT BB B SEAE » FTARK EE—T > 24 WfTE a7+
A B #h—REF o B A—EKRiE:

) ’Hf’i\ﬁ -—HEBITEBEENREF XEFRECTLTHRAGERAL » BT
Tﬁvg"f‘ﬁ?’])"ﬁ e WA b/fiﬁ‘g—#}u" HET A BB Fh o
o L%Téﬁﬂ RGN o ARKE s IRZ—AN#F » RIESL 1n1t 2E e

%E%%T?ﬁfﬁﬁ4ﬁ%ﬁ&k HAREBEEERH A LI FIFRESR
12 Debian ¥ A VAT ET45 :



ID ik
S ARMEELWITE
ok R LT B A G R PUTILARA o

PRPERN XL —AFROWEI SRR c AXMNEXT » REHF
FHBEIR2AFHBFH o

2~5 ZALZRAP  RENGFIPREFLAREXNTEF
6 TR AMF s B R XA AL AETH B o

2R init EXFiEH V4 XA TEHEKRE & o

userl@vmli:/etc$ find /etc -type d -name 'rc*' 2>/dev/null | sort
/etc/rco.
/etc/rci.
/etc/rc2.
/etc/rc3.
/etc/rc4.
/etc/rch.
/etc/rcé.
/etc/rcS.

0O 0000000

1)

f’rTﬁEﬁEéaéd s A FA s AR A PHETFTED RN EREPF—4B F >
CELEFBHTBAHITH I EGFIF R o

userl@vml:/etc$ 1ls -al /etc/rc2.d | awk '{printf "%-15.15s %-3.3
s %s\n",$9,$10,$11}'

README

Sl4portmap -> ,./init.d/portmap
S15nfs-common -> ,./init.d/nfs-common
S17rsyslog -> ,./init.d/rsyslog
S17sudo -> ,./init.d/sudo
Si18acpid -> ,./init.d/acpid
Si18atd -> ,./init.d/atd
S18cron -> ,./init.d/cron
S18exim4 -> ,./init.d/exim4
S18ssh -> ,./init.d/ssh
S20bootlogs -> ,./init.d/bootlogs
S21rc.local -> ,./init.d/rc.local
S21rmnologin -> ,./init.d/rmnologin

S21stop-bootlog -> ../init.d/stop-bootlogd

do R BT LB PGSR A EIRB B RS AR o &m%%%%? A4k
# : sS18ssho../init.d/ssh ° X Z X TIANIHGEF



o EA— ./init.d/ssh X HF&94E3%

o BNl s JH4b » FRA B H” o Debian BH AL T AGHENRE S A 2 4
HH 0 R FUE A o FLERATT AR 0 S RN AL E4T% P 2
B o Z My ANEAE R AR F kAT o

o BA—ANEF 18° rc BERFHBMAUAFHRFIAT » FIARNERNAEG > £
B # ssh ZA] » AAR
% portmap * nfs-common ° rsyslog ## sudo ° rsyslog £—MA%
AEFFET 59 ssh BRRF AN ANEGZF AL  TALERBFHZ
A& EZE4T rsyslog ©

Ao ARAE D TP B RIS (FPALR) o AR AR ARG (PR
) -

A

sudo aptitude install rcconf

: 1s -al /etc/rc2.d

sudo rcconf --1list

sudo update-rc.d exim4 disable
: 1s -al /etc/rc2.d

sudo rcconf --1list

sudo update-rc.d exim4 enable
: 1s -al /etc/rc2.d

sudo rcconf --1list

O©CoO~NOOUILhWNRE

A 24T 4

userl@vmil:/var/log$ sudo aptitude install rcconf
The following NEW packages will be installed:

rcconf
0 packages upgraded, 1 newly installed, O to remove and O not up
graded.
Need to get 0 B/23.9 kB of archives. After unpacking 135 kB will
be used.
Selecting previously deselected package rcconf.
(Reading database ... 24239 files and directories currently inst
alled.)
Unpacking rcconf (from .../archives/rcconf_2.5_all.deb)

Processing triggers for man-db ...
Setting up rcconf (2.5)

userl@vmi:/etc$ 1ls -al /etc/rc2.d

total 12

drwXxr-xr-x 2 root root 4096 Jun 27 11:42
drwXxr-xr-x 68 root root 4096 Jun 25 18:43 ..
-rw-r--r-- 1 root root 677 Mar 27 05:50 README



lrwxrwxrwx 1 root
d/portmap
lrwxrwxrwx 1 root
it.d/nfs-common
lrwxrwxrwx 1 root
d/rsyslog
lrwxrwxrwx 1 root
udo

lrwxrwxrwx 1 root
acpid

lrwxrwxrwx 1 root
d

lrwxrwxrwx 1 root
ron

lrwxrwxrwx 1 root
exim4

lrwxrwxrwx 1 root
h

lrwxrwxrwx 1 root
.d/bootlogs
lrwxrwxrwx 1 root
.d/rc.local
lrwxrwxrwx 1 root
t.d/rmnologin
lrwxrwxrwx 1 root

root

root

root

root

root

root

root

root

root

root

root

root

root

/init.d/stop-bootlogd
userl@vml:/etc$ sudo rcconf --list

rsyslog on
ssh on
bootlogs on
portmap on
sudo on

nfs-common on

udev on

console-setup on

kbd on
exim4 on

keyboard-setup on

acpid on
cron on
atd on
procps on

module-init-tools on
userl@vml:/etc$ sudo update-rc.d exim4 disable
update-rc.d: using dependency based boot sequencing

insserv: warning: current start runlevel(s) (empty) of script "e
xim4' overwrites defaults (2 3 4 5).
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53
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53

53

53
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53

53

53

53
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Sl4portmap ->

S15nfs-common

../init.

-> ,./in

S17rsyslog -> ../init.

S17sudo ->
Si8acpid ->
Si8atd ->
S18cron ->
S18exim4 ->
S18ssh ->

S20bootlogs

S21rc.local

../init.d/s

../init.d/

./init.d/at

../init.d/c

../init.d/

./init.d/ss

> ,./init

-> ../init

S21rmnologin -> ../ini

S21stop-bootlogd ->

insserv: warning: current stop runlevel(s) (0 1 2 3 4 5 6) of sc
ript “exim4' overwrites defaults (0 1 6).

userl@vml:/etc$ 1ls -al /etc/rc2.d

total 12
drwxr-Xxr-x

2 root root 4096 Jun 27 11:43
drwxr-xr-x 68 root root 4096 Jun 25 18:43



lrwxrwxrwx 1 root
exim4

-rw-r--r-- 1 root
lrwxrwxrwx 1 root
d/portmap
lrwxrwxrwx 1 root
it.d/nfs-common
lrwxrwxrwx 1 root
d/rsyslog
lrwxrwxrwx 1 root
udo

lrwxrwxrwx 1 root
acpid

lrwxrwxrwx 1 root
d

lrwxrwxrwx 1 root
ron

lrwxrwxrwx 1 root
h

lrwxrwxrwx 1 root
.d/bootlogs
lrwxrwxrwx 1 root
.d/rc.local
lrwxrwxrwx 1 root
t.d/rmnologin
lrwxrwxrwx 1 root

root

root
root

root

root

root

root

root

root

root

root

root

root

root

/init.d/stop-bootlogd
userl@vml:/etc$ sudo rcconf --list

rsyslog on
ssh on
bootlogs on
portmap on
sudo on

nfs-common on

udev on

console-setup on

kbd on

keyboard-setup on

acpid on
cron on
atd on
procps on

module-init-tools on

exim4 off

15

677
17

20

17

14

15

13

14

13

18

18

19

23

Jun

Mar
Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

Jun

27

4 11:

4 11:

4 11:

4 11:

4 11:

4 11:

4 11:

4 11:

4 11:

11:

05:
153

19:

43

50

53

53

02

53

53

53

53

53

53

153

53

KO@lexim4 ->

README

Sl4portmap ->

S15nfs-common

../init.d/

../init.

-> ,./in

S17rsyslog -> ../init.

S17sudo ->
Si8acpid ->
Si8atd ->
S18cron ->
S18ssh ->
S20bootlogs

S21rc.local

../init.d/s

../init.d/

./init.d/at

../init.d/c

./init.d/ss

> ,./init

-> . ./1init

S21rmnologin -> ../ini

S21stop-bootlogd ->

userl@vmil:/etc$ sudo update-rc.d exim4 enable

update-rc.d: using
userl@vmil:/etc$ 1s

total 12

drwxr-xr-X
drwxr-xr-x
-rw-r--r--
1rwxrwxrwx
d/portmap

68

1

root
root
root
root

dependency based boot sequencing

-al /etc/rc2.d

root 4096 Jun
root 4096 Jun

root
root

677
17

Mar
Jun

27 11:
25 18:

43
43

27 05:50 README

4 11:53 Sl4portmap ->

../init.



lrwxrwxrwx 1 root root 20 Jun 4 11:53 Si5nfs-common -> ../in
it.d/nfs-common

lrwxrwxrwx 1 root root 17 Jun 4 11:53 S17rsyslog -> ../init.
d/rsyslog

lrwxrwxrwx 1 root root 14 Jun 15 19:02 S17sudo -> ../init.d/s
udo

lrwxrwxrwx 1 root root 15 Jun 4 11:53 Si18acpid -> ../init.d/
acpid

lrwxrwxrwx 1 root root 13 Jun 4 11:53 Si18atd -> ../init.d/at
d

lrwxrwxrwx 1 root root 14 Jun 4 11:53 Si18cron -> ../init.d/c
ron

lrwxrwxrwx 1 root root 15 Jun 27 11:43 S18exim4 -> ../init.d/
exim4

lrwxrwxrwx 1 root root 13 Jun 4 11:53 S18ssh -> ../init.d/ss
h

lrwxrwxrwx 1 root root 18 Jun 4 11:53 S20bootlogs -> ../init
.d/bootlogs

lrwxrwxrwx 1 root root 18 Jun 4 11:53 S2i1rc.local -> ../init
.d/rc.local

lrwxrwxrwx 1 root root 19 Jun 4 11:53 S2i1rmnologin -> ../ini
t.d/rmnologin

lrwxrwxrwx 1 root root 23 Jun 4 11:53 S21stop-bootlogd ->

/init.d/stop-bootlogd
userl@vml:/etc$ sudo rcconf --list

rsyslog on

ssh on

bootlogs on
portmap on

sudo on
nfs-common on
udev on
console-setup on
kbd on

exim4 on
keyboard-setup on
acpid on

cron on

atd on

procps on

module-init-tools on

userl@vmil:/etc$

s

N —

n> A

LR

rcconf & > iEIRZBMEIREITHR T o
TR EEETRAN20BHHARANE K - NERATHHRE S eximd o

IAXATEF B AR R BT B AN RS o H2E > B TENEAAARAERS » AR
EEZARETHMRE © rcconf -list -expert 247 E » URE
409G AR MEITRD LR S -

w



RIS S exima A FH B F o

TR AIEBITERP 2B HWARGE K o exima B M AL

JA S18exim4 T4 L A Koleximd ° X ZAAE eximd #ALE B 42 aE
(FRAR) o 4wF eximd FEEA BT KEAAEMTRE o

FTORBATER 2 09MR % o R% exima AT XA o

2B exima B9AFHRBF o

BRITHWALEBEITERIN 2B HMARGE F° eximd BREBFH o

ITHPEBATERA 2 89 % o eximd BRI T EACE ) » oI —4 o

o~

© 0oNO®

Mt o =R

e 1% f1% Debian & s £ : http://www.debian.org/doc/manuals/debian-
reference/ch03.en.html

o ZIXXH
. aptitude install sysv-rc-conf ° sysv-rc-conf -list o
1% man sysv-rc-conf o


http://www.debian.org/doc/manuals/debian-reference/ch03.en.html

%5116 : X EZ#F > ps ° kill

J& 3L : Exercise 16. Processes: working with proccesses, ps, kill
FH A

L : CC BY-NC-SA 4.0

B 3R 53k 8%

REEGRFERE EGIH > E ;s AP A RPATHIAS - SR BFHEHE
12> BHERBI NG ERRAEELE o WPATHALFARA HAE o £4)4e Linux 8
SIEEBEAG T 4Tufﬁﬁ%%ﬁéiw’E%WuM~4ﬁ§E%#§ﬁ
A2 A RFGE R ELT (HAT) o

R AMAT 1s W R A FHEGHL

&
£ 1s e HLLMABRGLFEINE » RE4% <ENTER>
R A% % Bash
Bash
LR LsE EER 1s
¥% 8 F kAR Bash LR Lk 2 A CHIER NG P OHILE
MA Bash IR #A2
PR AAEL T 3% 4 Bash SLikik
Bash SI&tk
MmA Bash #-F#42
%% Bash X #A2#JINE
Fo 18 6 A& — AN LRI B AR 2 69 R
%R 1s B8 %
AR EEEL 1s
1s
AARIATE— /A B F 7| & KA E45%
18 = 3B i XA
PRI AAE#E % Bash
Bash
¥ 1s BHERAERL 2 TF
TR I
&
TAB RN B

— B RAE 1s MHERXL A-ELESE %*%ﬁ@:L4? » A% ssh —# o #HAEHF
L RERA 0 A SN %Tu T45 5 AuH 2 A1 AT o

B HRIERMTE RS o wRIRHEN ps ax -forest » BRATH A #AE » ff 4
FIHGRT (ki — 544 XGHAR)


https://archive.fo/CSqm9
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/

userl@vml:/etc$ ps --forest ax

PID TTY STAT TIME COMMAND
1? Ss 0:16 init [2]
297 ? S<s :00 udevd --daemon
392 ? S< :00 \_ udevd --daemon
399 ? S< :00 \_ udevd --daemon
691 ? Ss :00 /sbin/portmap
703 ? Ss :00 /sbin/rpc.statd
862 ? Sl :00 /usr/sbin/rsyslogd -c4
886 ? Ss :00 /usr/sbin/atd
971 ? Ss :00 /usr/sbin/acpid
978 ? Ss :01 /usr/sbin/cron
1177 2 Ss :00 /usr/sbin/sshd
6671 ? Ss :00 \_ sshd: userl [priv]
6675 ? S 100 \_ sshd: userl@pts/0

6676 pts/0 Ss
7932 pts/0 R+

100 \_ -bash
100 \_ ps --forest ax

[oNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNoNO]

1191 ? Ss :00 /usr/sbin/exim4 -bd -q30m
1210 tty2 Ss+ :00 /sbin/getty 38400 tty2
1211 tty3 Ss+ :00 /sbin/getty 38400 tty3
1212 tty4 Ss+ :00 /sbin/getty 38400 tty4
1213 ttys Ss+ :00 /sbin/getty 38400 tty5
1214 tty6 Ss+ :00 /sbin/getty 38400 tty6
6216 ttyl Ss+ :00 /sbin/getty 38400 ttyl

TERATR R ZAF K

PID - #A D EAN#BHRAGIMEENE—RT > AT E—4inE - &%
ERARANBJETAMAMEG PID TTY - H#R4XKGEHERENE > AH
HRGRZHIZE o STAT - SAT#BERE - IR A TE@Fetmik o TIME - K
A CPU EHATHAAZGE A (A4 A £45) o COMMAND - X ZH A 5%
A2 %A% o HIEFE /usr/sbin/sshd & sshd: userl #9342 o
7 sshd: userl X & sshd: useri1@pts/0 #3# A2 »

7 sshd: user1@pts/0 X & bash B9 ##2 > f1 bash X
A& ps -forest ax B #E cARFREFRAN— |

MAETERAT T T REEGAALR A o RT LS FE man ps # PROCESS STATE
CODES -



[

53k
AP Bk (BFA10) - #RFREREAL > TohRfEF » el ET i
B RBERE TR
R &R Ti&E4T (EETRI|F) o #RREAEMITTE o
?m&m(*%?#i&)OW@’%%ﬁﬁ%B%hﬁ%%%x&§’
ERHFREALZERE -
T 4k WESFEHETRE TRER
W 20 (M 2.6xx AL » FIARAIRS) o
X n»t (Fz%A3) o
CAFk (9B P7) #AL» Lk » ERMAAKD o IAPF LR L £ 4%
ok ey AE b oo
< Attt (FEeR P T
N &Lz (EAA PR
Kknaa e AGF (ATEEFAEZTLIO)

z%/z:\ﬁ%ﬁ% Linux P #94n X # AR AAN —N240 0 FEALEZTLE
S D (SID) o4 R#42ID (PID) =41 ID (SID) » Mk# A2l 243
%%o

L R%4484 (4 CLONE_THREAD > #l4= NPTL pthreads)
+ 2 FAT G #ARM o IHENAERE A TS B B PLE o tty o

MAEEN TS SHARLEHARBDEANF X - R TARAZT R EEFZ T RELANE - 17
v;T b —ArHe RAAZ H X 0 PTARARE AT IR0G1E » B IRAB 4T H o XA
e A ARG 457 & 0 KN man kill #9 SIGNALS R4 3 4% :

|g%|%v|ﬁ%|é‘|m|mNmyLaﬁﬂiTm€Tukg@%|uwpm
| iR | JE Aon A F LA T || INT | 2| B | RA4EEHPH || QUIT| 3|
M| R AR A9EE || ILL |4 | R | 3EE484 || TRAP | 5| M A% | SRER/HT &4
R ||ABRT |6 | A# | %k B abort(3) B bz 5 | |FPE | 8| AA% | iFAFF ||
KILL | 9 | & & | RTHi 7% > R T 200445 || SEGV | 11| Atk | MA5IAEHK||
PIPE | 13 | &4 | #1378 % i : 5/\&%»%% &||ALRM|14|:‘EH:|5F<

B alarm(2) 898 E1E5 || TERM | 15| B & | &bt 42 |

Fl#f > FERAATERmEN s BARNLERAEERZT A HUP ° TERM #2 KILL °
HEAR—BXT KILL B35 83w » 4% 4 (Kildashnine) ° A% iE&

3| abort(3) #7 alarm(2) T 2 ? XEZE%SRARTAAT4E

A man 3 abort 2 man 2 alarm kAR89 F MR o

A B F AN TH BEE BT R RAGRRERES


http://www.monzy.com/intro/killdashnine_lyrics.html

A

1: ps X

2: ps a

3: ps ax
4: ps axue --forest

5: dd if=/dev/zero of=~/test.img bs=1 count=$((1024*1024*1024))
&

6: kill -s USR1 $!

7: <ENTER>

8: kill -s USR1 $!

9: <ENTER>
10: kill -s TERM $!
11: <ENTER>

&% B4 4

userl@vmi:/etc$ ps x

PID TTY STAT TIME COMMAND

6675 ? S 0:00 sshd: userl@pts/0

6676 pts/0 Ss 0:00 -bash

8193 pts/0 R+ 0:00 ps x
userl@vmil:/etc$ ps a

PID TTY STAT TIME COMMAND
1210 tty2 Ss+ 0:00 /sbin/getty 38400 tty2
1211 tty3 Ss+ 0:00 /sbin/getty 38400 tty3
1212 tty4 Ss+ 0:00 /sbin/getty 38400 tty4
1213 tty5 Ss+ 0:00 /sbin/getty 38400 tty5
1214 tty6 Ss+ 0:00 /sbin/getty 38400 tty6
6216 ttyl Ss+ 0:00 /sbin/getty 38400 ttyl
6676 pts/0 Ss 0:00 -bash
8194 pts/0 R+ 0:00 ps a
userl@vml:/etc$ ps ax

PID TTY STAT TIME COMMAND

172 Ss 0:16 init [2]

--- skipped --- skipped --- skipped ---

691 ? Ss 0:00 /sbin/portmap

703 ? Ss 0:00 /sbin/rpc.statd

862 ? Sl 0:00 /usr/sbin/rsyslogd -c4

886 ? Ss 0:00 /usr/sbin/atd

971 2 Ss 0:00 /usr/sbin/acpid

978 ? Ss 0:01 /usr/sbin/cron
1177 2 Ss 0:00 /usr/sbin/sshd
1191 2 Ss 0:00 /usr/sbin/exim4 -bd -q30m
1210 tty2 Ss+ 0:00 /sbin/getty 38400 tty2
1211 tty3 Ss+ 0:00 /sbin/getty 38400 tty3
1212 tty4 Ss+ 0:00 /sbin/getty 38400 tty4
1213 tty5 Ss+ 0:00 /sbin/getty 38400 tty5



1214 tty6 Ss+ 0:00 /sbin/getty 38400 tty6
6216 ttyl Ss+ 0:00 /sbin/getty 38400 ttyl
6671 ? Ss 0:00 sshd: userl [priv]
6675 ? S 0:00 sshd: userl@pts/0
6676 pts/0 Ss 0:00 -bash
8198 pts/0 R+ 0:00 ps ax
userl@vml:/etc$ ps axue --forest
USER PID %CPU %MEM VSZ RSS TTY STAT START TIME
COMMAND
--- skipped --- skipped --- skipped ---
root 1 0.0 0.0 8356 820 ? Ss Jun@6 0:16
init [2]
root 297 0.0 0.0 16976 1000 ? S<s Jun06 0:00
udevd --daemon
root 392 0.0 0.0 16872 840 ? S< Juno6 0:00
\_ udevd --daemon
root 399 0.0 0.0 16872 836 ? S< Juno6 0:00
\_ udevd --daemon
daemon 691 0.0 0.0 8096 532 ? Ss Jun@6 0:00
/sbin/portmap
statd 703 0.0 0.0 14384 868 ? Ss Jun@6 0:00
/sbin/rpc.statd
root 862 0.0 0.1 54296 1664 ? S1 Jun0e6 0:00
/usr/sbin/rsyslogd -c4
daemon 886 0.0 0.0 18716 436 7 Ss Jun0e6 0:00
/usr/sbin/atd
root 971 0.0 0.0 3920 644 ? Ss Juno6 0:00
/usr/sbin/acpid
root 978 0.0 0.0 22400 880 ? Ss June6 0:01
/usr/sbin/cron
root 1177 0.0 0.1 49176 1136 ? Ss Jun0o6 0:00
/usr/sbin/sshd
root 6671 0.0 0.3 70496 3284 ? Ss Jun26 0:00
\_ sshd: userl [priv]
userl 6675 0.0 0.1 70496 1584 ? S Jun26 0:00
\_ sshd: userl@pts/0
userl 6676 0.0 0.6 23644 6536 pts/0 Ss Jun26 0:00
\_ -bash LANG=en_US.UTF-8 USER=userl LOGNAME=userl HOM
userl 8199 0.0 0.1 16312 1088 pts/0 R+ 17:.07 0:00
\_ ps axue --forest TERM=screen-bce SHELL=/bin/bas
101 1191 0.0 0.1 44148 1076 ? Ss Jun0o6 0:00
/usr/sbin/exim4 -bd -g30m
root 1210 0.0 0.0 5932 616 tty2 Ss+ Jun@6 0:00
/sbin/getty 38400 tty2
root 1211 0.0 0.0 5932 612 tty3 Ss+ Jun@6 0:00
/sbin/getty 38400 tty3
root 1212 0.0 0.0 5932 612 tty4 Ss+ Jun06 0:00
/sbin/getty 38400 tty4
root 1213 0.0 0.0 5932 612 tty5 Ss+ Jun@6 0:00
/sbin/getty 38400 tty5
root 1214 0.0 0.0 5932 616 tty6 Ss+ Jun@6 0:00
/sbin/getty 38400 tty6
root 6216 0.0 0.0 5932 612 ttyl Ss+ Junil4 0:00



/sbin/getty 38400 ttyl

userl@vml:/etc$ dd if=/dev/zero of=~/test.img bs=1 count=$( (1024
*1024*1024)) &

[1] 8200

userl@vmi:/etc$ kill -s USR1 $!

userl@vmil:/etc$ 1455424+0 records in

1455424+0 records out

1455424 bytes (1.5 MB) copied, 1.76646 s, 824 kB/s

userl@vml:/etc$ kill -s USR1 $!

userl@vmil:/etc$ 3263060+0 records in

3263060+0 records out

3263060 bytes (3.3 MB) copied, 3.94237 s, 828 kB/s

userl@vml:/etc$ kill -s TERM $!

userl@vmil:/etc$

[1]+ Terminated dd if=/dev/zero of=~/test.img bs=1
count=$((1024*1024*1024))

userl@vmil:/etc$

fR e

1. ATEPMRMA (B &) 894 -

2. AT G4 ( try ) XA BFRME (BH) s o

3. TP A BB 4T 6942 o
4.uﬁ%ﬂh%%ﬁiﬁﬁﬁ%ﬁﬁ’%aéwwﬁ@’@%Tm%ﬁ%mﬁz

Fedf I o iR E o A ERERATHRANA (B3h) R AT EREMARAE
89 IRFIE & FI A sudo ps axue -forest ©

5. FHAZE—NTEAIM GEAAZFH NEFENLE) » FALERES
Z & ﬂi:‘ééd}é‘é o

6. &1 dd MR E
7. B4 bash % ﬁEinP"‘k“F&ﬂiE/’W”ﬁ’J%J)\ s R E B <ENTER> (R HEZE
b/?\) °

8. AXRE&E1 dd 89K A o

9. Rl » RE 24 <ENTER> k&AM E o

10. @ dd &REZIEZF5 2 ATl dd sBET o

M. ATABNCHAERET » REEZH XL <ENTER> 4 o

e A R

e 1% man ps ° man kill °
o MuEutAZag A Bl AR RLKE R ¢ wALH) TAFR o
o M EZ T & o RT MM kernel.org F #9 L4 o


http://www.linux-tutorial.info/modules.php?name=MContent&pageid=84
http://www.linux-tutorial.info/Linux_Tutorial/The_Operating_System/The_Kernel/Processes/procflowa.gif
https://nixsrv.com/llthw/ex16/signals
http://www.kernel.org/doc/man-pages/online/pages/man7/signal.7.html%23DESCRIPTION

%3 16 1 &£ #A > ps o kil

80



%4317 : /%A% : cron ° at

J& L : Exercise 17. Job schedulers: cron, at
2 )

L : CC BY-NC-SA 4.0

B 53R 83k E01F

W H RN T BT RI AT o Blde » IERMNBE—T > & ﬁ:—ﬁ-ﬁ‘&iéﬁ*ﬁ%
REG4E S o A T/ Linux FZRE » A—D" cron 898F%HEF o ZEZ—NLR »
fﬁ%% SHEMNBHE CHRARBFHT » B ERKFH - EHM@%Hﬁ

RPATEMALF o cron BA S AMEE S AARY &%)ﬂf’%éﬁ o BRI
T s I P A& crontab * BAZA A CINLHIEMET » 2% cron B ELH
1L

/etc/crontab - A%% cron BE X o /var/spool/cron/crontabs/ -
TAMGR P BRE YA K-

A RATEEE cron BE XN o wRIREFH cat /etc/crontab  H¥4
EHF o:

# /etc/crontab: system-wide crontab

# Unlike any other crontab you don't have to run the "crontab'

# command to install the new version when you edit this file

# and files in /etc/cron.d. These files also have username field
S,

# that none of the other crontabs do.

SHELL=/bin/sh

PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bi
n

# m h dom mon dow user command

17 * *oxox root cd / && run-parts --report /etc/cron.hou
rly

25 6 *oxox root test -x /usr/sbin/anacron || ( cd / && r
un-parts --report /etc/cron.daily )

47 6 7 root test -x /usr/sbin/anacron || ( cd / && r
un-parts --report /etc/cron.weekly )

52 6 1 * * root test -x /usr/sbin/anacron || ( cd / && r
un-parts --report /etc/cron.monthly )

#

CHIBERG R o (LRI —4T :


https://archive.fo/TRJCB
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/

47 6 T root test -x /usr/sbin/anacron || ( cd / && r
un-parts --report /etc/cron.weekly

R
17 # FANNGE 17 o4t
* # AFegE—X
* # SFPegEE—N
* # HEANEMN
root # 1A root AP
cd / # #ATH4A 'cd /!
&& # R 'cd /' WATRIA  AR2
run-parts --report /etc/cron.hourly # #4744 'run-parts --repor

t /etc/cron.hourly'

MAREYE cron 9 :

* * * * * <HFp> <Z AT 4>

T T T T T (AT A%

| | | | | 8 crontab)

I I I I I

| | | | TR ——— EHIL (0 - 6) (0 ZEMRK, KREEA L)

| | | S —— Aty (1 - 12)

| | e X (1 - 31)

| frooococooocooocooooooos 6 M (0 - 23)

e il H40 (0 - 59)

TR AP o TERGFAOE%ST L

o« 25 (%) -FHTUPAIM > blhe H4H * RFESA o

o H%& (/) -TXLHEAYESE - Hldw > 30-40/3 %‘%\%E%’ 30 p4PiEiTAE
Ko B3 94—k HEH 40 54T o

o B (%) Enp/\%&ﬂl’ B oG B PT A BB G AE A AR R K £ B
%éo%ﬁ?%ﬂ
25 (., ) - @Ji Iwza 2P FEE) 30,40 &7 F 30 F7 40 54 o
w#F (- ) - 76! o flhe 0 AT FEE 30-40 FRE H 430214004
Z_JA] o

o L -HWERE—NEB  FlmCAFRET—MANRE—X o

A & AR — 5] F



# m h dom mon dow user command

# (BAHEXREIN) H54

* * * * * root /bin/false
# (HEAHER) HIEGE 30~40 40T 09E 54

30-40 * * * * root /bin/false
# (HEAHER) HINGE 30~40 24P OHERLY4

30-40/5 * * * * root /bin/false
# (BEAHEXREIHN) A4

*/5 * * * * user command to be exec
uted

# HAORE— RO EH

* * L * * root /bin/false
# BAYERRFEN=008 &4

* * * * 0,3 root /bin/false

1589 o 12 Z 4T, crontab ? & AZ cron ¢4 85k

crontab -1 -4T¥P & HATAY crontab ©

crontab -e - A %AA P %% crontab ©

crontab -r -M%K%ATA P28 crontab ©

crontab /path/to/file - A Z A1 P e# crontab * BEIE TR
i)ﬁ\ o

crontab > /path/to/file -3 crontab #R#& 2| 4P o

XK A4TIE R cron AL TP HR - 2R TXAHA =N TR ERFRATHELR o ¢
A at TE o BMZXRMRH A cron ATHFEFESHEIT mAZRS
Koo FE at ARE—RMEGES RE T o XL XG4

at - fe 3% &89 B  HAT A4 o

atq - 2| EAFREGES o

atrm - MRAES o

batch - #ATH 4 » RE AR T o

BEAME BT 0% » MAERSHEAT at 8 > RN LKL » A
http://content.hcefl.edu/pollock/unix/atdemo.htm o &£ T @ &4 FF » B2 65 % 37 A
I Fe Bt /) 2 2001 -9 A 18 B EH =L 10:00 °

)


http://content.hccfl.edu/pollock/unix/atdemo.htm

il
at noon
at midnight
at teatime
at tomorrow
at noon tomorrow
at next week
at next monday
at fri
at OCT
at 9:00 AM
at 2:30 PM
at 1430
at 2:30 PM tomorrow
at 2:30 PM next month
at 2:30 PM Fri
at 2:30 PM 9/21
at 2:30 PM Sept 21
at 2:30 PM 9/21/2010
at 2:30 PM 9.21.10
at now + 30 minutes
at now + 1 hour
at now + 2 days
at4 PM + 2 days
at now + 3 weeks
at now + 4 months

at now + 5 years

a3
2001 % 9 A 18 A ZM =T 12:00
2001 4 9 A 18 A ZH =L & 12:00
2001 % 9 A 18 A ZHM =T ¥ 4:00
2001 4% 9 A 19 A ZH =L 10:00
2001 % 9 A 19 A ZM =T 12:00
2001 % 9 A 25 A ZH =L 10:00
2001 4 9 A 24 A ZHM =L 10:00
2001 % 9 A 21 A ZH=LEF 10:00
2001 4 10 A 18 A 4 =L 4 10:00
2001 4 9 A 18 A 4 =L 9:00
2001 4 9 A 18 A ZM =T ¥ 2:30
2001 % 9 A 18 A ZH =T 4 2:30
2001 % 9 A 19 A ZH =T 4 2:30
2001 % 10 A 18 B M =T F 2:00
2001 % 9 A 21 A ZHM =T % 2:30
2001 % 9 A 21 A Z2H =T 4 2:30
2001 4% 9 A 21 A 2 =T % 2:30
2001 % 9 A 21 A ZH =T 4 2:30
2001 % 9 A 21 A 2 =T 4 2:30
2001 % 9 A 18 A £HM =L & 10:30
2001 % 9 A 18 A £HM=EF 11:00
2001 4% 9 A 20 A £H =L & 10:00
2001 % 9 A 20 A ZH =T F 4:00
2001 % 10 A 9 A ZH =L & 10:00
2002 %1 A 18 A £H =L & 10:00
2007 % 9 A 18 A £H =L & 10:00

IAARK 2 ] dof s o ~ A AR at = crontab £5 o



M

1: echo 'echo Here I am, sitting in ur at, staring at ur date: $
(date) | write userl1' | at now + 1 minutes
2: atq

SRR BRI 0 T <ENTER> HHAE 2 A F :

3: echo '* * * * * echo Here I am, sitting in ur crontab, starin
g at ur date: $(date) | write userl' > ~/crontab.tmp

4: crontab -1

5: crontab ~/crontab.tmp

6: crontab -1

MAEFHEZINEEEAAS LT -

7: crontab -r
8: crontab -1

A B4 4



userl@vml:~$ echo 'echo Here I am, sitting in ur at, staring at
ur date: $(date) | write userl' | at now + 1 minutes

warning: commands will be executed using /bin/sh

job 13 at Thu Jun 28 14:43:00 2012

userl@vml:~$ atq

14 Thu Jun 28 14:45:00 2012 a userl

userl@vmi:~$

Message from userl@vml on (none) at 14:43

Here I am, sitting in ur at, staring at ur date: Thu Jun 28 14:4
3:00 MSK 2012

EOF

userl@vmli:~$ crontab -1

no crontab for useril

userl@vmli:~$ echo '* * * * * echo Here I am, sitting in ur cront
ab, staring at ur date: $(date) | write userl' > ~/crontab.tmp
userl@vmli:~$ crontab -1

* * * * * echo Here I am, sitting in ur crontab, staring at ur d
ate: $(date) | write useril

useri@vmi:~$

Message from userl@vml on (none) at 14:47

Here I am, sitting in ur crontab, staring at ur date: Thu Jun 28
14:47:01 MSK 2012

EOF

user1@vml:~$ crontab -r
userl@vmil:~$ crontab -1
no crontab for useri
userl@vmi:~$

R A%

1. ik at £ TF—94P#ATH
4 echo Here I am, sitting in ur at, staring at ur date: $(date)
2. 3T at B9EF AT o
3. ¥
echo '* * * * * echo Here I am, sitting in ur crontab, staring ¢
BEAREGE A FFE crontab.tmp ©
4. TR B ATEY crontab  EEATAA A® 0 ATLE R ZRZEANEURAR o
5. % crontab.tmp &R Z B EMREG/NSA crontab A °
6. TR L ATH) crontab ° MAH —ELKF o
7. MRAR L ATE) crontab ©
8. ZHUifk » MR B KRAA T crontab °

M A AR



e 7% man crontab , man at , man write °
o LR AAAEE S 4P E VIR B AT A o
o ILREG ARG A B B IS VRAR S AT AT ) o



#.°] 18 : H
& : /var/log °* rsyslog ° 1logger

J& 3L : Exercise 18. Logging, /var/log, rsyslog, logger
FHE A
7L : CC BY-NC-SA 4.0
B F 3R R S qkEniE
TR ABERIIG G BTG o FTARERT  41E XA LR ARBITAEBAT 2 2 4

Mt EFARA A XA AR ? IA P A A d B &R B FRAEE ALK
KA AR o &£ Debian F » IALHALT /var/log B EXTF ©

EfEBEANZIEIH?ZRASHEEZELIFP ARy » IFTREEELEEN - £ 1
LFAT » FPRFALLATHEBEH 2@ F AL LA rsyslogd 8
FPERF (A BEREXFFEF) £FN - B BEEATRGTH > kFLE
RFGH o AT RSB » A — MRS BRAE o ZEAR ARG TR

K3 % 7615 A K3 % 78150 A
auth At X & LOCALO A¥AL R 0O
authPriv BB R 215 B LOCAL1 A A1
cron Cronfz & local2 AL A 2
daemon AAFH AR local3 AL 3
ftp FTP 4 % & local4 AL 4
kern M AZH B local5 A¥AE R 5
lpr T RATIIMT A4 local6 % 3iE R 6
mail R T A local7 ER S
news FEAT AL
security auth 693 6.2 fR
syslog B syslogd M-3R £ &89 H &
user
uucp UUCP T A& %

FAEBEAFRAEEEREE s UESHEETHZ


https://archive.fo/xmofk
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/

e EA
ZhS

alert

crit

debug

emerg

err

error

info

notice

panic

warning

warn

i
*

<,
prig

=

Ta
=X

J
1

¢z o

e

g

o

o o

d o

o 3t

Y
Bp A
TR
F ol
o e

IR B
4

AAT
=T H

shixth

o e

err 89 %
R & AR

12 &K
b

SN

iEFA
£
KA o

emerg
b9 7 A
P

warning
b9 7
2 A

— f% %, BH
KL BP A AR s F bR e ST AR R F AR A AR o — A
] FA&EKRER ISP 4 -

RSB E kT EALBIEE » — A T3k
L E ISP HHEHE K o

TEAARARAR » ATIRRE AT » £BAF
HR T e

AEH RSN ARFIR S R sk SR LA o
HERZANAERR » AFLBHARRAR °
JFEREHE RERELEFRARIEER + 40
B Sb /R 1 45 B B JE) AR R o

EHRBFORELE - TARTRERE - NESLE
F - B HRBAEATATH) ©

FEFETREEZHEINGESF > TRILEAMHF LR
BFABEERAEETEN » AL BLENE - R FES
PP REAT ) o

B H B MR RAE 0 A2k e R R RBAT )
B AR Pl X A% 85% bt - AAFKE
s IR A 45 B R] P AR R o

AAwRAEIHELAT  CNEEALSTAEFT K A LN ATRANBE T
Bl s BTAKH —F AR A %0 F o RIAEAT » BAMHMATRAKRERE 7 X690
EX o GBS R o ¥ E logrotate FIFH#ARMAT » XF R T MIAFIF &
RBTH L - RAREEE H X



Day 0
log.0 is created
Day 1
mv log.0 log.1
log.0 is created
Day 2
mv log.1 log.2
mv log.0 log.1
log.0 is created
Day 3
mv log.2 log.3
mv log.1 log.2
mv log.0 log.1
log.0 is created
Day 4
mv log.3 log.4
mv log.2 log.3
mv log.1 log.2
mv log.0 log.1
log.0 is created
Day 5
mv log.4 log.5
mv log.3 log.4
mv log.2 log.3
mv log.1 log.2
mv log.0 log.1
log.0 is created

Day 6
mv log.5 log.6
mv log.4 log.5
mv log.3 log.4
mv log.2 log.3
mv log.1 log.2
mv log.0 log.1
log.0 is created
Day 7
rm log.6
mv log.5 log.6
mv log.4 log.5
mv log.3 log.4
mv log.2 log.3
mv log.1 log.2
mv log.0 log.1

log.0 is created

IERER—T :

o HER—ACENRIAL > 42 H B LT ENALT > RBHF THRIZ > T
FF TR A% E A5 W79 AR o

e HEFFPHREFAMLEF > HUBRFTHRERCEDEIMFFEANE o

o HANMBEFBAARE (BELH) P ER (CXS2FE) Bt



o BHEZT—ANITHE S RERGARKZTHEEH » RELEHHE o

o /£ Debian ¥ » B &EX @ F4LT /var/log BEF o

RALEBENH RS (RETARXGTFRT > AR EAMF2ET)

logger Hello, I have a kitty! -&#E—4A AT XLBEHE -

1s -altr /var/log -?|# B &R % » AZHE—F 5 X > && 5 EE T2

wG o

e grep userl /var/log/auth.log - 7| CHF &4 userl &9PTAAT o

e grep -irl useril /var/log - 2| PTH 4 userl 89UHF o

e find /var/log -mmin -10 - &K E| &£ HK 10 540 RS A IEAT TAHF ©

e tail /var/log/auth.log -4TH B &UHE9&E 10 17 ©

e tail -f /var/log/auth.log - SRRIZFEAE L - BREFIF AR IEFTH
A o

MEGRKEZI ffEAEDE AB —LEABEALALBE -
AR

sudo -s

: cd /var/log

: 1s -altr | tail

tail auth.log

: grep userl auth.log | tail
: /etc/init.d/exim4 restart

: find /var/log -mmin -5

tail /var/log/exim4/mainlog
grep -irl rcconf .

10: tail ./dpkg.log

11: last

12: lastlog

13: logger local®.alert I am a kitty, sittin in
n u work AA

14: 1ls -altr | tail

15: tail messages

O©CoO~NOOOUILhWNRE

A 24T 4

userl@vml:~$ sudo -s
root@vml:/home/userl# cd /var/log
root@vml:/var/log# 1ls -altr | tail

-rw-r----- 1 root adm 46955 Jun 29 12:
-rw-r----- 1 root adm 19744 Jun 29 12:
-rw-r----- 1 root adm 696 Jun 29 12:
drwxr-xr-x 7 root root 4096 Jun 29 12:
-rw-r----- 1 root adm 60738 Jun 29 12:

ur system watchi

28 messages
28 dmesg

28 daemon.log
28 .

28 syslog



“rw-r----- 1 root adm 58158 Jun 29 12:28 kern.log
“rw-r----- 1 root adm 12652 Jun 29 12:28 debug
-rw-rw-r-- 1 root utmp 75264 Jun 29 12:28 wtmp
-rw-rw-r-- 1 root utmp 292584 Jun 29 12:28 lastlog
-rw-r----- 1 root adm 38790 Jun 29 12:40 auth.log
root@vmi:/var/log# tail auth.log

Jun 29 12:28:22 vml sshd[983]: Server listening on 0.0.0.0 port

22.

Jun 29 12:28:22
Jun 29 12:28:44
194.85.195.183
Jun 29 12:28:44
opened for user
Jun 29 12:30:49
; USER=root ;
Jun 29 12:30:53
pected response

vml sshd[983]: Server listening on port 22.
vml sshd[1214]: Accepted password for userl from
port 53775 ssh2

vml sshd[1214]: pam_unix(sshd:session): session
userl by (uid=0)

vml sudo: userl : TTY=pts/0 ; PwWD=/home/userl

COMMAND=/bin/bash

vml login[1260]: pam_securetty(login:auth): unex
from failed conversation function

Jun 29 12:30:53 vml login[1260]: pam_securetty(login:auth): cann
ot determine username
Jun 29 12:35:08 vml sudo: userl : TTY=pts/0 ; PwWD=/home/userl

; USER=root ;
Jun 29 12:35:14
; USER=root ;
Jun 29 12:40:32
; USER=root ;

COMMAND=/bin/bash

viml sudo: userl : TTY=pts/0 ; PwD=/home/userl

COMMAND=/bin/bash

viml sudo: userl : TTY=pts/0 ; PwWD=/home/userl

COMMAND=/bin/bash

root@vml:/var/log# tail auth.log | grep userl

Jun 29 12:28:44
194.85.195.183
Jun 29 12:28:44
opened for user
Jun 29 12:30:49
; USER=root ;
Jun 29 12:35:08
; USER=root ;
Jun 29 12:35:14
; USER=root ;
Jun 29 12:40:32
; USER=root ;

Jun 29 12:26:33
194.85.195.183
Jun 29 12:26:33
opened for user
Jun 29 12:26:38
; USER=root ;
Jun 29 12:28:02
closed for user
Jun 29 12:28:44
194.85.195.183
Jun 29 12:28:44
opened for user
Jun 29 12:30:49
; USER=root ;

vml sshd[1214]: Accepted password for userl from
port 53775 ssh2

vml sshd[1214]: pam_unix(sshd:session): session
userl by (uid=0)

vml sudo: userl : TTY=pts/0 ; PwWD=/home/userl

COMMAND=/bin/bash

vml sudo: userl : TTY=pts/0 ; PwD=/home/useril

COMMAND=/bin/bash

vml sudo: useril TTY=pts/0 ; PwWD=/home/userl

COMMAND=/bin/bash

vml sudo: useril TTY=pts/0 ; PwWD=/home/userl

COMMAND=/bin/bash
root@vml:/var/log# grep userl auth.log

| tail

vml sshd[1302]: Accepted password for userl from
port 53008 ssh2

vml sshd[1302]: pam_unix(sshd:session): session
userl by (uid=0)

vml sudo: userl : TTY=pts/0 ; PwWD=/home/userl

COMMAND=/bin/bash

vml sshd[1302]: pam_unix(sshd:session): session
userl

vml sshd[1214]: Accepted password for userl from
port 53775 ssh2

vml sshd[1214]: pam_unix(sshd:session): session
userl by (uid=0)

vml sudo: userl : TTY=pts/0 ; PwWD=/home/userl

COMMAND=/bin/bash



Jun 29 12:35:08 vml sudo: useril
; USER=root ; COMMAND=/bin/bash

Jun 29 12:35:14 vml sudo: useril
; USER=root ; COMMAND=/bin/bash
Jun 29 12:40:32 vml sudo: useril

; USER=root ; COMMAND=/bin/bash
root@vml:/home/userl# /etc/init.d/exim4 restart
Stopping MTA for restart: exim4_listener.
Restarting MTA: exim4.
root@vml:/home/userl1# find /var/log -mmin -5
/var/log/exim4/mainlog
/var/log/auth.log
root@vml:/home/userl1# tail /var/log/exim4/mainlog

2012-06-29 12:24:11 exim 4.72 daemon started: pid=1159,

istening for SMTP on [127.0.0.1]:25 [::1]:25
2012-06-29 12:24:11 Start queue run: pid=1165
2012-06-29 12:24:11 End queue run: pid=1165

2012-06-29 12:28:22 exim 4.72 daemon started: pid=1190,

istening for SMTP on [127.0.0.1]:25 [::1]:25
2012-06-29 12:28:22 Start queue run: pid=1196
2012-06-29 12:28:22 End queue run: pid=1196

2012-06-29 12:41:18 exim 4.72 daemon started: pid=1622,

istening for SMTP on [127.0.0.1]:25 [::1]:25
2012-06-29 12:41:18 Start queue run: pid=1624
2012-06-29 12:41:18 End queue run: pid=1624

2012-06-29 12:42:28 exim 4.72 daemon started: pid=1886,

istening for SMTP on [127.0.0.1]:25 [::1]:25
root@vml:/home/userl# grep -irl rcconf
./aptitude

./apt/history.log

./apt/term.log

./dpkg.log

./auth.log

root@vml:/home/userl# tail ./dpkg.log
2012-06-26 19:27:40 status unpacked rcconf 2.5
2012-06-26 19:27:40 status unpacked rcconf 2.5
2012-06-26 19:27:40
2012-06-26 19:27:40
2012-06-26 19:27:40
2012-06-26 19:27:41
2012-06-26 19:27:41
2012-06-26 19:27:41
2012-06-26 19:27:41
2012-06-26 19:27:41 status installed rcconf 2.5
root@vml:/var/log# last
userl pts/0 sis
in
userl

)

userl

)

userl

)

startup packages configure
configure rcconf 2.5 2.5
status unpacked rcconf 2.5

.site Fri Jun 29 12:26

pts/0 sis.site Fri Jun 29 12:14

pts/0 sis.site Thu Jun 28 19:40

pts/0 sis.site Wed Jun 27 19:14

trigproc man-db 2.5.7-8 2.5.7-8
status half-configured man-db 2.5.7-8
status installed man-db 2.5.7-8

TTY=pts/0 ; PwWD=/home/useril
TTY=pts/0 ; PwWD=/home/useril

TTY=pts/0 ; PwWD=/home/userl

-q36m, 1

-q36m, 1

-q36m, 1

-q36m, 1

status half-configured rcconf 2.5

still logged
down (00:09
11:25 (15:45

17:04 (21:50



useril
3)
useril
7)
useril
6)
useri
)
reboot
(00:02)
useril

)

root@vml:/var/log# lastlog
Port

Username
root
daemon
bin

sys

sync
games
man

1p

mail
news
uucp
proxy
www-data
backup
list

irc
gnats
nobody
libuuid

pts/0
pts/0
pts/0
pts/0
system boot

pts/0

Debian-exim

statd
sshd
useri
12

root@vml:/var/log# logger local@.alert I am a kitty,
r system watchin u work AA

pts/0

sis.

sis.

sis.

sis.

2.6.

sis.

13:54

15:23

19:34

18:18 (1+04:2
13:11 (4+21:4

12:01 (5+16:2

site Tue Jun 26
site Thu Jun 21
site Fri Jun 15
site Fri Jun 15
32-5-amd64 Fri
site Fri Jun 29
From

sis.site

root@vml:/var/log# ls -altr |

-rwW-r----- 1 root
drwXxr-xr-x 7 root
-rwW-r----- 1 root
-rwW-r----- 1 root
-rw-rw-r-- 1 root
-rw-rw-r-- 1 root
-rw-r----- 1 root
-rw-r----- 1 root
-rw-r----- 1 root
-rw-r----- 1 root

root@vml:/var/log# tail messages

tail
adm 696 Jun
root 4096 Jun
adm 58158 Jun
adm 12652 Jun
utmp 75264 Jun
utmp 292584 Jun
adm 38971 Jun
adm 229 Jun
adm 60932 Jun
adm 47047 Jun

Jun 29 12:28:21 vml kernel: [

19:11

Jun 29 12:24 -

12:14 - down

Latest

**Never
**Never
**Never
**Never
**Never
**Never
**Never
**Never
**Never
**Never
**Never
**Never
**Never
**Never
**Never
**Never
**Never
**Never
**Never
**Never
**Never
**Never

29
29
29
29
29
29
29
29
29
29

12:
12:
12:
12:
12:
12:
13:
13:
13:
13:

28
28
28
28
28
28
17
19
19
19

19:34

12:26

in**
in**
in**
in**
in**
in**
in**
in**
in**
in**
in**
in**
in**
in**
in**
in**
in**
in**
in**
in**
in**
in**

logged
logged
logged
logged
logged
logged
logged
logged
logged
logged
logged
logged
logged
logged
logged
logged
logged
logged
logged
logged
logged
logged

Fri Jun 29 12:28:45 +0400 20

daemon.log

kern.log
debug
wtmp
lastlog
auth.log
user.log
syslog
messages

1.846975] processor LNXCPU:00:

(00:22

(00:09

sittin in u



registered as cooling_device0®

Jun 29 12:28:21 vml kernel: [ 1.868828] usbcore: registered n
ew interface driver hiddev

Jun 29 12:28:21 vml kernel: [ 1.895676] input: QEMU 0.14.1 QE
MU USB Tablet as /devices/pcif000:00/0000:00:01.2/usb1/1-1/1-1:1

0/input/input4

Jun 29 12:28:21 vml kernel: [ 1.895743] generic-usb 0003:0627

0001.0001: input,hidraw®: USB HID v0.01 Pointer [QEMU 0.14.1 QE

MU USB Tablet] on usb-0000:00:01.2-1/input0®

Jun 29 12:28:21 vml kernel: [ 1.895762] usbcore: registered n
ew interface driver usbhid

Jun 29 12:28:21 vml kernel: [ 1.895765] usbhid: v2.6:USB HID
core driver

Jun 29 12:28:21 vml kernel: [ 2.373061] EXT3 FS on vdal, inte
rnal journal

Jun 29 12:28:21 vml kernel: [ 2.394992] loop: module loaded
Jun 29 12:28:21 vml kernel: [ 2.413478] input: ImExPS/2 Gener
ic Explorer Mouse as /devices/platform/i8042/seriol/input/input5b
Jun 29 13:19:11 vml userl: local®.alert I am a kitty, sittin in
ur system watchin u work AA

root@vml:/var/log#

7

%

- root (B P ) shello LAFEAEH userl TAEE » BT R4ANE
B AR ERIRBLPT A B &S o

¥ B xEXH /var/log °

¥ B PR R AT I BT A UM 0 B 15 Ry U JRR o

JN auth.log ATHP#/E 10417 2B R AANE & o

JX auth.log 4T¥F &2 userl #%& /G 10 47 ©

T exim4 R FH o

TR 5 AT NS B2 o I » RTARZRARKE] exima LA T4 F
12k L ARAE o

o J exima HEATHEHZE 10 4T -
o ELATA FFA LM HE rcconf ° ik RTAENIKE Debian & £

Gt F LB E o

JN dpkg.log ATFP/E 10 4T » &8 KM L2 EAMR1E & o

IR P REEFRHEE -

TR P REEZNEE

ARG Btk # % rsyslogd FH A5 o

¥ B AR AT 60 T SUHE 0 UG 15 PR UL T RHR » ILAERTHRAF SR E
?)h?%ﬁt é/:’ /#j ‘é\]; °

IH B P AT G 1047 - ART LB B4R 8975 A2 Eit & o

FE AR



M1% rsyslogd ## logger #9F MR o A kA9 FHT > 4%
# last ## lastlog X A& X %] o M logrotate FM A e E B HF i o
#AT tail -f /var/log/auth.log * HAER vmi 8% = A&k (RAEE

Windows £ T4E » M4 putty) ° 44w ?



4°] 19 B A4 &
2% * mount °* /etc/fstab

J& 3L : Exercise 19. Filesystems: mounting, mount, /etc/fstab

#FH A

7L : CC BY-NC-SA 4.0

B 53 R -3k &0 F

RAZRABSRGBE c wRER » REM
A

B RA—FITH » KRAEBHETA S
R kM #A%E%ﬁ%anﬁ NaEfE o

H—H

EY

ZNB—T - ahjlMagrast:
AT AT BATRERAR A 9

)

userl@vmli:~$ sudo parted /dev/vda

GNU Parted 2.3

Using /dev/vda

Welcome to GNU Parted! Type 'help' to view a list of commands.
(parted) unit GB

(parted) p

Model: Virtio Block Device (virtblk)

Disk /dev/vda: 17.2GB

Sector size (logical/physical): 512B/512B

Partition Table: msdos

Number Start End Size Type File system Flags
1 0.00GB 13.3GB 13.3GB extended
5 0.00GB 1.02GB 1.02GB logical ext3 boot
6 1.03GB 2.05GB 1.02GB 1logical linux-swap(vl)
7 2.05GB 3.07GB 1.02GB 1logical ext3
8 3.07GB 5.12GB 2.05GB logical ext3
9 5.12GB 9.22GB 4.09GB logical ext3
10 9.22GB 13.3GB 4.09GB logical ext3
(parted)
RA—NWBBEE > AT ANFEG)R o IFEMGRARS - A2 R IFH L AHF

Ay a8 RN 6 2 ] o VAR Ab 5 A 9 HJI s MBS AR E AT A R
1 BANAREBZRF > GRFERWNELIRP - EF2BERBESIR » 22K S
Y4 X E LA L ﬁmﬂm%%aﬂ


https://archive.fo/9OnRm
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
http://en.wikipedia.org/wiki/File_system

X AAAE—FPAREIEGFE c AIREFME > RE T HEE LI A
BRAERQSCHEEGEOTRER » ZEMNERFLILEERY - XHEALEU
By NALEIE > ARIBEZESOF AT REE -  ABREFALPFIHA
GZ I8 0 A H A BARA o — RS AGIRAE T AUR R AE R BUE o LB 605
Ml o BRT EMA I ALM I RR T - —RIHALANF S ANMF LR
FH B — /U o

£ Unix $1F £ AR — AN R I SUH AL 0 RAEAFPT A % & L6 PT A SAHPL-F
MAELETENEREM T - LERE » ARERALT  A—MREZ > A% L
BEGEN LT BT F G EART o £ Unix 24T 2480 RAM # & S F
Bk Z FRAFALARE F

KR E 0 PR U A AR SRR — AR P o 2t T 3 & Microsoft Windows 8 A
KR BERE A C:\ o DI\ FEF > ARG LFTEA—NEROGE / >
A Ay RAEFER C L@ BXHAAEEINAA D ZHIRBRARR - &4
XHAGY R ZFHRABERE A F—F

userl@vmi:~$ mount

/dev/vda5 on / type ext3 (rw,errors=remount-ro)

tmpfs on /lib/init/rw type tmpfs (rw, nosuid, mode=0755)
proc on /proc type proc (rw,noexec,nosuid, nodev)

sysfs on /sys type sysfs (rw,noexec,nosuid, nodev)

udev on /dev type tmpfs (rw,mode=0755)

tmpfs on /dev/shm type tmpfs (rw,nosuid, nodev)

devpts on /dev/pts type devpts (rw,noexec,nosuid,gid=5,mode=620)
/dev/vdal® on /home type ext3 (rw)

/dev/vda7 on /tmp type ext3 (rw)

/dev/vda9 on /usr type ext3 (rw)

/dev/vda8 on /var type ext3 (rw)

RRABZABETEMHOME SR » RTREZIANINEAFPEIRER R o &
A /dev/vda FFkB9Z R AL 0 CATF R AR RE%E s [2ei]f sk
Ak o MAEBEMNKAEA /etc/fstab XHF :



userl@vml:~$ cat /etc/fstab
# /etc/fstab: static file system information.
#
# Use 'blkid' to print the universally unique identifier for a
# device; this may be used with UUID= as a more robust way to na
me devices
# that works even if disks are added and removed. See fstab(5).
#
# <file system> <mount point> <type> <options> <dump>
<pass>
proc /proc proc defaults 0] 0
# / was on /dev/vda5 during installation
UUID=128559db-a2e0-4983-91ad-d4f43f27da49 / ext3 erro
rs=remount-ro 0 1
# /home was on /dev/vdal® during installation
UUID=32852d29-ddee-4a8d-9ble-f46569a6b897 /home ext3 defa
ults 0 2
# /tmp was on /dev/vda7 during installation
UUID=869db6b4-aeca0®-4a25-8bd2-fOb53dd7a88e /tmp ext3 defa
ults 0 2
# /usr was on /dev/vda9 during installation
UUID=0221bel16-496b-4277-b131-2371ce097b44 /usr ext3 defa
ults 0 2
# /var was on /dev/vda8 during installation
UUID=2db00T94-3605-4229-8813-0ee23ad8634e /var ext3 defa
ults 0 2
# swap was on /dev/vda6 during installation
UUID=3a936af2-2c04-466d-b98d-09eacc5d104c none swap sw

0] (0]
/dev/scd0 /media/cdrom0 udf, 1s09660 user,noauto 0]

0]

F Ao R AR AW 27 BT —AT ¢

# <file system> <mount point> <type

> <options> <dump> <pass>

UUID=128559db-a2e0-4983-91ad-d4f43f27da49 / ext3
errors=remount-ro O 1

R LI o



UUID=128559db-a2e0-4983-91ad-d4f43f27da49 # Filesystem to mount.
This UUID is synonim for /dev/vdab

/ # This is root filesystem, mount it to /

ext3 # This is ext3 filesystem. There are many d

ifferent filesystems out there

errors=remount-ro # If any errors encountered during mounting
filesystem should be remounted read-only

0 # This filesystem should not be backed up b

y dump utility

1 # This filesystem should be checked first b

y fsck utility

Ao X BT—H# 0 R ETRAL man fstab AR o A RK SR ERE AR
H XA B G by T A

mount -ATPHATA CHBYGIH AL o

mount -a - ## /etc/fstab PRI H L AL o
mount /dev/sda<N> /<mount point> -#HH 5 R o
umount /dev/sda<N> /<mount point> - BkERH R o
mount -h -ATFPHEAEA mount 8944 Bh o

fsck -“ESREZGHEE -

blkid - AT¥F dh°R— 899 RARIRAF o

Pt ARHF D de o Ky R F BB R BN -

AR

cat /etc/fstab
mount

sudo blkid

sudo umount /tmp
. mount

sudo fsck /tmp
sudo mount -a

. mount

coO~NO UL~ WNE

Rk 24T 4

userl@vml:~$ cat /etc/fstab

# /etc/fstab: static file system information.

#

# Use 'blkid' to print the universally unique identifier for a

# device; this may be used with UUID= as a more robust way to na
me devices

# that works even if disks are added and removed. See fstab(5).



#

# <file system> <mount point> <type> <options>
<pass>

proc /proc proc defaults
0

# / was on /dev/sdal during installation

UUID=05d469bb-dbfe-4d5a-9bb2-9c0fe9fa8577 /
errors=remount-ro 0 1

# /home was on /dev/sda9 during installation

UUID=a1b936a0-df38-4bf5-b095-6220ffdfc63c /home
defaults 0 2

# /tmp was on /dev/sda8 during installation

UUID=d0a86453-0dbb-4f33-a023-6c09fe9fa202 /tmp ext3 defaults 0 2

# /usr was on /dev/sda5 during installation

UUID=b9544cbb-cdb6-4f3b-89e7-a339f52bfac7 /usr
defaults 0 2

# /var was on /dev/sda6 during installation

UUID=e15e713b-5850-4bc3-b99e-ab6f1d037caa /var
defaults 0 2

# swap was on /dev/sda7 during installation

UUID=4d516f09-80ff-4956-8a75-e9757697f6b1 none

sw
/dev/scd0
0
userli@vmi
/dev/sdal

(0] (0]
/media/cdrom®

:~$ mount
on / type ext3 (rw,errors=remount-ro)

tmpfs on /lib/init/rw type tmpfs (rw,nosuid, mode=0755)
proc on /proc type proc (rw,noexec,nosuid,nodev)

sysfs on /sys type sysfs (rw,noexec,nosuid, nodev)

udev on /dev type tmpfs (rw,mode=0755)

tmpfs on /dev/shm type tmpfs (rw,nosuid, nodev)
/dev/pts type devpts (rw,noexec,nosuid,gid=5,mode=620)

devpts on
/dev/sda9
/dev/sdab
/dev/sda6
/dev/sda8
/dev/sda8

userli@vmi:
/dev/sdal:

3"

/dev/sda5:

3"

/dev/sda6:

3"

/dev/sda7:

pll

/dev/sda8:

3"

/dev/sda9:

3"

useri@vmi
useri@vmi
/dev/sdal

on
on
on
on

/home type ext3 (rw)

/usr type ext3 (rw)

/var type ext3 (rw)

/tmp type ext3 (rw)

on /tmp type ext3 (rw)

~$ sudo blkid
UUID="05d469bb-dbfe-4d5a-9bb2-9c6fe9fa8577"

UUID="b9544cbb-cdb6-4f3b-89e7-a339f52bfac7"
UUID="el1l5e713b-5850-4bc3-b99e-ab6f1d037caa"
UUID="4d516f09-80ff-4956-8a75-e9757697f6b1"
UUID="d0a86453-0dbb-4f33-a023-6c09fe9fa202"
UUID="al1lb936a0-df38-4bf5-b095-6220ffdfc63c"
:~$ sudo umount /tmp

:~$ mount
on / type ext3 (rw,errors=remount-ro)

udf, 1s09660 user,noauto

<dump>

ext3

ext3

ext3

ext3

swap

0

TYPE="ext
TYPE="ext
TYPE="ext
TYPE="swa
TYPE="ext

TYPE="ext



tmpfs on /lib/init/rw type tmpfs (rw, nosuid, mode=0755)
proc on /proc type proc (rw,noexec,nosuid,nodev)

sysfs on /sys type sysfs (rw,noexec,nosuid, nodev)

udev on /dev type tmpfs (rw,mode=0755)

tmpfs on /dev/shm type tmpfs (rw,nosuid,nodev)

devpts on /dev/pts type devpts (rw,noexec,nosuid,gid=5,mode=620)
/dev/sda9 on /home type ext3 (rw)

/dev/sda5 on /usr type ext3 (rw)

/dev/sda6é on /var type ext3 (rw)

userl@vml:~$ sudo fsck /tmp

fsck from util-linux-ng 2.17.2

e2fsck 1.41.12 (17-May-2010)

/dev/sda8: clean, 11/61752 files, 13973/246784 blocks
userl@vml:~$ sudo mount -a

useri@vmi:~$ mount

/dev/sdal on / type ext3 (rw,errors=remount-ro)

tmpfs on /lib/init/rw type tmpfs (rw, nosuid, mode=0755)
proc on /proc type proc (rw,noexec,nosuid,nodev)

sysfs on /sys type sysfs (rw,noexec,nosuid, nodev)

udev on /dev type tmpfs (rw, mode=0755)

tmpfs on /dev/shm type tmpfs (rw,nosuid, nodev)

devpts on /dev/pts type devpts (rw,noexec,nosuid,gid=5,mode=620)
/dev/sda9 on /home type ext3 (rw)

/dev/sda5 on /usr type ext3 (rw)

/dev/sda6 on /var type ext3 (rw)

/dev/sda8 on /tmp type ext3 (rw)

useri@vmi:~$

R A%

%TfFV’é'J /etc/fstab XA ZE > CEAEHPRIFEARBEBILE o
PSR HERG TR o

TP AR T BT A 2 R 6 UUID -

R IR A £ /tmp 4 SR VMEARTT AR EE

BRATH B S Ay EJﬁ:ﬁié'J R o /tmp %ET@E’T‘%?‘J%?

#E /tmp PRAGA Bk o fsck ML EIALE Jetc/fstab K H Fnid
_g‘#/\éuﬂp/\/\ °

H#H R /etc/fstab FRAEGHHA SR o
BRITHSAMCERYGSR o /tmp B4R T I & o

OO WN =

© N

e A AR

e i1% man fstab , man mount °
e {1 http://tldp.org/LDP/sag/html/filesystems.html °


http://tldp.org/LDP/sag/html/filesystems.html

2.3 19 : XM A% : H# > mount » /etc/fstab

103



%3] 20 1 LA L% SR FR B A
2 > tune2fs °* mkfs

J7 L : Exercise 20. Filesystems: modifying and creating filesystems, tune2fs,
mkfs

FE A
#L : CC BY-NC-SA 4.0
B 3R B
LR NGB —T XA %A X0 RE

LAY - — BB F R, BAIRBELEM > 2R IR U
BRERELCHZELEGTRHZRE » ZIERMELLEHKRY -

Inode - B3| ¥ A2 —# & GHXHLA%ESE (I BEE) 9FAE
B REAE R B UL Z I o

Be - TAS B BRBEL ZH o CHBFHKIAA 4096 FF > X4 TFF o
A& -—#%H8 ATIBHAGERBAAIESATH A o« IHETURE T MHE
AW R KM R > REFEB N RE o

FETk it BREREMENBIHALGIRIE o 4 T 42875 B LA 2 Linux
M Az -

HEOLSZIHHE ZPERIHL -

IS Inode & °

i@ 3d Inode R 3% ¥ 694 F £ ik Inode °

12 Bk Inode #9408 B 6942 F o

A% B 3XAME B fe 038 R 38 P X AN B BOSU A o

ME BAIHAGAHARS 5240 KGR o X®LHFTLRL tune2fs 25
EHEFE K o XA —ANWIEME tune2fs -1 /dev/sdas B3 :

userl@vml:~$ sudo tune2fs -1 /dev/sda8
tune2fs 1.41.12 (17-May-2010)
# ARMEE ) TUAREMTET » REXAET

Filesystem volume name: <none>

# XEN ARG HER A

Last mounted on: <not available>

# E—0 M A G AR IR

Filesystem UUID: 869db6b4-aead-4a25-8bd2-f0b53dd7a88e

# BB ENHAET > EALT FS MAM s FREA:

# sudo dd if=/dev/sda8 of=/dev/stdout bs=1 skip=1080 count=2 | h
exdump -C

Filesystem magic number: OXEF53

# FS Mk

Filesystem revision #: 1 (dynamic)


https://archive.fo/CzHiN
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
http://en.wikipedia.org/wiki/File_system

# BRHE FS Fjae

Filesystem features:

BA—NBEIMNHAL BEIHALAEA—NIHAL
CRIZFDEFRANT (BFA—ANEFXRDE
LEXHAROGERALE) » ARG EIIHFALZIA ©
AL RRA BT WEFAAF > I ALMRYS B
WE o HEATTREIR o
http://en.wikipedia.org/wiki/Journaling_file_system
has_journal

# WMAY RBM.  blded Ei ACL °

ext_attr

# ARG ERGER > BAHF FS AT KD o
resize_inode

# ERAKI kW KEXPHER -

dir_index

# EBXEBFPHAEIHELREL -

filetype

# BRAFREEN fscko

needs_recovery

# IR EREGH AR FS EFHZER -
sparse_super

# ALTVAEE > 2GB HUHF o A€l >26B WU » AMSBAFHREE o

H H HHHF

large_file
# dir_index FA£AMASA
Filesystem flags: signed_directory_hash
# FREAEHAA 2R
Default mount options: (none)
# & FEEIAT fsck
Filesystem state: clean
# ORI 4S8 RAEFTXETHER 0 REABRE?
Errors behavior: Continue
# P4~ 0S A EZA FS
Filesystem 0S type: Linux
# Rl ¥ EEE - R T AKAL "inode" - EH LM A :

# BEMAXHAGY R (X~ BF o ARLM) 8928
# BT XA E UL AR o LA

# RO ETRE TR T EEE -

# RXshARINTEEN AT ELaME TH L8
#/* HIE Inode KT8 Inode %Z#H */

#struct dinode

#{ ushort di_mode; /* mode and type of file */
# short di_nlink; /* number of links to file */
# ushort di_uid; /* owner's user id */
# wushort di_gid; /* owner's group id */
# off_t di_size; /* number of bytes in file */
# char di_addr[39]; /* disk block addresses */
# char di_gen; /* file generation number */
# time_t di_atime; /* time last accessed */
# time_t di_mtime; /* time last modified */
# time_t di_ctime; /* time created */
#};

# X BALH ARGT O ARAE

# http://support.tuxd4u.nl/dokuwiki/lib/exe/fetch.php?media=1inux



:disk_bestandssysteem:inode.pdf

Inode count: 62464

# LBEASFERT A

Free inodes: 62452

# RELENFE N e THEANAGSRABRTHERGEE
# CIEXA Qo

First block: 0]

# BAIHAAT » F—ARI T AGT AT o

First inode: 11

# 7“5 T ﬁ'il}:i/ﬁ;q?#}}&&ﬁriéﬁﬁfﬁ ’ {51]—&9 ’ iﬁi%}\ﬂi Jfﬂ/%'(‘ o

Inode size: 256
# A5 FARTEAENHER
Required extra isize: 28

4 BRI T AFHAERGER  REE - BARAKA
# AT AEA BT 2

Desired extra isize: 28
# —ANBHBFTE e GXHALYBE o
Journal inode: 8

H B EI o B AR E AT B B
# T UE R T@meg AKX > X 6B HESR K :
# R E * B R

H s e e e e e e emo - o
# 102413
Block count: 249856

# A%V ARBAPRYG o LER P TRedE AR
# RYERE o« XAZA T RALARFTESNS » A — R R KRS
# AT ERTATROGEL TR o

Reserved block count: 12492
# ZAH S THRTIEREG o
Free blocks: 241518

# BATHZ%3 (dir_index) #F % -
Default directory hash: half_md4
# BATA.E > BT s ZEMAT dir_index "o B ikegHhF144 o

Directory Hash Seed: d02c6099-bd06-4d29-a3d7-779df2aa2410
# BEZIT®LM o

Journal backup: inode blocks

#

#ORE K AFF A 45 0 4096 FF AL 4 KB

Block size: 4096

# £ ex3 FS PARFER - LA MM > CRBE—DRTEANZ DU
# RV HENR o

Fragment size: 4096
# IRGEMS TAARAEFETRERRSE X o
Reserved GDT blocks: 60

H EANRENRRT RAEESIH AL TENERRE LTI K
# (BeIFXHRAEF) » F04 39 XH A% contains a

#  (RO94EHE > BRI T AR —F 5 RI T AR AREIER) o
# A EMETERYRT

H,---mmm--- fbccocoooooc fccooooooc focooooooc fbccooooooc o cooooooc ,
#| BR | FS | 8y | Inode | Inode | #*iB |
#| % B | 2R | 2B | & | 3% |



# http://tldp.org/HOWTO/Filesystems-HOWTO-6.html
Blocks per group: 32768

# HANEYRBRE RN ext3 FS FRARK

# RETHENEGREE o

Fragments per group: 32768
# O HEANEE RG] T REE o
Inodes per group: 7808

# HEANEE RG] T RR o KR T RRE-AKRGE]

# BT PTAH AR o FRT AL AR o CIMA RIEHRG K] -

# RERCSIHEEALE -

# http://www.porcupine.org/forensics/forensic-discovery/chapters3
.html

Inode blocks per group: 488

# FS 88| &t o

Filesystem created: Mon Jul 2 06:16:24 2012
# B0 FS HAER o

Last mount time: Mon Jul 2 06:57:21 2012
# B0 FS B AR o

Last write time: Mon Jul 2 06:57:21 2012
# FS 898K -

Mount count: 6

# AHLENGRIL - WwREIHALOFERREEZAN
# RELERRIT - IRL FS 2AHKE -

Maximum mount count: 34
# w50 fsck HATETIE
Last checked: Mon Jul 2 06:16:24 20612

# T—4A FS BERB., WwRIANRRBHT -
# XAEBNRKRTRRKEBEL FS 2aakE -

Check interval: 15552000 (6 months)
# T—A FS #EHBE » AAXTRHEK o
Next check after: Sat Dec 29 05:16:24 2012

# RBIERARGERGHAPQMP IDo

# CHIAAZ root AF (BLZAF)

Reserved blocks uid: 0 (user root)
# AR ARG ER P AL ID o

# EEIAZ root 4

Reserved blocks gid: © (group root)

BTHa o 2 ? EIF ERERI > BAMAEF RA NN SR EIREZA AL > €1

g .

o RERIE -
o RRBHI -
o BEI -

BERDE BRI LELE > RIAENTENREF ) o AT 24 AL G
25 &
o mkfs.ext3 - —/ ext3 XMHA% - wRELANAIHALHEEE

PAT A S MR 2 LG % > R sbig s o
e mkfs.extd -BIE—/ extd IH A% - BRETZTEMENESF » =



1A sudo find /sbin -samefile sbin/mkfs.ext3 -°
o tune2fs -ATHHEARAIMHAALAS L -

A » MRAG 2 2] do T Q) 237 09 A A SIS A L A gk o

XA
1: sudo -s
2: umount /tmp
3: blkid | grep /dev/sda8
4: mkfs.ext3 /dev/sda8
5: blkid | grep /dev/sda8
6: blkid | grep /dev/sda8 >> /etc/fstab
7: vim /etc/fstab

MAEARLIAIE /tmp AR—4T85 UUID

# /tmp was on /dev/sda8 during installation
UUID=869db6b4-aeca®-4a25-8bd2-fOb53dd7a88e /tmp ext3
defaults 0] 2

B A AR A B ST R B AGARAS

/dev/sda8: UUID="53eed507-18e8-4f71-9003-bcea8c4fd2dd" TYPE="ext
3" SEC_TYPE="ext2"

B A ARIE L > M6 UUID AR &K TR o 244 UUID » %5 Ui » B
J o O

8: mount /tmp

9: tune2fs -c 2 /dev/sda8

10: unmount /tmp

11: fsck /tmp

12: for ((i=1;i<=4;i++)); do mount /tmp ; umount /tmp ; cat /var
/log/messages | tail -n 4 ; done

13: fsck /tmp

14: mount -a

Rk 24T 4

userl@vml:~$ sudo -s
root@vml:/home/userl# umount /tmp



root@vml:/home/userl# blkid | grep /dev/sda8
/dev/sda8: UUID="869db6b4-aeal-4a25-8bd2-fob53dd7a88e" TYPE="ext
3" SEC_TYPE="ext2"
root@vml:/home/userl1# mkfs.ext3 /dev/sda8
mke2fs 1.41.12 (17-May-2010)
Filesystem label=
0S type: Linux
Block size=4096 (log=2)
Fragment size=4096 (log=2)
Stride=0 blocks, Stripe width=0 blocks
62464 inodes, 249856 blocks
12492 blocks (5.00%) reserved for the super user
First data block=0
Maximum filesystem blocks=255852544
8 block groups
32768 blocks per group, 32768 fragments per group
7808 inodes per group
Superblock backups stored on blocks:
32768, 98304, 163840, 229376

Writing inode tables: done
Creating journal (4096 blocks): done
Writing superblocks and filesystem accounting information: done

This filesystem will be automatically checked every 28 mounts or

180 days, whichever comes first. Use tune2fs -c or -i to overri

de.

root@vml:/home/userl1# blkid | grep /dev/sda8

/dev/sda8: UUID="53eed507-18e8-4f71-9003-bcea8c4fd2dd" TYPE="ext

3" SEC_TYPE="ext2"

root@vml:/home/userl1# blkid | grep /dev/sda8 >> /etc/fstab

root@vml:/home/userl# vim /etc/fstab

# that works even if disks are added and removed. See fstab(5).

#

# <file system> <mount point> <type> <options> <dump>

<pass>

proc /proc proc defaults 0

0

# / was on /dev/vda5 during installation

UUID=128559db-a2e0-4983-91ad-d4f43f27da49 / ext3
errors=re

# /home was on /dev/vdal® during installation

UUID=32852d29-ddee-4a8d-9ble-f46569a6b897 /home ext3
defaults

# /tmp was on /dev/sda8 during installation

UUID=869db6b4-aeab-4a25-8bd2-fOb53dd7a88e /tmp ext3
defaults

# /usr was on /dev/vda9 during installation

UUID=0221bel16-496b-4277-b131-2371ce097b44 /usr ext3
defaults

# /var was on /dev/vda8 during installation

UUID=2db00T94-3605-4229-8813-0ee23ad8634e /var ext3
defaults



# swap was on /dev/vda6 during installation

UUID=3a936af2-2c04-466d-b98d-09eacc5d104c none swap
sw

/dev/scd0 /media/cdrom® udf, 1s09660 user,noauto 0]
0

/dev/sda8: UUID="53eed507-18e8-4f71-9003-bcea8c4fd2dd" TYPE="ext
3" SEC_TYPE
22,1
Bot

#

# <file system> <mount point> <type> <options> <dump>

<pass>

proc /proc proc defaults 0

(0]

# / was on /dev/vda5 during installation

UUID=128559db-a2e0-4983-91ad-d4f43f27da49 / ext3
errors=re

# /home was on /dev/vdal® during installation

UUID=32852d29-ddee-4a8d-9ble-f46569a6b897 /home ext3
defaults

# /tmp was on /dev/sda8 during installation

UUID=53eed507-18e8-4f71-9003-bcea8c4fd2dd /tmp ext3
defaults

# /usr was on /dev/vda9 during installation

UUID=0221bel6-496b-4277-b131-2371ce097b44 /usr ext3
defaults

# /var was on /dev/vda8 during installation

UUID=2db00f94-3605-4229-8813-0ee23ad8634e /var ext3
defaults

# swap was on /dev/vda6 during installation
UUID=3a936af2-2c04-466d-b98d-09eacc5d104c none swap
sw
/dev/scdo /media/cdrom@ udf, 1s09660 user,noauto 0
0
"/etc/fstab" 22L, 1277C written
root@vml:/home/useri1# mount /tmp
root@vml:/home/userl1# tune2fs -c 2 /dev/sda8
tune2fs 1.41.12 (17-May-2010)
Setting maximal mount count to 2
root@vml:/home/userl1# unmount /tmp
root@vml:/home/userl1# fsck /tmp
fsck from util-linux-ng 2.17.2
e2fsck 1.41.12 (17-May-2010)
/dev/sda8: clean, 11/62464 files, 8337/249856 blocks (check in 2
mounts)
root@vml:/home/userl# for ((i=1;i<=4;i++)); do mount /tmp ; umou
nt /tmp ; cat /var/log/messages | tail -n 4 ; done
Jul 2 12:11:43 vml kernel: [21080.920658] EXT3-fs: mounted file
system with ordered data mode.
Jul 2 12:11:58 vml kernel: [21096.363787] kjournald starting.
Commit interval 5 seconds



Jul 2 12:11:58 vml kernel: [21096.364167]
rnal journal

Jul 2 12:11:58 vml kernel: [21096.364171]
system with ordered data mode.

Jul 2 12:11:58 vml kernel: [21096.364171]
system with ordered data mode.

Jul 2 12:11:58 vml kernel: [21096.381372]
Commit interval 5 seconds

Jul 2 12:11:58 vml kernel: [21096.381539]
rnal journal

Jul 2 12:11:58 vml kernel: [21096.381542]
system with ordered data mode.

Jul 2 12:11:58 vml kernel: [21096.396152]
Commit interval 5 seconds

Jul 2 12:11:58 vml kernel: [21096.396158]
mal mount count reached, running e2fsck is

Jul 2 12:11:58
rnal journal

Jul

2

system

Jul

2

Commit

Jul

2

12:11:58

vml kernel: [21096.396344]

vml kernel: [21096.396348]

with ordered data mode.

12:11:58
interval
12:11:58

mal mount count
Jul 2 12:11:58
rnal journal
Jul 2 12:11:58
system with ordered data mode.
root@vmi:/home/userl# fsck /tmp

fsck from util-linux-ng 2.17.2

e2fsck 1.41.12 (17-May-2010)

/dev/sda8 has been mounted 4 times without

forced.
1:
2.
3:
4:
5 .

Pass
Pass
Pass
Pass
Pass

cks

Checking inodes,

vml kernel: [21096.412434]

5 seconds
vml kernel: [21096.412441]
reached, running e2fsck is

vml kernel: [21096.412610]

vml kernel: [21096.412612]

blocks, and sizes

Checking directory structure
Checking directory connectivity
Checking reference counts

Checking group summary information
/dev/sda8: 11/62464 files (0.0% non-contiguous), 8337/249856 blo

root@vml:/home/userl# mount -a
root@vml:/home/useri#

s

aorwn~

WM AT root (A P ) shell °

RS /tmp ° M /etc/fstab 13RI
TP /dev/sdas #UUID »
#£ /dev/sda8 LRIE— NI AL ©
BRATHE /dev/sdas8 & UUID » ‘& fT T » B A ke

vyl g
/dev/sda8 ZHEHRAE /tmp LIRS o

EXT3 FS on sda8, inte

EXT3-fs: mounted file
EXT3-fs: mounted file
kjournald starting.

EXT3 FS on sda8, inte
EXT3-fs: mounted file

kjournald starting.

EXT3-fs warning: maxi
recommended
EXT3 FS on sda8, inte

EXT3-fs: mounted file

kjournald starting.

EXT3-fs warning: maxi
recommended
EXT3 FS on sda8, inte

EXT3-fs: mounted file

being checked, check

o

|78 T — A3 89 T



P ARG o

¥ 3 UUID MtAm®] /etc/fstab °

3T /etc/fstab #HATHE

8. BEIMMNEBENIMAL - REFRLELT—NMd» REHROEEHABRT
UUID » %= R FRE&H —MERH & o

9. REHRREBAZL /dev/sdas -

10. ARt R /dev/sda8 °

1. %% /dev/sda8 -

12. 8] > #ARER /dev/sdas @ HELWARGHRE
7 /var/log/messages/ BIRG4 4T o HiE & » NP Z R4 » EHALA
iR FH 24T e2fsck o WwRIREHEH AL » ©EAIRELT e2fsck °

13. %% /dev/sda8 ° fsck #AT LALLM F AsHAR e2fsck o

14, BRITAIH AL - wREAHIR > RLEZRTEANL o

N

e o R

e 1% man mkfs > man mkfs.ext3 ° man tune2fs °

o [T @MALEY tune2fs -1 FI&k » HAMWPTA UH R RERL 4 -

o FHTHIMHALNG KD » LA tune2fs -1 ZRARFERE FRBEEG A
;‘{‘ °

o WMBEEANLITH » FRZREETHAR
% : http://mcgrewsecurity.com/training/extx.pdf °


http://mcgrewsecurity.com/training/extx.pdf

43 21 : A% 5%k B & chroot

J& 3L : Exercise 21. Filesystems: changing root directory, chroot
#FHE A
7L : CC BY-NC-SA 4.0
B F 3R R S qkEniE
TE R I A — A2 LA AL 5] R R4

Unix #1F A4 £8) chroot A—AN84E » TN S ATE e BT S A2 R Lo
MG R F o ARG HE NIRRT BITHRF » FREFEE (kA5 )
AT B FAZ IS o KRB chroot T ¥A48 chroot(2) A %A

R chroot(8) @ XKAF o 5K GEHILILARA chroot B % o

BEARERTAGE—NE F (Bl /opt/root ) @ KLZag42 )5 B #1278 L
PATHAR G o X TRAEMFEF > /opt/root/ SRAMRE K / o BT BAT2EE
K FHREREFR chroot XFE o

X ALK HAET o ARILEIGAE A bash 4122 — /%8 chroot IR3% ° Ak s 4R
BalE—ANB FEMH > 45 bash A HLARMAEH B L o

WA o ARG F ] TR — chroot FRILHF#ANE ©
XAEH

: sudo -s

: 1dd /bin/bash

: mkdir -vp /opt/root/bin

: mkdir -v /opt/root/lib

: mkdir -v /opt/root/1lib64

: cp -v /bin/bash /opt/root/bin/

: cp -v /lib/libncurses.so.5 /opt/root/1ib/
: cp -v /1lib/1libdl.so.2 /opt/root/1lib

: cp -v /1lib/libc.so.6 /opt/root/1lib

: cp -v /1ib64/1d-1inux-x86-64.s0.2 /opt/root/1ib64
: chroot /opt/root/

PO OWoOoO~NOULDhWDNPRE

[N

reek o ARAMRE TEIE T —A Linux » EARE LRI o

Rk 24T 4


https://archive.fo/h9FWU
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
http://en.wikipedia.org/wiki/Chroot
http://en.wikipedia.org/wiki/Chroot%23Uses

userl@vmil:/opt~ sudo -s
root@vml:/opt# 1ldd /bin/bash
linux-vdso.so0.1 => (0Ox00007fff17bff000)
libncurses.so.5 => /lib/libncurses.so0.5 (Ox00007f4bledc6
000)
libdl.so0.2 => /1ib/1ibdl.so0.2 (0x00007f4blebc2000)
libc.s0.6 => /1lib/libc.s0.6 (Ox00007f4b1e85f000)
/1ib64/1d-1inux-x86-64.s0.2 (Ox00007f4b1f012000)
root@vml:/opt# mkdir -vp /opt/root/bin
mkdir: created directory "/opt/root'
mkdir: created directory "/opt/root/bin'
root@vml:/opt# mkdir -v /opt/root/lib
mkdir: created directory “/opt/root/lib'
root@vmi:/opt# mkdir -v /opt/root/1lib64
mkdir: created directory “/opt/root/1ib64'
root@vmi:/opt# cp -v /bin/bash /opt/root/bin/
“/bin/bash' -> “/opt/root/bin/bash'
root@vml:/opt# cp -v /lib/libncurses.so.5 /opt/root/1ib/
“/1lib/libncurses.so.5' -> “/opt/root/lib/libncurses.so.5'
root@vmi:/opt# cp -v /lib/libdl.so.2 /opt/root/lib
*/1ib/1ibdl.so0.2' -> “/opt/root/lib/libdl.so0.2'
root@vmi:/opt# cp -v /lib/libc.so0.6 /opt/root/lib
“/1ib/1libc.so0.6' -> “/opt/root/lib/libc.so0.6'
root@vmi:/opt# cp -v /1ib64/1d-1inux-x86-64.s0.2 /opt/root/1ib64
"/1ib64/1d-1inux-x86-64.s0.2"' -> “/opt/root/1ib64/1d-1inux-x86-6
4.50.2'
root@vmi:/opt# chroot /opt/root/

R A%

1. EABL%RA P (root) #AT bash °

2. 3T¥P & bash & &8585 )% -

3. £E—ANH4FEIZE /opt/root/ #= /opt/root/bin/ B Fk o RJhwE ?
4. &% /opt/root/lib H % o

5. Al# /opt/root/lib64 H % °

6. ¥ /bin/bash B #|%| /opt/root/bin/ °

7. % /lib/libncurses.so.5 B #|%| /opt/root/lib/ °

8. % /lib/libdl.so.2 E #|%| /opt/root/lib/ °

9. # /lib/libc.so.6 B # 2| /opt/root/lib/ -

10. ¥ /1ib64/1d-1linux-x86-64.s0.2 B #|%| /opt/root/1ib64/ °
1. ¥R B ZXEHRH /opt/root/ °

M e =R

e {1 man chroot * man ldd °
o 1§ 1s 445 B #1214k 8) chroot 74 HE% T4F o



o — /AL 1 3% vim B #2488 chroot & L EH TAE o



4.7 22 : IH AL %HEKIE - tar ° dd

J& 3L : Exercise 22. Filesystems: moving data around: tar, dd
#FH A
7L : CC BY-NC-SA 4.0
Bl F 3R B dk &0 iF
PEZNZEOTEAT o> Linux FOFTH REBRAE—DALH o

BAGE] Z—AMREKROGES] > BREARFINTHZ - ZAZE > £ man YEF
PI7A &R BENET 54 > B 8 TREENSGLSOER -

15 A 45 5 ) o T T4 2L ©
XAEH

tar -czvf root.tgz /opt/root/

tar -tzvf root.tgz

:cd /tmp

tar -zxvf ~/root.tgz

: 1s -al

: dd_if=$(mount | grep /tmp | cut -d ' ' -f 1) && echo $dd_if

: sudo dd if=$dd_if of=~/tmp.img bs=10M

: cd & 1s -alh

: sudo losetup /dev/loopl ~/tmp.img && sudo mount /dev/loopl /
mnt

10: 1s -al /mnt

11: sudo umount /mnt && sudo losetup -d /dev/loopl

12: sudo umount $dd_if && sudo mkfs.ext3 $dd_if

13: new_uuid=$(sudo tune2fs -1 $dd_if | awk '/UUID/{print $3}')

&& echo $new_uuid

14: grep '/tmp' /etc/fstab

15: sed "s/AUUID=.*\/tmp\s\+ext3\s\+defaults\s\+[0-9]\s\+[0-9]\s
\?/UUID=$new_uuid \/tmp ext3 defaults 0 2/" /etc/fstab

O©CoO~NOUILhWNPRE

M e4E A sudo tune2fs -1 #= sudo blkid # &% o &R /etc/fstab ¥4I
UUID ##e A A2k EF > AT E IR B o


https://archive.fo/JSknE
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/

16: sudo sed -i'.bak' "s/AUUID=.*\/tmp\s\+ext3\s\+defaults\s\+[0
-9]\s\+[0-9]\s\?/UUID=$new_uuid \/tmp ext3 defaults 0 2/" /etc/f
stab

17: sudo mount -a && ls /tmp

18: sudo umount /tmp && pv ~/tmp.img | sudo dd of=$dd_if bs=16M
19: new_uuid=$(sudo tune2fs -1 $dd_if | awk '/UUID/{print $3}')
&& echo $new_uuid

20: sudo sed -i'.bak' "s/AUUID=.*\/tmp\s\+ext3\s\+defaults\s\+[0O
-9]\s\+[0-9]\s\?/UUID=%new_uuid \/tmp ext3 defaults 0 2/" /etc/f
stab

21: sudo mount -a

22: rm -v tmp.img

My JFi&T <ENTER> °
oA B A

userl@vmi:~$ tar -czvf root.tgz /opt/root/

tar: Removing leading '/' from member names

/opt/root/

/opt/root/bin/

/opt/root/bin/bash

/opt/root/1ib64/

/opt/root/1ib64/1d-1inux-x86-64.s0.2

/opt/root/1lib/

/opt/root/1ib/1ibdl.so0.2

/opt/root/lib/1libncurses.so.5

/opt/root/1lib/1ibc.so0.6

userl@vml:~$ tar -tzvf root.tgz

drwxr-xr-x root/root 0 2012-07-05 03:14 opt/root/
drwxr-xr-x root/root 0 2012-07-05 03:14 opt/root/bin/
-rwxr-Xxr-x root/root 926536 2012-07-05 03:14 opt/root/bin/bas
h

drwxr-xr-x root/root 0 2012-07-05 03:14 opt/root/1ib64/
-rwxr-xr-x root/root 128744 2012-07-05 03:14 opt/root/1lib64/1
d-1linux-x86-64.s0.2

drwxr-xr-x root/root 0 2012-07-05 03:14 opt/root/lib/
-rw-r--r-- root/root 14696 2012-07-05 03:14 opt/root/lib/1lib
dl.so.2

-rw-r--r-- root/root 286776 2012-07-05 03:14 opt/root/1lib/1ib
ncurses.so.5

-rwxr-xr-x root/root 1437064 2012-07-05 03:14 opt/root/lib/1ib
C.S0.6

userl@vml:~$ cd /tmp

userl@vmil:/tmp$ tar -zxvf ~/root.tgz

opt/root/

opt/root/bin/

opt/root/bin/bash

opt/root/1ib64/



opt/root/1ib64/1d-1inux-x86-64.s0.2
opt/root/1lib/
opt/root/1lib/1ibdl.so0.2
opt/root/lib/libncurses.so.5
opt/root/lib/libc.so0.6
userl@vml:/tmp$ 1ls -al

total 19

drwxrwxrwt 6 root root 1024 Jul 5 04:17

drwXxr-xr-x 22 root root 1024 Jul 3 08:29 ..
drwxrwxrwt 2 root root 1024 Jul 3 08:41 .ICE-unix
drwx------ 2 root root 12288 Jul 3 07:47 lost+found
drwxr-xr-x 3 userl userl 1024 Jul 5 03:24 opt
-rw-r--r-- 1 root root 489 Jul 3 10:14 sources.list
-r--r----- 1 root root 491 Jul 3 10:21 sudoers
drwxrwxrwt 2 root root 1024 Jul 3 08:41 .X11-unix
userl@vmil:/tmp$ dd_if=$(mount | grep /tmp | cut -d ' ' -f 1) &&
echo $dd_if

/dev/sda8

userl@vmli:~$ cd && 1ls -alh

total 243M

04:27
08:39 ..
10:45 .bash_history

drwxr-xr-x 3 userl userl 4.0K Jul
drwxr-xr-x 4 root root 4.0K Jul
-rwW------- 1 userl useril 22 Jul

-rw-r--r-- 1 userl userl 220 Jul 08:39 .bash_logout
-rw-r--r-- 1 userl userl 3.2K Jul 08:39 .bashrc
SrW------- 1

drwxr-xr-x 3 userl userl 4.0K Jul 03:23 opt
-rw-r--r-- 1 userl userl 675 Jul 08:39 .profile
-rw-r--r-- 1 userl userl 1.3M Jul 04:25 root.tgz

-rw-r--r-- 1 root root 241M Jul
userl@vml:~$ sudo losetup /dev/loop
v/loopl /mnt/

userl@vml:~$ 1ls -al /mnt

total 19

04:36 tmp.img

5
3
3
3
3
userl useril 52 Jul 5 04:12 .lesshst
5
3
5
5
1 ~/tmp.img && sudo mount /de

drwxrwxrwt 6 root root 1024 Jul 5 04:17
drwxr-xr-x 22 root root 1024 Jul 3 08:29 ..
drwxrwxrwt 2 root root 1024 Jul 3 08:41 .ICE-unix
drwx------ 2 root root 12288 Jul 3 07:47 lost+found
drwxr-xr-x 3 userl userl 1024 Jul 5 03:24 opt
-rw-r--r-- 1 root root 489 Jul 3 10:14 sources.list
-r--r----- 1 root root 491 Jul 3 10:21 sudoers

3

drwxrwxrwt 2 root root 1024 Jul 08:41 .X11-unix
userl@vml:~$ sudo umount /mnt && sudo losetup -d /dev/loopl
userl@vml:~$ sudo umount $dd_if && sudo mkfs.ext3 $dd_if
mke2fs 1.41.12 (17-May-2010)

Filesystem label=

0S type: Linux

Block size=1024 (log=0)

Fragment size=1024 (log=0)

Stride=0 blocks, Stripe width=0 blocks

61752 inodes, 246784 blocks

12339 blocks (5.00%) reserved for the super user

First data block=1



Maximum filesystem blocks=67371008
31 block groups
8192 blocks per group, 8192 fragments per group
1992 inodes per group
Superblock backups stored on blocks:
8193, 24577, 40961, 57345, 73729, 204801, 221185

Writing inode tables: done
Creating journal (4096 blocks): done
Writing superblocks and filesystem accounting information: done

This filesystem will be automatically checked every 27 mounts or
180 days, whichever comes first. Use tune2fs -c or -i to overri
de.

userl@vmil:~$ new_uuid=$(sudo tune2fs -1 $dd_if | awk '/UUID/{pri
nt $3}') && echo $new_uuid

f8288adc-3ef9-4a6e-aab2-92624276b8ba

userl@vml:~$ grep '/tmp' /etc/fstab

# /tmp was on /dev/sda8 during installation
UUID=011b4530-e4a9-4d13-926b-48d9e33b64bf /tmp ext3 defaults 0 2
userl@vml:~$ sed "s/AUUID=.*\/tmp\s\+ext3\s\+defaults\s\+[0-9]\s
\+[0-9]\s\?/UUID=$new_uuid \/tmp ext3 defaults 0 2/" /etc/fstab
# /etc/fstab: static file system information.

#

# Use 'blkid' to print the universally unique identifier for a

# device; this may be used with UUID= as a more robust way to na
me devices

# that works even if disks are added and removed. See fstab(5).
#

# <file system> <mount point> <type> <options> <dump>

<pass>

proc /proc proc defaults 0]

(0]

# / was on /dev/sdal during installation

UUID=91aacf33-0b35-474c-9c61-311e04bObedl / ext3
errors=remount-ro 0 1

# /home was on /dev/sda9 during installation

UUID=e27b0efb-8cf0-439c-9ebe-d59c927dd590 /home ext3
defaults 0 2

# /tmp was on /dev/sda8 during installation
UUID=f8288adc-3ef9-4a6e-aab2-92624276b8ba /tmp ext3 defaults 0 2
# /usr was on /dev/sda5 during installation
UUID=9f49821b-7f94-4915-b9a9-ed9f12bb6847 /usr ext3
defaults 0 2
# /var was on /dev/sda6 during installation
UUID=b7e908al-alcd-4d5c-bc79-c3a99d003e7c /var ext3
defaults 0 2
# swap was on /dev/sda7 during installation
UUID=292981d7-5a17-488f-8d9a-176b65f45d46 none swap
Sw 0] 0]
/dev/scd0 /media/cdrom@® udf,1s09660 user, noauto 0
0]
sudo sed -i'.bak' "s/AUUID=.*\/tmp\s\+ext3\s\+defaults\s\+[0-9]\



S\+[0-9]\s\?/UUID=$new_uuid \/tmp ext3 defaults 0 2/" /etc/fstab
sudo mount -a && 1ls /tmp

userl@vml:~$ sudo umount /tmp && pv ~/tmp.img | sudo dd of=$dd_i
f bs=106M

241MB 0:00:04 [54.2MB/5] [:::::::::::::::::::::::::::::::::::::

:::::::::>] 100%

0+1928 records 1in

0+1928 records out

252706816 bytes (253 MB) copied, 5.52494 s, 45.7 MB/s
useri@vmi:~$ rm -v tmp.img

rm: remove write-protected regular file “tmp.img'? y
removed " tmp.img'

userl@vmi:~$

7

1.

OOk wN

15.
16.

w*

LG EE FFPRIZEEER Jopt/root/ ° PEREIHOT EELEE .tgz
ABEAN) S EIREd B SAR  RIERRT B - F—H o dFF t 45
T R—AKRIMH HPIMAREIH GRS tar &7 - HF=F 5 b F

# gz 8%  FhA tar AR gzip BFEREEHTE °

MR XA )3ty o

KB EXEXAN /tmp o

fR ARG )2 RS o

THBZTAL -

RBESAL /tmp LS RGLAR > B RLEME dd_if TEF » o RIBIR
P AT dd_if Mo if REMALAF o
KEAPRERBMFRGEZR XTFE tmp.img o dd 1 ARBLEA AR » B AR
I B ARG 5 R A /dev/sda8 0 B R AL P RT3 E e

EBRERAGRY A FHITHERLAR -

. %7 Linux ¥ tmp.img XHRAE (—FF) HEFRFHEEE -
10.
1.
12.
13.
14.

TP E tmp.img AR R o RTTAF R B EHE /tmp B9FFFE] A o

FRFAIE R tmp.img ° FF&F Linux 1 L LA MS R o

FRIRER /tmp FFAEMEREHROIHF AL MBI PO E LT -
RBAREH /tmp LA AZLUUID » B E G A new_uuid T o AT &
JN /etc/fstab FATPPREE @&y /tmp R E9—4T ©

GRS BUEEY Jetc/Fstab e fT TAE o i@ 4% A B W] & 3K KXk R
TR X AAEHEAG » LT & —47 ¢

UUID=f8288adc-3ef9-4a6e-aab2-92624276b8ba /tmp ext3 defaults
0 2

FREARDE » RO — N > (bR 5 ho AT 01 2L HHE 69 E M AKX, o



17.
18.
19.
20.

21.
22.

23.

1 A #7869 UUID £ 84 /tmp & &5 UUID °

# 8 /etc/fstab TR A XM AL > 2 B3 /tmp AR

FEMRE R /tmp AN tmp.img K E W /tmp o

RBCE /tmp B UUID » € E£RR L5 Z#H U AL a4 R »

A tmp.img ZGHEH / tmp BT ES K o

£ /etc/fstab F A w & UUID H4&#7465 UUID -

JN /etc/fstab HBETA LM AL o wRILGELE T2 FHE R RTHR—W
EF o RE o

MARE) £ B FF ML tmp.img ©

i e AR

o ZIRFWMMBENGLNER - Eh—%k%K o dbHEHk & man ¥£&

KA PTA FREARAT IR AR 6y ey o fm g o

o INHFELFT » 2AFZMREEA usert KA BM R4S > ARG EE F

T M tmp.img ° FEF tmp.img @ root &1 ?



3] 23 IH A%
R » chown °* chmod °® umask

J& L : Exercise 23. Filesystems: security permissions, chown, chmod, umask
FHE A

7L : CC BY-NC-SA 4.0

B F 3R R S qkEniE

A R T M Linux XHFALNZABRERT o K018 &7 A4XE A6 4R T
= .

REFESMIRAANA 7k > REEF TP A2 P LR ARIR X5 ALY o
BERARERNRN P EAREALIHRALABB T

R Unix AARIBREZATRGEFRITEE c ILRMFAAP » Af i
fb o ZER E > Unix AURAZ 5 B 42417 & (ACL) 8 f[iL X o

%X Unix 24 L4123 U » AR IG A 22 ¢ 09342 69 umask #4T °
2t F Linux PN » AH AR E o st THEAMRE » H AR o

T ARRER

= g it
P AR A A o
> R P
reA AT A PR 4R

BRBENET B RIR

BIE 5 F it

i r-- 5 B S A 69 A

5 -W- B 5N

HAT st ¥ AR A AR B AT S o 4= ShellScript & %1% & X

RN EAERLZEE—T ¢

BT A # F] 48 reA

r W X r w X r w X


https://archive.fo/dGiPM
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
http://en.wikipedia.org/wiki/Filesystem_permissions%23Traditional_Unix_permissions

RERIREATALKT - FRT @M

userl@vml:~$ 1ls -al tmp.img
-rw-r--r-- 1 root root 252706816 Jul 6 07:54 tmp.img
userl@vmil:~$ stat tmp.img

File: 'tmp.img'

Size: 252706816 Blocks: 494064 I0 Block: 4096 regu
lar file
Device: 809h/2057d Inode: 88534 Links: 1
Access: (0644/-rw-r--r--) Uid: ( 0/ root) Gid: ( 0/
root)

Access: 2012-07-06 07:56:58.000000000 -0400
Modify: 2012-07-06 07:54:54.000000000 -0400
Change: 2012-07-06 07:54:54.000000000 -0400
user1@vmi:~$

XEHRANAEHEE > tmp.img WA P root * 54 root WA FEHIMA K
B -rw-r-r— © iERATXE A o

-rw # PP T g B e B LA
r-- # Rl PR AT B
r=i- # LeAR Rt

1 #

root # PTA#Z root

root # 542 root (12F%E4F root APHRT)
252706816 #

Jul #

6 #

07:54 #

tmp.img #

X E AN AT ENAR B AR

Access:

(

uid: ( 0/ root)
Gid: ( 0/ root)

3R T A N ) 5 R AT 5 B R AR o



e T =it 3 5 At 4 =4

--- 0 000 r-- 4 101
--X 1 001 r-x 5 100
-W- 2 010 rw- 6 110
-wX 3 011 rwx 7 111

1FJ EE o FARIRAR DA LA RFE) o Blde o 1L ERATRAF rx R o 2N\
FAETFG r Hd x A1 1+4 A5 4 rx o

Afe it BAVH R A M H 0644 FHE o HAEH TR E— &4 SUID » SGID Fo
BECHRE « KR RF@NB > 2 RKEBR—NFIMY W Ao B R o

HFoRAT

N 5 EEpus
SUID u-- #ATEZE (S) UID

SGID -g- #ATHZE (S) GID

AER T E &0 &80 BEZ P THREEY root K EHT
A M

A S AFIRAL 5% I 4 N3 ]2k

Sticky --S

5 Nt 4 =2t 4 5 Nt 4 =2t 4
0 000 u-- 4 101
Shetc 1 001 u-s 5 100
-g- 2 010 uw- 6 110
-gs 3 011 ugs 7 111

AR 20| 6 AFR ? B 4o » R4 touch umask.test BT — At €K
AR RACTR ? F e o ARV e B L4 XA 245 (umask) kAEH] o
umask & —FfHuhl 0 /24 %Xﬂ'ﬁi‘ﬁ&xﬁl‘ﬁtﬁxl‘ﬁ B4 SUAF o umask A i A kR
S, 0 BPREKRIAAE P R F AR » 2t T bash & 777 » st T B FF= XL 666 °
Umask & Z 4 R p » Afe A L o

B4+ umask 1EF A R :


http://en.wikipedia.org/wiki/Setuid
http://en.wikipedia.org/wiki/Sticky_bit
http://en.wikipedia.org/wiki/Umask

= A3 ] =% 4 5 Nt 4 =% 4

rwx 0 000 -we 4 101
rw- 1 001 -W- 5 100
r-x 2 010 --X 6 110
r-- 3 011 --- 7 111

ATEHFRAT R ZBEZH—5kEK o H184E » ARG P > LML E
1o AT RALKTE » AP > 54 o ERAGIRIRZ —4E0 o

umask Kk (%) 894

i w i ST 09 A AR IE i
000 % 777 %5 AT RGP KIAARTR
111 A AT 666 %F 5 B A #7 ST A 7T AT
222 25 555 1% o AT -
333 B Fo AT 444 R _
444 R 333 5 o AT -
555 15 Fa AT 222 R 5 -
666 A5 111 R#AT -
77 13 5 AT 000 & TR G ARAT AR
A —A umask =% :
N2t R 5
umask 022 o SW- -W-
# LA
Wk STAF A TR 666 rw- rw- rw-
75 A ST AR TR 644 = Foe Foc
B %
w145 B AR 777 FWX rwx rwx
76 B AR 655 rwx r-x r-x

IEEMNELE—-TXARAE :

o AR RIF FIA - FEH| T AFFe B R 35 Bl 6 HLF] o
o MIRAEX - AV UAFRAFGRIRER o
o R r EILHERET o



o BA w - EAXMFMFET o

o BT+ x -MEARBPITIHOES o T B R RAA ARG S L

BPEARFHANHE K o
o AP R - AR IR

o MPIFTAAR u - UHRE ROAAL » BEAQNZEMNIA o

o % g SRR P EES
o B o -TRHAEFYSUIINGTHREA ©
o Umask - 12%] #1 6] & U 8937 R ACEG L] o

VAR %8 B AL TR B a4

e chmod — 5 LHAIR
e chown — f§%FTHE
e umask — 15EIEAT » AP I AL TR IR T 370 22 89 T4

ARG 3 2] Do A5 B TR » XAHEPTA & F= umask °
LA

umask

echo 'test' > perms.022

1s -1 perms.022

stat perms.022 | grep 'Access: ('
: chmod 000 perms.022

: 1s -al perms.0022

: echo 'test' > perms.022

. rm -v perms.022

oO~NO O~ WNE

1EAF EAGE 5] 69 i e RR T 69 o) A el ? AR R T R s B AR RE AT s U
WATAEATIRAE o 12 & A4 2 AFRM BT ? X ZHA S MR » £ EZNE
F PR R U891 8 IR RBAEFTER c RAZXANEA AR S 69 W e

B oo



10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24
25

umask 666

echo 'test' > perms.000
1ls -1 perms.000

cat perms.000

chmod 600 perms.000

cat perms.000

rm -v perms.000

umask 027

echo 'test' > perms.027
1s -1 perms.027

sudo chown root perms.027
echo 'testl' >> perms.027
chown userl perms.027
sudo chown userl perms.027
echo 'testl' >> perms.027
rm -v perms.027

umask 022

Rk 24T 4



l

userl@vmi:~$ umask
0027
userl@vmli:~$ echo 'test' > perms.022

userl@vmli:~$ 1ls -1 perms.022

-rw-r----- 1 userl userl 5 Jul 9 10:23 perms.022

userl@vmli:~$ stat perms.022 | grep 'Access: ('

Access: (0640/-rw-r----- ) UuUid: ( 1000/ userl) Gid: ( 1000/
userl)

userl@vml:~$ chmod 000 perms.022

userl@vmli:~$ 1ls -al perms.0022

1s: cannot access perms.0022: No such file or directory
userl@vml:~$ echo 'test' > perms.022

-bash: perms.022: Permission denied

userl@vmli:~$ rm -v perms.022

rm: remove write-protected regular file “perms.022'? vy
removed “perms.022'

userl@vml:~$ umask 666

userl@vmli:~$ echo 'test' > perms.000

userl@vmli:~$ 1s -1 perms.000

—————————— 1 userl userl 5 Jul 9 10:23 perms.000
userl@vmli:~$ cat perms.000

cat: perms.000: Permission denied

userl@vmli:~$ chmod 600 perms.000

userl@vml:~$ cat perms.000

test

userl@vmli:~$ rm -v perms.000

removed “perms.000'

userl@vml:~$ umask 027

userl@vml:~$ echo 'test' > perms.027

userl@vml:~$ 1s -1 perms.027

-rw-r----- 1 userl userl 5 Jul 9 10:24 perms.027
userl@vml:~$ sudo chown root perms.027
userl@vml:~$ echo 'testl' >> perms.027

-bash: perms.027: Permission denied

userl@vml:~$ chown userl perms.027

chown: changing ownership of "perms.027': Operation not permitte
d

userl@vml:~$ sudo chown userl perms.027
userl@vml:~$ echo 'testl' >> perms.027
userl@vmli:~$ rm -v perms.027

removed “perms.027'

userl@vml:~$ umask 022

i AE

1. AT¥P % AT 49 umask °

2. Al# perms.022 ° @4 —1T test
3. ATHP L1 B o

4. VAN & T IEATI % A ARAE & o



© NG

B AL U AR 0 2 AR AR A 2t s S ATAEAT AR AR o
ERRAh b LN

ZXA test BT HAZ » I TH I RRMEK o

M sl SUAF o XA RERY 0 B YRR AREE CHEAR Y 0 AF B
% /home/userl FHI%H o

9. 7 umask > FKINE LT 5 BUAEATALTR o
10. &1Z perms.000 ° &4 —4T test o
1. ATPP L8915 B o
12. REATIPEZIANAIHAZ » XEARSFEHEX o
13. EARLHRR » RAFHAARE ©
14, ATHPSLIHAZ > BRI T ©
15. MIFR b sUHF o
16. AR £ X umask
17. A1 perms.027 ° &4 —47 test -
18. ATFP L8913 & o
19. & HPT A & 7 root °
20. 2R @ LB Iw—4T testl ° FE4Ex o
21. Z2RGE A H EHKE userl * AAXHAAENZE LS EIHRSY T
AWM FAEARBELEL R T AP o
22. B XAHFPTR F £ userl ° XRMRIIEAT > B A VA root FriciT o
23. ¥ —47 testl HFAoB| KA » LRARAT
24. M % perms.027 °
25. 4% umask & /7 2| L BKIAAE o
e AR
e 1% man chmod °® man chown °® man umask °

o T#HIH1% man chmod T4 setuid ° setgid ## sticky 4% o &A% ZAR

89 B %89 setuid 4z 0
4T umask 002 && echo test | sudo tee perms.root userl #JEf{E » &
A& perms.root 24894 R o

o FiHEAM L umask 002 RILAE o
o ZIXIA:

userl_block0=$(echo 'stat /userl' | sudo debugfs /dev/sda9 2
>/dev/null | grep '(0)' | cut -d':' -f2)

echo $userl_block0

sudo dd if=/dev/sda9 bs=4096 skip=%userl_block® count=1 | he
xdump -C

RESE? RAIADN raw 2K AHRRE ZAE o A2 LRBMR AN > 32
M B — A B R REAEAAE - BAZREEFOA R (— M
TREG ) o



4.7 23 ¢ XM AL ¢ AR » chown * chmod * umask

130



%
B

9

4

2] 24 . H OB

» ifconfig °® netstat ° 1iproute2 > ss
route

J7 L 1 Exercise 24. Networking: interface configuration, ifconfig, netstat,
iproute2, ss, route

FE A
#1L : CC BY-NC-SA 4.0

3

R R B8 8%

IANE] s TFTHRERZE—ANRROGEZEEE > WwREFRAENS » I AN E o
do RARRE|EF K% > LB B XA 0 FRRE o A T BRI

R

WRE YR ZIEFREMEG AT ARRS -

AL - AL AT B XA AR A2 AT A LAE
o, B P AR & o

o VAW - ATABHM (LAN) #9THEMM &3 Kk o
o MAC ik - 4B tb4p 32 M K L3842 69 W &35 0 69 °F — A7 12 4% 19

42 : 08:00:27:d4:45:68 ©

TCP/IP - ZEBE ML EHE—AABIEHIL A TEZBEMAEMNE > AFL
B FRAT AR o SR FE AR TCP/IP » &1 T AR ZTZ69WL : fEimdz
# L (TCP) LML (IP)

IP-ZBERBIL (IP) £E2@EHIL ATHEEZFEME P %R FIER (L
A% E) o

o |P it - ZEERMPrlMht o =] ¢ 10.0.2.15
o ih 1) - AT RARF TR LEN - AL AR AL T AEEE

gm0 Wl L 22
M % a1 - B EAUM &0 o ARRGGAAZANRE o SR 0 K FH
REGAZETEHEM BN s AR S BB EZEFTHLLENEET -

o RMEFEFHI - K3 IP i Fesio 5 > flde : 10.0.2.15:22
o TAEITII - TA IPMAAH T REMTLELY TCP £EF © 7+

%) : 10.0.2.2:52173 °

Eigat - AR ZREEF 0 AF TCP il o &=

#© (10.0.2.15:22, 10.0.2.2:52173) °

F ML - B LAY P M%&Lay o =B 1 /24 RH—AE
% 255.255.255.0 °

o Jbih - ARG RFERAZ S RAZRNBREH LA o
o FUM K- ETHHEMMET > WXE—NTCP/IP M& L& F & (Bd&E) >

A FR—ARMEGHENR c KA EZTHTEIME L5 5 > % |P it 5%
g &P IR E A RITER » M AL E o =) ¢ 10.0.2.2 ©

Ak AR - B AR Mt 0 K P EIER] S TR M A GE G RERIIER - X4
J AL B A AW A B M & IAAER s MR E I o T


https://archive.fo/JzBji
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
http://en.wikipedia.org/wiki/Communications_protocol
http://en.wikipedia.org/wiki/Ethernet
http://en.wikipedia.org/wiki/MAC_address
http://en.wikipedia.org/wiki/Internet_protocol_suite
http://en.wikipedia.org/wiki/Internet_Protocol
http://en.wikipedia.org/wiki/IP_address
http://en.wikipedia.org/wiki/Port_(computer_networking
http://en.wikipedia.org/wiki/Network_socket
http://en.wikipedia.org/wiki/Network_socket%23Socket_pairs
http://en.wikipedia.org/wiki/Subnetwork
http://en.wikipedia.org/wiki/Routing
http://en.wikipedia.org/wiki/Default_gateway
http://en.wikipedia.org/wiki/Broadcast_address

%l 10.0.2.255 °

o ICMP - ZEF K &A= ¥l » B % @ ping

o TCP -4l hil o AFIEX I ANELERE
SSH, HTTP -

e UDP- R PHIERWM I c IEHEIERMIE L EE
DNS -

o R AR R R ATRA » TR o

o Aty rBaRLE » AFIRES AN HER
o % http://www.visualland.net.cn/ éﬁ%‘f)ﬁ :

10.0.2.2 °
s F k%1t B9 5 o =

v B bR T ERTT 3 o R A

({2 EALEBE S KB HF) o

o B Itsb & MG IP hbht W & o FRiE g KA R e 7 N LI o

o &I+ TCP & ¥ & #4748 Bl #1% -
o I Linux MZMLAN4 o« A ERLTF AAE
e 2 B0

TEERATY S o E Linux M %48 X 8aq4-7) &
e ifconfig -BEFEHEMBEIGRE -

e netstat -ATH ML ERE » Bk » HE o1z

# o
o ip - RR/ARMIE > RE > Rz o
o ss -EAEEBEFNH—AEHAESF o

MAETE RAV R A A AT AT AL T AT 243

CHEARINZBEMAENIFS

& PR R AR G R B R

& o RAVIE M ifconfig FH4 o


http://en.wikipedia.org/wiki/Internet_Control_Message_Protocol
http://en.wikipedia.org/wiki/Transmission_Control_Protocol
http://en.wikipedia.org/wiki/User_Datagram_Protocol
http://www.visualland.net.cn/
http://www.iptables.org/documentation/HOWTO//networking-concepts-HOWTO-3.html%23ss3.1

userl@vml:~$ sudo ifconfig

etho

5.0

B)

lo

#

#

Link encap:Ethernet Hwaddr 08:00:27:d4:45:68
(1), (2), (3)

inet addr:10.0.2.15 Bcast:10.0.2.255 Mask:255.255.25
(4), (5), (6), (7)

inet6 addr: fe80::a00:27ff:fed4:4568/64 Scope:Link
(8), (9), (10)

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
(11), (12), (13), (14), (15), (16)

RX packets:35033 errors:0 dropped:0@ overruns:0 frame:0
(17), (18), (19), (20), (21), (22)

TX packets:28590 errors:0 dropped:® overruns:0 carrier
(23), (24), (25), (26), (27), (28)

collisions:0 txqueuelen:1000
(29), (30)

RX bytes:6360747 (6.0 MiB) TX bytes:21721365 (20.7 Mi

# (31), (32)

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr: ::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:8 errors:0 dropped:0 overruns:0 frame:0
TX packets:8 errors:0 dropped:® overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:560 (560.0 B) TX bytes:560 (560.0 B)

EMNTUES vml PARAMELIED » etho #2 1o ° lo £—AEHiE HE O »
ATHEBER—EGMNELNEPE-REEFRF o

1L RNAE A EANLE etho AL B » €& —/ VirtualBox 89 M &0 :



FB&
(1) Link

(2) encap
(3) Hwaddr

(4) inet

(5) addr

(6) Bcast
(7) Mask

(8) inet6
(9) addr

(10) Scope

(11) UP

(12)
BROADCAST

(13)
RUNNING

(14)
MULTICAST

(15) MTU

(16) Metric

R EIR S
5

o (7

o 3t

EEL
CEEL
MAC ik

Hoatig (IPv4)

IPv4 33k

;3% Mk
M 4% 5. 7L,

Witz (IPv6)

IPV6 33k
Hoik o B (2L 4
%o &/)

¥ o PR

TR &4 T AR
(&R L)

RS S k=3 &l
#Fita
R KB 4%

%W 4 (4 Linux
¥ kAE A )

oL R R AN ERZFTHRL
) addr - IPv43bit o

e (6) Bcast -/ &bk o
) Mask - M %255 o

e (11) UP -#H O EF I
e (13) RUNNING - & &¥F32 %I o

e (19) errors #7 (25) errors -%wRAR

5

FB&
(17) RX

(18)
packets

(19) errors

(20)
dropped

(21)
overruns

(22) frame
(23) TX

(24)
packets

(25) errors

(26)
dropped

(27)
overruns

(28) carrier

(29)
collisions

(30)
txqueuelen

(31) RX
bytes

(32) TX
bytes
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EEREOE NPT
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MAELERNAA netstat RARINAH AT o

useri@vml:~$ su

do netstat -ap

Active Internet connections (servers and established)

#(1) (2) (3

(6)

) (4)
(7)

(5)

Active Internet connections (servers and established)

Proto Recv-Q Se

nd-Q Local Address

Foreign Address

State PID/Program name
tcp 0 @ *:sunrpc o
LISTEN 580/portmap
tcp 0 @ *:ssh ox
LISTEN 900/sshd
tcp 0 0 localhost:smtp ox
LISTEN 1111/exim4
tcp 0 0 *:36286 ok
LISTEN 610/rpc.statd
tcp 0 0 10.0.2.15:ssh 10.0.2.2:52191
ESTABLISHED 12023/sshd: userl [
tcp 0] 0 10.0.2.15:ssh 10.0.2.2:48663
ESTABLISHED 11792/sshd: userl [
tcp6 0 O [::]:ssh [::]:*
LISTEN 900/sshd
tcp6 0 © ip6-localhost:smtp [::]:7
LISTEN 1111/exim4
udp 0] ® *:bootpc ¥
843/dhclient
udp 0 ® *:sunrpc ox
580/portmap
udp 0 0 *:52104 o
610/rpc.statd
udp 0 0 *:786 o
610/rpc.statd
#(8) (9) (10) (11) (12) (13)
(15)
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags Type State I-Node
rogram name Path
unix 2 [ ACC ] STREAM LISTENING 3452
cpid /var/run/acpid.socket
unix 6 [ ] DGRAM 3407
syslogd /dev/log
unix 2 [ ] DGRAM 1940
devd @/org/kernel/udev/udevd
unix 2 [ ] DGRAM 88528
/sudo
unix 3 [ ] STREAM CONNECTED 68565
/sshd: userl [
unix 3 [ ] STREAM CONNECTED 68564
/1
unix 2 [ ] DGRAM 68563

/sshd: userl [

(14)

PID/P
786/a
751/r
214/u
30939
12023
12026

12023



unix 3 [ ] STREAM CONNECTED 66682 11792
/sshd: userl [

unix 3 [ 1] STREAM CONNECTED 66681 11794
/0

unix 2 [ ] DGRAM 66680 11792
/sshd: userl [

unix 2 [ ] DGRAM 3465 843/d
hclient

unix 2 [ 1] DGRAM 3448 786/a
cpid

unix 3 [ ] DGRAM 1945 214/u
devd

unix 3 [ ] DGRAM 1944 214/u
devd

HAE A A S FRE K netstat i o -a 3L UF netstat R IL TR 9%
o QIEELN > Bl EAEAITFE ssh 275 0 AR B8 » 44 55 53769
#H0 sshd FIF#AE o -p HF netstat RETHANEFMAHENEHE -



& BB W %
# (RFEA
)

FH

(1) Proto
(2) Recv-Q
(3) Send-Q

(4) Local
Address

(5) Foreign
Address

(6) State

(7) PID

& UNIX 3%
2T (R%F
EAneIEL)

FE
(8) Proto
(9) RefCnt

(10) Flags

(11) Type

(12) State

(13) I-Node
(14) PID
(15) Path

TP FBAR R TR o WHARR

Fh 3k
E3FAE A 6L (tep 2 udp » raw)

FEIEEFTORPREFORE B GTT R
AR IHRFAINEG F T £
BAEF 0 K 0 b e sy 0 5
AT FesE a5 o

ESTABLISHED , SYN_SENT , SYN_RECV , FIN_WAIT1 ,
FIN_WAIT2 , TIME_WAIT , CLOSE , CLOSE_WAIT ,
LAST_ACK , LISTEN , CLOSING , UNKNOWN

WA EETHHAENGAE ID (PID) Foit 42 4 R 642t o

P pu
EAEFAE R L (38 x)
1A (BPmB| b BTG H4) o

2 T894 &% SO_ACCEPTON

[e}

A unix

(8T
W)

A ACC ) * SO _WAITDATA (

& SO_NOSPACE ( N ) o

SOCK_DGRAM , SOCK_STREAM , SOCK_RAW , SOCK_RDM |,
SOCK_SEQPACKET , SOCK_PACKET , UNKNOWN .

FREE , LISTENING , CONNECTING , CONNECTED |,
DISCONNECTING , (empty) , UNKNOWN .
EEFIHH R T Ao

HAEEFGHEZNAREZID (PID) fo#t 2444 o

RAFRR BT RAEGREE o

FEEATHNEEMEE (RSB TR

) My HMERAAT TR :



(1) Proto - EZ#FEMEWIL (tcp>udp*raw) ° (4) Local Address -
EHEFAKNMAFH T F o (5) Foreign Address - £3EFias# 693uhtFes¥
o5 A TEEFt (6) State - RAKRAR GIER AR

A i LISTEN #= ESTABLISHED ° AlH ERAMTAEFIINERT » HEHY
BEERXBIANEFFOCRERET » AZMFFILT > netstat LR EFEF T o

ip £—MNEMT ifconfig 8 BAY RS - €k B iproute2 £
o ATAEE—-R¥#,: ifconfig ° THIHMHE

userl@vml:~$ sudo ip addr show
1: lo: <LOOPBACK, UP,LOWER_UP> mtu 16436 qdisc noqueue state UNKN
OWN

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/8 scope host 1lo

inet6 ::1/128 scope host

valid_1ft forever preferred_lft forever
# (1) (2) (3) (4) (5) (6)
(8) (9)

2: ethO: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 qdisc pfifo_
fast state UP glen 1000

link/ether 08:00:27:d4:45:68 brd ff:ff:ff:ff:ff:ff # (9
), (10), (11)
inet 10.0.2.15/24 brd 10.0.2.255 scope global etho # (1
2), (13), (14)
inet6 fe80::a00:27ff:fed4:4568/64 scope link # (1
5), (16)
valid_1ft forever preferred_lft forever # (1

7), (18), (19)

BlAE » B kA A &KL etho LA 258 :



F H it
(1) BROADCAST CTUR—RIEC TR ML ERE
(2) MULTICAST B AR FE A IR RIE 6
(3) UP TRAKM  BHRE
(4) LOWER_UP B EEE L1 &FB (A Linux2.6.17 #2)
(5) MTU B R AL R B4
(6) qdisc BERIL » AR EZAETHEE K%
(8) State MIR A (BIRAL?)
(9) glen & B FIE B89 55 R R KB
(10) link 47 3 %
(11) ether HEEA > MAC ik
(12) brd BRI E (W3E) T i3kt
(13) inet IPv4 33k ik b ik
(14) brd IPv4 7 45
(15) scope IPvAXshE 8B (£ > 4655 - 4 5)
(16) inet6 IPV6 Huhk 3k Mok
(17) scope IPVEHhLJE B (£ » 4655 » 4 5)
(18) valid_|Ift IPV6 77 Hu ik 6 4% 5 o
(19) preffered_Ift IPv6 7k 3uhk ¥ 4% %

REGZ5BMELAZREFERE (5 ifconfig 4R ) o

ss AREZBEAY B9 %K netstat ° XZ T =B E »
%]

s A a1



userl@vml:~$ sudo ss -ap | cut -cl1l-200

State Recv-Q Send-Q Local Address:Port Peer Address
:Port

LISTEN 0 128 *sunrpc *
P * users: (("portmap",580,5))

LISTEN 0] 128 :::8sh

P * users:(("sshd",900,4))

LISTEN 0] 128 *:ssh *
P * users:(("sshd", 900, 3))

LISTEN 0] 20 iilismtp

P * users:(("exim4",1111,4))

LISTEN 0] 20 127.0.0.1:smtp *
P * users:(("exim4",61111,3))

LISTEN 0] 128 *:36286 *
P * users:(("rpc.statd",610,7))

ESTAB 0] (C] 10.0.2.15:ssh 10.0.2.2
152191 users:(("sshd",12023,3), ("sshd",12026, 3))

ESTAB 0] C] 10.0.2.15:ssh 10.0.2.2

148663 users:(("sshd",11792,3), ("sshd",11794,3))

TR TAEED » E4EfedE 0t o {25 W& 3R b9 2 R4 =T LAE A JUAS 4455 B
e85 B

userl@vmi:~$ sudo route -n
Kernel IP routing table

# (1) (2) (3) (4) (5) (6)
(7) (8)
Destination Gateway Genmask Flags Metric Ref
Use Iface
10.0.2.0 * 255.255.255.0 u (0] 0]
0 etho
default 10.0.2.2 0.0.0.0 uG 0 0
0 etho

userl@vml:~$ sudo netstat -nr
Kernel IP routing table #

(9)
Destination Gateway Genmask Flags MSS Wind
ow 1irtt Iface
10.0.2.0 0.0.0.0 255.255.255.0 U 00
0 etho
0.0.0.0 10.0.2.2 0.0.0.0 uG 00
0 etho
userl@vml:~$ sudo ip route show
# (10) (11) (12) (13) (14)
10.0.2.0/24 dev eth® proto kernel scope link src 10.0.2.15
#(15) (16)

default via 10.0.2.2 dev eth0

EERNB—REAETE



FB F
(D1€):stination B 4% F % 3, B 45 240 o
g;teway RIS, ¢ 0 ke RAARE G o
(3) B Az M 269464 5 255.255,255,255 A EAHLH
Genmask % 0.0.0.0 AKIAEE o
(4) Flags Up, Host, Gateway, Reinstate, Dynamically installed, Modified,

9 Addrconf, Cache entry, ! reject.
(5) Metric BARG9“SE & AT UAREKTHE) - RANABTERNE » 128
WFPHABETRERE o
(6) Ref BAR 89 5] Aok % (f& Linux AAd RI&H) o
(7) Use By B8R E e
ace % G
(8) If ATEABEE » R eL694
(9) irt i RTT (FRE1) o AAtE A€ RB M &MEN TCP itk
¥ AR (TRRR) 5% -

S&M%k Fl A B 2820 Bl A A ©
(11) dev BFTREAREGN» RiEHENED
(12) proto man ip /RTPROTO : redirect, kernel, boot, static, ra
(13) scope man ip /SCOPE_WALUE : global, site, link, host
(14) src BB AT AR & 69 B AR i o 4Rk dF 09 R Ak o
(15) o <)
default RINF X o2k
(15) dev BFRAREGN» LEHFENED

B ERTH8

e (1)
(2)

Destination - B A& M % R B & LA °
Gateway - Pl X3ibsk * > wREAXENE - KINEERE > R

AARHIE T EARHAR X » MAF AL ZM X R EFIEE o
e (3) Genmask - BA=M% M %44 ; 255,255,255.255 # EAHUH

A% 0
e (8)

0.0.0.0 A IAKE o
Iface - A TRXANEKG » REHGGHED -

netstat ## route &9AFE 2 T ip route show -89 A F 8 »
MNAED o REAKSZT | RR— 0 R ERMFEE LK o

AREGVE—
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1L A
1: sudo aptitude install uml-utilities
2: sudo tunctl -t tap® -u userl
3: 1s -al /sys/devices/virtual/net/tap0®
4: sudo ifconfig tap® 10.1.1.1 netmask 255.255.255.0
5: sudo ifconfig
6: sudo route
7: ping 10.1.1.1 -c 2
8: sudo ifconfig tap®@ down
9: ping 10.1.1.1 -c 2

10: sudo ifconfig tap® up

11: sudo ip a a 10.2.2.2/24 brd + dev tap0o
12: sudo ifconfig

13: sudo route

14: ip a s

15: ip r s

16: ping 10.2.2.2 -c 2

17: sudo ip link set dev tap® down

18: ip a s

19: ip r s

20: ping 10.2.2.2 -c 2

21: sudo tunctl -d tapo

22: ip a s

23: 1s -al /sys/devices/virtual/net/tap0

A B4t 4

userl@vml:~$ sudo aptitude install uml-utilities
The following NEW packages will be installed:

libfuse2{a} uml-utilities
0 packages upgraded, 2 newly installed, O to remove and O not up
graded.
Need to get 0 B/205 kB of archives. After unpacking 737 kB will
be used.
Do you want to continue? [Y/n/?]
Selecting previously deselected package libfuse2.
(Reading database ... 39616 files and directories currently inst
alled.)
Unpacking libfuse2 (from .../libfuse2_2.8.4-1.1_amd64.deb)
Selecting previously deselected package uml-utilities.
Unpacking uml-utilities (from .../uml-utilities_20070815-1.1_amd
64.deb)
Processing triggers for man-db ...
Setting up libfuse2 (2.8.4-1.1)



Setting up uml-utilities (20070815-1.1)

Starting User-mode networking switch: uml_switch.
userl@vml:~$ sudo tunctl -t tap® -u userl

Set 'tap@' persistent and owned by uid 1000
userl@vmli:~$ 1ls -al /sys/devices/virtual/net/tap0®
total ©
drwxr-xr-x
drwxr-xr-x

root root O Jul 11 05:33
root root O Jul 11 05:33 ..
root root 4096 Jul 11 05:33 address

4
4
-r--r--r-- 1
-r--r--r-- 1 root root 4096 Jul 11 05:33 addr_len
-r--r--r-- 1 root root 4096 Jul 11 05:33 broadcast
-r--r--r-- 1 root root 4096 Jul 11 05:33 carrier
-r--r--r-- 1 root root 4096 Jul 11 05:33 dev_id
-r--r--r-- 1 root root 4096 Jul 11 05:33 dormant
-r--r--r-- 1 root root 4096 Jul 11 05:33 duplex
-r--r--r-- 1 root root 4096 Jul 11 05:33 features
-rw-r--r-- 1 root root 4096 Jul 11 05:33 flags
-r--r--r-- 1 root root 4096 Jul 11 05:33 group
-rw-r--r-- 1 root root 4096 Jul 11 05:33 ifalias
-r--r--r-- 1 root root 4096 Jul 11 05:33 ifindex
-r--r--r-- 1 root root 4096 Jul 11 05:33 iflink
-r--r--r-- 1 root root 4096 Jul 11 05:33 link_mode
-rw-r--r-- 1 root root 4096 Jul 11 05:33 mtu
-r--r--r-- 1 root root 4096 Jul 11 05:33 operstate
-r--r--r-- 1 root root 4096 Jul 11 05:33 owner
drwXr-xr-x 2 root root 0 Jul 11 05:33 power
-r--r--r-- 1 root root 4096 Jul 11 05:33 speed
drwXxr-xr-x 2 root root ® Jul 11 05:33 statistics
lrwxrwxrwx 1 root root © Jul 11 05:33 subsystem -> ../../../.
./class/net

-r--r--r-- 1 root root 4096 Jul 11 05:33 tun_flags
-rw-r--r-- 1 root root 4096 Jul 11 05:33 tx_queue_len
-r--r--r-- 1 root root 4096 Jul 11 05:33 type
-rw-r--r-- 1 root root 4096 Jul 11 05:33 uevent
userl@vml:~$ sudo ifconfig tap@ 10.1.1.1 netmask 255.255.255.0
userl@vml:~$ sudo ifconfig
etho Link encap:Ethernet Hwaddr 08:00:27:d4:45:68
inet addr:10.0.2.15 Bcast:10.0.2.255 Mask:255.255.25
5.0
inet6 addr: fe80::a00:27ff:fed4:4568/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:64040 errors:0 dropped:0 overruns:0 frame:0
TX packets:44578 errors:0 dropped:0 overruns:0 carrier

collisions:0 txqueuelen:1000
RX bytes:19663646 (18.7 MiB) TX bytes:25043918 (23.8
MiB)

1o Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:76 errors:0 dropped:0 overruns:Q frame:0



TX packets:76 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:6272 (6.1 KiB) TX bytes:6272 (6.1 KiB)

tap0 Link encap:Ethernet HWwaddr ee:d8:2e:f6:bc:f1l
inet addr:10.1.1.1 Bcast:10.1.1.255 Mask:255.255.255

inet6 addr: fe80::ecd8:2eff:fef6:bcfl/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:1 overruns:Q carrier:0
collisions:0 txqueuelen:500

RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

useri@vmil:~$ sudo route
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
Use Iface
10.0.2.0 * 255.255.255.0 u (0] 0]
0 etho
10.1.1.0 * 255.255.255.0 u (0] 0]
0 tapo
default 10.0.2.2 0.0.0.0 UG (0] 0]
0 etho

useril@vmi:~$ ping 10.1.1.1 -c 2

PING 10.1.1.1 (10.1.1.1) 56(84) bytes of data.

64 bytes from 10.1.1.1: icmp_req=1 ttl=64 time=0.070 ms
64 bytes from 10.1.1.1: icmp_req=2 ttl=64 time=0.027 ms

--- 10.1.1.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001ms
rtt min/avg/max/mdev = 0.027/0.048/0.070/0.022 ms

userl@vml:~$ sudo ifconfig tap® down

useri@vmi:~$ ping 10.1.1.1 -c 2

PING 10.1.1.1 (160.1.1.1) 56(84) bytes of data.

64 bytes from 10.1.1.1: icmp_req=1 ttl=64 time=0.030 ms

64 bytes from 10.1.1.1: icmp_req=2 ttl=64 time=0.024 ms

--- 10.1.1.1 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev = 0.024/0.027/0.030/0.003 ms
userl@vml:~$ sudo ifconfig tap® up
userl@vmli:~$ sudo ip a a 10.2.2.2/24 brd + dev tapoO
userl@vml:~$ sudo ifconfig
etho Link encap:Ethernet Hwaddr 08:00:27:d4:45:68
inet addr:10.0.2.15 Bcast:10.0.2.255 Mask:255.255.25
5.0
inet6 addr: fe80::a00:27ff:fed4:4568/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:64088 errors:0 dropped:0 overruns:0 frame:0
TX packets:44609 errors:0 dropped:® overruns:0 carrier

collisions:0 txqueuelen:1000



RX bytes:19667480 (18.7 MiB) TX bytes:25049771 (23.8

MiB)
lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:84 errors:0 dropped:0 overruns:Q frame:0
TX packets:84 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:6944 (6.7 KiB) TX bytes:6944 (6.7 KiB)
tap0 Link encap:Ethernet Hwaddr ee:d8:2e:f6:bc:f1
inet addr:10.1.1.1 Bcast:10.1.1.255 Mask:255.255.255
.0

inet6 addr: fe80::ecd8:2eff:fef6:bcfl/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:9 overruns:0 carrier:0
collisions:0 txqueuelen:500
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

userl@vml:~$ sudo route

Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref
Use Iface
10.2.2.0 * 255.255.255.0 u (0] 0]
0 tapo
10.0.2.0 * 255.255.255.0 u (0] 0]
0 etho
10.1.1.0 * 255.255.255.0 u (0] 0]
0 tapo
default 10.0.2.2 0.0.0.0 UG (0] 0]
0 etho

userl@vmli:~$ ip a s
1: lo: <LOOPBACK, UP,LOWER_UP> mtu 16436 qdisc noqueue state UNKN
OWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1lo
inet6 ::1/128 scope host
valid 1ft forever preferred_1ft forever
2: ethO: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 qdisc pfifo_
fast state UP gqlen 1000
link/ether 08:00:27:d4:45:68 brd ff:ff:ff:ff.ff.ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global etho
inet6 fe80::a00:27ff:fed4:4568/64 scope link
valid_1ft forever preferred_lft forever
12: tap0O: <BROADCAST, MULTICAST,UP, LOWER_UP> mtu 1500 gdisc pfifo
_fast state UNKNOWN glen 500
link/ether ee:d8:2e:f6:bc:fl1 brd ff:ff:ff:ff.ff.ff
inet 10.1.1.1/24 brd 10.1.1.255 scope global tap®
inet 10.2.2.2/24 brd 10.2.2.255 scope global tap®
inet6 fe80::ecd8:2eff:fef6:bcf1/64 scope link
valid_1ft forever preferred_lft forever



userl@vmli:~$ ip r s

10.2.2.0/24 dev tap® proto kernel scope link src 10.2.2.2
10.0.2.0/24 dev eth® proto kernel scope link src 10.0.2.15
10.1.1.0/24 dev tap® proto kernel scope link src 10.1.1.1
default via 10.0.2.2 dev etho

userl@vmi:~$ ping 10.2.2.2 -c 2

PING 10.2.2.2 (10.2.2.2) 56(84) bytes of data.

64 bytes from 10.2.2.2: icmp_req=1 ttl=64 time=0.081 ms

64 bytes from 10.2.2.2: icmp_req=2 ttl=64 time=0.025 ms

--- 10.2.2.2 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev = 0.025/0.053/0.081/0.028 ms
userl@vml:~$ sudo ip link set dev tap0 down
userl@vmli:~$ ip a s
1: lo: <LOOPBACK, UP,LOWER_UP> mtu 16436 qdisc noqueue state UNKN
OWN

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/8 scope host 1lo

inet6 ::1/128 scope host

valid_1ft forever preferred_lft forever

2: ethO: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 qdisc pfifo_
fast state UP glen 1000

link/ether 08:00:27:d4:45:68 brd ff:ff:ff:ff:ff:ff

inet 10.0.2.15/24 brd 10.0.2.255 scope global etho

inet6 fe80::a00:27ff:fed4:4568/64 scope link

valid_1ft forever preferred_lft forever

12: tap0O: <BROADCAST, MULTICAST> mtu 1500 qdisc pfifo_fast state
DOWN glen 500

link/ether ee:d8:2e:f6:bc:fl brd ff:ff:ff:ff:ff:ff

inet 10.1.1.1/24 brd 10.1.1.255 scope global tap®

inet 10.2.2.2/24 brd 10.2.2.255 scope global tap®
userl@vmli:~$ ip r s
10.0.2.0/24 dev eth® proto kernel scope link src 10.0.2.15
default via 10.0.2.2 dev etho
userl@vmi:~$ ping 10.2.2.2 -c 2
PING 10.2.2.2 (10.2.2.2) 56(84) bytes of data.
64 bytes from 10.2.2.2: icmp_req=1 ttl=64 time=0.037 ms
64 bytes from 10.2.2.2: icmp_req=2 ttl=64 time=0.024 ms

--- 10.2.2.2 ping statistics ---
2 packets transmitted, 2 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev = 0.024/0.030/0.037/0.008 ms
userl@vml:~$ sudo tunctl -d tap©O
Set 'tap@' nonpersistent
userl@vmli:~$ ip a s
1: lo: <LOOPBACK, UP,LOWER_UP> mtu 16436 qdisc noqueue state UNKN
OWN

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00

inet 127.0.0.1/8 scope host 1lo

inet6 ::1/128 scope host

valid_1ft forever preferred_lft forever

2: ethO: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 qdisc pfifo_



fast state UP glen 1000

link/ether 08:00:27:d4:45:68 brd ff:ff:ff:ff:ff:ff

inet 10.0.2.15/24 brd 10.0.2.255 scope global eth@

inet6 fe80::a00:27ff:fed4:4568/64 scope link

valid_1ft forever preferred_1ft forever

userl@vml:~$ 1ls -al /sys/devices/virtual/net/tap®
1s: cannot access /sys/devices/virtual/net/tapO: No such file or
directory
userl@vmi:~$

R

1. REALRAG (EP) FEoegRM4a o

2. RlEMHED tape -

3. ATHP Ak R ZL » EPMAFHAE  HF o b RERL A -

4. % IP i 10.1.1.1/24 &mE| tapo o

5. AT ZATH T RA ©

6. ATH L AHBHAKE cFEZ&Z > Linux B34 tape HiwdiHkd o

7. B @ HE K% ICMP © 245 K#%3E &k MK tapo o

8. 1% tapo %A DowN KA (MFH) o

9. AR AREKE ICMP & Rk R£&IB 6k MK tape o 2 4569 It e AR K AR A

B LBZABRTIAIAE » RECBZIZAT o

10. ¥ tapo %A up KA (BH) o

11. ® tap® Nzl shegIPXuit 10.2.2.2/24 ° ip aa & ip addr add %94
BRRA o ZA + 8923 REEMWAET A TRILE -

12. TP S ATH R A © & ifconfig REFI LA ip T ERmEGH IP 3
Ao A2 ? GAEM AR o

13. ATPP AT B & o HE & o Linux B34 tape Hhm T —&¥&d o

14. 18 ip TRATIP S AE O RE o RTAAER L4 B #H Rty ik o

15. & f ip T RATPHPRATEIRd £ o

16. AL @)L L% ICMP ©& 215 K/ L > kMK net tapo &9 IP Hik o

17. % tapo %A DOWN KA °

18. AT B ATHE T RS ©

19. ATHP B AR B A LKE - HiE&E > tapo ol AshMrk o

20. B @ HE L% ICMP © 25 R4 L » MK net tapd # IP ik o XK
Ao A2 ?

21. MR D tape o

22. AT L AEORAE o tape THL

23. ZF &A1 > tapo EPH FHAELEZAT o

M A AR

e # X man ifconfig ° man ip °* man netstat °® man ss °
o % tape & T XHKRAE » A4 2 ping AR ?
e brd + HEELEIMFA?



o A2 ifconfig LEF|BAER ip Ake g3k ?



%3] 25 : M% : B E L
% » /etc/network/interfaces

J& 3L : Exercise 25. Networking: configuration files, /etc/network/interfaces
2 )
L : CC BY-NC-SA 4.0

B S XK gk E0 %
IR AT B B W 3 0 A ARAF G o A2 2 AR AE 2 3] e Tk vml B FHEE M 44
T o ks R34 T AR /etc/network/interfaces B E LAF :

userl@vmli:~$ cat /etc/network/interfaces

# This file describes the network interfaces available on your s
ystem

# and how to activate them. For more information, see interfaces

(5).

# The loopback network interface
#(1) (2)

auto lo

#(3) (4)(5) (6)

iface lo inet loopback

# The primary network interface
#(7) (8)
allow-hotplug etho

#(9)  (10) (11) (12)

iface eth® inet dhcp

BAzE —H o FRALMM
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1: ip a s
2: sudo vim /etc/network/interfaces
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3: auto tap®
4: iface tap0 inet static

5 address 10.1.1.2

6: netmask 255.255.255.0
7 tunctl_user uml-net

8

9: allow-hotplug tapi

10: iface tapl inet static

11: address 10.1.1.3

12: netmask 255.255.255.0

HALSEN 1wq<ENTER> FF4K%E .

13: sudo /etc/init.d/networking start
14: ip a s

15: sudo tunctl -t tapl -u uml-net
16: ip a s

Rk 24T 4

userl@vmi:~$ ip a s
1: lo: <LOOPBACK, UP,LOWER_UP> mtu 16436 qdisc noqueue state UNKN
OWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: eth®: <BROADCAST, MULTICAST,UP, LOWER_UP> mtu 1500 gdisc pfifo_
fast state UP glen 1000
link/ether 08:00:27:d4:45:68 brd ff:ff:ff:ff:ff:ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global etho
inet6 fe80::a00:27ff:fed4:4568/64 scope link
valid_1ft forever preferred_lft forever
userl@vml:~$ sudo vim /etc/network/interfaces
# and how to activate them. For more information, see interfaces

(5).

# The loopback network interface
auto lo
iface lo inet loopback

# The primary network interface
allow-hotplug etho
iface etho® inet dhcp

auto tap@
iface tap0@® inet static



address 10.2.2.2
netmask 255.255.255.0
tunctl_user uml-net

allow-hotplug tapl
iface tapl inet static
address 10.3.3.3
netmask 255.255.255.0
"/etc/network/interfaces" 21L, 457C written 21,1-8
Bot
userl@vml:~$ sudo /etc/init.d/networking start
Configuring network interfaces...Set 'tap®' persistent and owned
by uid 104 done.
userl@vmli:~$ ip a s
1: lo: <LOOPBACK, UP,LOWER_UP> mtu 16436 qdisc noqueue state UNKN
OWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1lo
inet6 ::1/128 scope host
valid 1ft forever preferred_1ft forever
2: ethO: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 qdisc pfifo_
fast state UP glen 1000
link/ether 08:00:27:d4:45:68 brd ff:ff:ff:ff.ff:ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global etho
inet6 fe80::a00:27ff:fed4:4568/64 scope link
valid 1ft forever preferred_1ft forever
3: tap0O: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_
fast state UNKNOWN glen 500
link/ether 46:63:30:70:b5:21 brd ff:ff:ff:ff.ff.ff
inet 10.2.2.2/24 brd 10.2.2.255 scope global tap®
inet6 fe80::4463:30ff:fe70:b521/64 scope link
valid_1ft forever preferred_lft forever
userl@vmli:~$ sudo tunctl -t tapl -u uml-net
Set 'tapl' persistent and owned by uid 104
userl@vmli:~$ ip a s
1: lo: <LOOPBACK, UP,LOWER_UP> mtu 16436 qdisc noqueue state UNKN
OWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1lo
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: eth®: <BROADCAST,MULTICAST,UP, LOWER_UP> mtu 1500 qdisc pfifo_
fast state UP glen 1000
link/ether 08:00:27:d4:45:68 brd ff:ff:.ff:ff.ff.ff
inet 10.0.2.15/24 brd 10.0.2.255 scope global etho
inet6 fe80::a00:27ff:fed4:4568/64 scope link
valid_1ft forever preferred_lft forever
3: tap0O: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc pfifo_
fast state UNKNOWN glen 500
link/ether 46:63:30:70:b5:21 brd ff:ff:ff:ff.ff:ff
inet 10.2.2.2/24 brd 10.2.2.255 scope global tap®
inet6 feB80::4463:30ff:fe70:b521/64 scope link



valid_1ft forever preferred_lft forever
4: tapl: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_
fast state UNKNOWN glen 500
link/ether 8a:ed:90:33:93:55 brd ff:ff:ff:ff:ff:ff
inet 10.3.3.3/24 brd 10.3.3.255 scope global tapi
inet6 fe80::88ed:90ff:fe33:9355/64 scope link
valid_1ft forever preferred_lft forever
userl@vmi:~$

B
4%
Mo
R

TS AT O RE o

Y% /etc/network/interfaces °

B #EE tapd o

A tapd XEAT IPv4 #8554

¥ IP 3k 10.2.2.2 Hw% tapo °

A3 |P 3uALAE E M &AL ~ ST M T B B XA ARG 3l o
RBEMA tapo HEOHA P o

W T TR EAT o

£ tapl HOUBAAERLFE » Rmd THE o

10. % tapl & E AT IPv4 # 4 5% -

11. 4 IP 33k 10.3.3.3 #cfwébtapl ©

12. A IP Hitds & W %380 o

13. 2 A M BB E & 7K o

14, ATHP B AT OB E o RTAEFF tapo WA EFEZ| L F o

15. e tapl D

16. AT¥P Z AT# 0 B & o 1R 7T LA 2| Jetc/network/interfaces ¥ 45 & 69 % 4k & #h &2
Teo

©CONOOH W=

A R

° ,iﬁ:ﬂ}]_ﬁa/fal-% Hj‘“]»ﬂ]é,guﬁpu}.‘—#éu?g‘%i °
o ZXHEA . ping kitty o MHSKM o MARW—A %A
3] /etc/hosts * VAMEARALYS R IMAT ping o



%5 26 : M% : e IEAE > iptables

J& 3L : Exercise 26. Networking: packet filter configuration, iptables
#FHE A
7L : CC BY-NC-SA 4.0
B F 3R R S qkEniE
IEE LG M4 R E A L8 iptables kT4 :

iptables £F—AMAFARAREF » ATALEEREE W Linux AL K3
(ZIAA K F 8 Neffilter 123k ) REBEEG K » AR EH 95 F AN o RF A
Mg a2 F B Al AT AR 69 5 iptables ¥ AT IPv4 > ip6tables i&
F1-T IPv6 » arptables i T ARP* ebtables ZEHTAKK M o

ATHME » RLA T AATHA :

e LINKTYPE LINUX_SLL - tcpdump PA%&%&E thiL o

o VLR MK - VA K P4k 5% b 69 BB ELAR A VA K R L o WA 4 e Aeds 5 [ A
FHes o BT sk > BAAAKPIMATA — Ak 0 LAFAEH RA B 4z MAC 33k o
AYG R ER A B AT IR 0 B %W Ay AL (Blde 0 IR L) B
FEAT K30 o % MUA 32 AR U AR (CRC) £ % » AT N4% 4 F £3589
AT o

o IPv4 k3 - IP 3 & L5 kA A B 5 o IPv4 3 k3 d 14 NFHR A
R EFAZANAELFY c BT ONFERATRY » TS MG L
A . options °

o TCP FAZAH - szl hbldE 2k B FIB R EIE » KA 2Bk > H il
TCP k3 k@22 TCP ¥ - TCP B ARG WA X RZBHEM Bl (IP) &kIEHR -
TCP B 2“5 &3 6, » TCP A T 5t 7 L 4k3B” o

REREER > LR R —%5d

o MiAMEERABMLE  EIRESABLEERTC (EXRRAARIRE
4F) o
o BAh A LM IP HAM T & - FBLCRARGF X FZH o
o K TCP # % & #4748 Bl 421k -
o 1% Linux M%MLAN22 o LRI HERIT » BACEERINZBKEMZAHRT
A8y o

tuAe Peter Harrison 8940 7545 % » KA DA FIFH4E L iptables T o W RMBIUK
R HRME ARG o

2% RE KT EER > H ERIBEIRG—ANEFTHEOFLT » BT AT
# iptalbes AFYAZE o« F—HFHLTELEMY :


https://archive.fo/D3zbt
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
http://en.wikipedia.org/wiki/Iptables
http://www.tcpdump.org/linktypes/LINKTYPE_LINUX_SLL.html
http://en.wikipedia.org/wiki/Ethernet_frame%23Header
http://en.wikipedia.org/wiki/IPv4_header%23IPv4%20header
http://en.wikipedia.org/wiki/Transmission_Control_Protocol%23TCP_segment_structure
http://www.iptables.org/documentation/HOWTO//networking-concepts-HOWTO-3.html%23ss3.1
http://www.linuxhomenetworking.com/wiki/index.php/Quick_HOWTO_:_Ch14_:_Linux_Firewalls_Using_iptables

iptables - AT 4 Linux A FRE » P E IPv4 @ RANRGFRF o
TRAELIUANATE G & o BAXEEEARNEMS » HFALETAELERA P T LG4k o
ip6tables - AT IPv6 8940 R A & o 4& - 7T LA IL e — 4L 4038 69 N 5] & o 4
AMAET o def TR IR IT A BB 6, o IWARN Bz » ETREAAFR L T8 A
PR BEE o AR - KGN AR G B a7 A AR o R EIE &
R > LB FT =N 5 e RELE > T —/2NN & B Az 694848

0 GAETT AR PR SUEE 09 8 AR RAF R —

ACCEPT -1it#&Lifiid o DROP - K #%IE S EFH o QUEUE - K#BEaIEHLA P
%A o RETURN - #%.kimimsbés » &2 E—A (BAA) 69T —/ 0 &k

B oo REKBTRHEMOER » RAENE#FO—AFA RETURN #9FLN] I E & -
fEREIG T B AR AT T HIE QLG iE o

ML RAVE B HH 25N R Fa ] B G4k
k4 M B 5 i
RIEIZHNTERES NOTRACK Hiz& 4 69%

FEIRIZ O F s o B VLR F 0918

raw £ netfilter T FiEM > Hk
£ ip_conntrack HALFTHAL IP & Z AT
J§ o
PREROUTING J1T 2 B4 M 4% 0 3| 1k 693 69, o
OUTPUT T AM 424 s b3t &, o
mangle GARTHEITGRIEL R
PREROUTING Ji T A2 %6 o XA B2 B BRI 8, o
OUTPUT F T 42 38 AT B AR A R 0 2R & o
INPUT T 2 A RALEg BB & o
FORWARD T2 A & o
POSTROUTING AT 5% a4t A » & E -
nat LB EHEFORIE LR ALK -
PREROUTING AT—2 8B a#k  hELE -
OUTPUT J T A2 #6 s AT B AU AR 89 2B 6 o
POSTROUTING AT 5% a4t A » e -
filter ERAKIANE (REAHEAN -t &) o
INPUT RATRAEREREFORIEC o
FORWARD AT A e o
OUTPUT AT AR A B3I 6



W) s BRATEEFE A CETofTEME o REINKGKATHEM > £ TCP Hrix
o netcat w vml XiFE—/FH % Hello world! ° netcat #h1% cat —# >
{e it W% o AY

1. 8% A7 — %0 280 L FIHKELT Linux KA PCor» FTARRRZ XK &
e .

(My home PC) --> vm1:80

2. RIEZIANAMAAE] iptables ° ki12F iptables A EGFKIE L& £ T AT
% o

sudo iptables -t raw -A PREROUTING -p tcp -m tcp --dport 80 -j T
RACE

sudo iptables -t raw -A INPUT -p tcp -m tcp --sport 80 -j TRACE

LAKE vml L8 iptables N E :



root@vml:/home/userl# for i in raw mangle nat filter ; do echo -

e "\n----- " TABLE: $i '----- ', iptables -t $i -L ; done

----- TABLE: raw -----

Chain PREROUTING (policy ACCEPT) target prot opt source
destination

TRACE tcp -- anywhere

anywhere tcp dpt:www

Chain OUTPUT (policy ACCEPT) target prot opt source
destination

TRACE tcp -- anywhere

anywhere tcp spt:www

----- TABLE: mangle -----

Chain PREROUTING (policy ACCEPT) target prot opt source
destination

Chain INPUT (policy ACCEPT) target prot opt source
destination

Chain FORWARD (policy ACCEPT) target prot opt source
destination

Chain OUTPUT (policy ACCEPT) target prot opt source
destination

Chain POSTROUTING (policy ACCEPT) target prot opt source
destination

————— TABLE: nat -----

Chain PREROUTING (policy ACCEPT) target prot opt source
destination

Chain POSTROUTING (policy ACCEPT) target prot opt source
destination

Chain OUTPUT (policy ACCEPT) target prot opt source
destination

----- TABLE: filter -----

Chain INPUT (policy ACCEPT) target prot opt source
destination

Chain FORWARD (policy ACCEPT) target prot opt source
destination

Chain OUTPUT (policy ACCEPT) target prot opt source
destination

RITAEE > BRAELEAMNT o A—FEF iptables MM 7 X » A4k
K iptables-save I E :



root@vmi:/home/userl# iptables-save

# Generated by iptables-save v1.4.8 on Fri Jul 13 08:09:04 2012
#(1)

*mangle

#(2) (3) (4) (5)

:PREROUTING ACCEPT [15662:802240]

: INPUT ACCEPT [15662:802240]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [12756:3671974]

:POSTROUTING ACCEPT [12756:3671974]

COMMIT

# Completed on Fri Jul 13 08:09:04 2012

# Generated by iptables-save v1.4.8 on Fri Jul 13 08:09:04 2012
*nat

:PREROUTING ACCEPT [18:792]

:POSTROUTING ACCEPT [42:2660]

:OUTPUT ACCEPT [42:2660]

COMMIT

# Completed on Fri Jul 13 08:09:04 2012

# Generated by iptables-save v1.4.8 on Fri Jul 13 08:09:04 2012
*raw

:PREROUTING ACCEPT [15854:814892]

:OUTPUT ACCEPT [12855:3682054]

-A PREROUTING -p tcp -m tcp --dport 80 -j TRACE

-A OUTPUT -p tcp -m tcp --sport 80 -j TRACE

COMMIT

# Completed on Fri Jul 13 08:09:04 2012

# Generated by iptables-save v1.4.8 on Fri Jul 13 08:09:04 2012
*filter

: INPUT ACCEPT [35107:2459066]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [26433:10670628]

COMMIT

# Completed on Fri Jul 13 08:09:04 2012

iptables-save FH 4 THT & :

78 i
(1) A4 AR
2) 48 4 A
(3) R
(4) ENCA
(5) FH I

3. % 2% nc KEUHo 80:



nc -1 80

4. K ovml REFHFE

echo 'Hello, world!' | nc localhost 80

T e LKA KA PC A= vml 1A 69 34k -

08:00:05.655339 IP 10.0.2.2.51534 > 10.0.2.15.80: Flags [S], seq
4164179969, win 65535, options [mss 1460], length 0
08:00:05.655653 IP 10.0.2.15.80 > 10.0.2.2.51534: Flags [S.], se
g 4149908960, ack 4164179970, win 5840, options [mss 1460], leng
th 0

08:00:05.655773 IP 10.0.2.2.51534 > 10.0.2.15.80: Flags [.], ack
1, win 65535, length 0

08:00:05.655868 IP 10.0.2.2.51534 > 10.0.2.15.80: Flags [P.], se
g 1:15, ack 1, win 65535, length 14

08:00:05.655978 IP 10.0.2.15.80 > 10.0.2.2.51534: Flags [.], ack
15, win 5840, length 0

08:00:10.037978 IP 10.0.2.2.51534 > 10.0.2.15.80: Flags [F.], se
g 15, ack 1, win 65535, length ©

08:00:10.038287 IP 10.0.2.15.80 > 10.0.2.2.51534: Flags [F.], se
g 1, ack 16, win 5840, length 0

08:00:10.038993 IP 10.0.2.2.51534 > 10.0.2.15.80: Flags [.], ack
2, win 65535, length 0

TRV » BB LT L e o A > L RMNIFITHE— A3 & o



#
(17)

(13) (15)

(25)

(14) (16) (20)

08:00:05.655339 IP 10.0.2.2.51534 > 10.0.2.15.80: Flags [S], seq
4164179969, win 65535,

# (8)

(9)

options [mss 1460], length 0

OX0000:

Ox0030:

(1) (2) (3)

(4) (5)

0000 0001 0006

(6) (7) (8)

5254 0012 3502 0000 0860 ......

(9)(10,11)(12) (13)
/\/\

4500 002c abO6

(14) (15)

0000 4006 c2b5 0abO 0202 E..,..

(16) (17) (18)

0abkd 020f c94e

(19,20)(21) (22)

/\/\

0050 834 5801 0000 0OBO ..... N

(23) (24) (25)

6002 ffff 6641

AV EF o) FEA AL

DOD  OSI #
WAz AE

| o
3
s S

LM M%

ta F

LINUX_SLL
31

IPv4 33

0000 0204 05b4 0000 L fA
F o
@ A 3t

(1)  Hexs

(2) ARPHRD_ £ #!

(3) 4% 2 (MAC) Huik k&
(4) 432 (MAC) /Rt
(5)  HILEA (IP)

(6) WA s BERM K KE 0 E5MR
%R L B XA Kl Fe,

7))  EkRE

(8) iy 2R TR IP #4B R 8
By —rHAT

9) A& Bt
(10) A B (TTL)
(1) Witk



(12) k&t

(13) R IP 363t

(14) B4z IP bt
i th i TCP 4 (15) R TCPs#w
(16) B4z TCPs# o
(17) TCP #n# 57 %

ACK % 558 (B8 » i FER

18 g r3ta)
(19)

(20) SYN TCP 4%
(21)  TCP % o X/
(22) TCP %34e
(23) KEfa4t

(24) THFHEOFH

TCP A A& A (AR EA

(29 40 %)

L&KM AA iptables ¥ BAHERAETHZ :



#(1)(2) (3) (4)  (5) (6) (7) (8) (

9) (10) (11) (12)

raw: PREROUTING: policy:2 IN=eth@ OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

# (13)  (14) (15) (16) (17
) (18) (19) (20)

LEN=44 T0S=0x00 PREC=0x00 TTL=64 ID=
40966 PROTO=TCP SPT=51534 DPT=80
# (21) (22) (23) (2
4) (25)(26) (27)

SEQ=4164179969 ACK=0 WINDOW=65535 RE
S=0x00 SYN URGP=0 OPT (020405B4)
mangle:PREROUTING:policy:1 1IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=44 T0S=0x00 PREC=0x00 TTL=64 ID=
40966 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179969 ACK=0 WINDOW=65535 RE
S=0x00 SYN URGP=0 OPT (020405B4)
nat:PREROUTING:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=44 TOS=0x00 PREC=0x00 TTL=64 ID=
40966 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179969 ACK=0 WINDOW=65535 RE
S=0x00 SYN URGP=0 OPT (020405B4)
mangle:INPUT:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=44 TOS=0x00 PREC=0x00 TTL=64 ID=
40966 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179969 ACK=0 WINDOW=65535 RE
S=0x00 SYN URGP=0 OPT (020405B4)
filter:INPUT:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=44 TOS=0x00 PREC=0x00 TTL=64 ID=
40966 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179969 ACK=0 WINDOW=65535 RE
S=0x00 SYN URGP=0 OPT (020405B4)

iptables B &6 F BRI ¢



=

o 3t
& Ay
HE L AR
KA (AT R A R%)
AN % 5
N

WmiEo (26 BAH A BRA vmT B &)
MAC sk

B 4% (vm1) MAC
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WALk P
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HAx IP 33k
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M K& A tepdump iAo iptables B & > HHE (2589 2%K) RET
IAZT o o RIS ﬂikﬂ‘«ﬂ RIXAR#» THRERAEHZ - KREVRITIHIIANAR
o AR EF R BATRILE > RTVAMAFR T @ATHE c R EZEDE R AL

o ANFHRUZTEERMTLZ2?EAELE » BFHEI tepdump 8937 H 35 3| R4 3K
eyt h %3t > B%| iptables B& o

Oﬁ%@ﬂﬁzmﬁkfkﬁ7ﬁ%£%A% BIG A s AT A

o AM2ARFH—4FE AT nat RH#ATRE?

LAmE  FE
08:00:05.655339 IP 10.0.2.2.51534 > 10.0.2.15.80: Flags [S], seq

4164179969, win 65535, options [mss 1460], length 0
OX0000: OO0 0001 6 5254 0012 3502 OOOO 60860 ......

RT..5.....

0x0010: 4500 002c ab06 0O0OO 4006 c2b5 0aeO 0202 E..,
@

0x0020: 0ab0 020f c94e 0050 834 5801 00O GOOO ..... N
P.4X.....

0x0030: 6002 ffff 6641 0000 0204 05b4 0000 ... TA
raw:PREROUTING:policy:2 IN=eth® OUT= MAC=08:00:27:d4:45:68:5

2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=44 TOS=0x00 PREC=0x00 TTL=64 ID=
40966 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179969 ACK=0 WINDOW=65535 RE
S=0x00 SYN URGP=0 OPT (020405B4)
mangle:PREROUTING:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=44 TOS=0x00 PREC=0x00 TTL=64 ID=
40966 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179969 ACK=0 WINDOW=65535 RE
S=0x00 SYN URGP=0 OPT (020405B4)
nat :PREROUTING:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=44 TOS=0x00 PREC=0x00 TTL=64 ID=
40966 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179969 ACK=0 WINDOW=65535 RE
S=0x00 SYN URGP=0 OPT (020405B4)
mangle:INPUT:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=44 TOS=0x00 PREC=0x00 TTL=64 ID=
40966 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179969 ACK=0 WINDOW=65535 RE
S=0x00 SYN URGP=0 OPT (020405B4)
filter:INPUT:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=44 TOS=0x00 PREC=0x00 TTL=64 ID=
40966 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179969 ACK=0 WINDOW=65535 RE
S=0x00 SYN URGP=0 OPT (020405B4)


http://nixsrv.com/llthw/ex26/log

08:00:05.655653 IP 10.0.2.15.80 > 10.0.2.2.51534: Flags [S.], se
g 4149908960, ack 4164179970, win 5840, options [mss 1460], leng
th 0

OXx0000: 0004 0001 OOO6 0800 27d4 4568 00O 0800 ......

.'.Eh....
0x0010: 4500 002c 00O 4000 4006 22bc 0abe 020f E..,..
@.@.".....
0x0020: 0alO 0202 0050 c94e f75a 95e0 834 5802 ..... P
.N.Z...4X.
0x0030: 6012 16d0 c224 0000 0204 05b4 a8
raw:OUTPUT:policy:2 IN= OUT=eth® SRC=10.0.2.15 DST=10.0.
2.2

LEN=44 TOS=0x00 PREC=0x00 TTL=64 ID=
© DF PROTO=TCP SPT=80 DPT=51534

SEQ=4149908960 ACK=4164179970 WINDOW
=5840 RES=0x00 ACK SYN URGP=0 OPT (020405B4) UID=0 GID=0
mangle:OUTPUT:policy:1 IN= OUT=eth® SRC=10.0.2.15 DST=10.0.
2.2

LEN=44 TOS=0x00 PREC=0x00 TTL=64 ID=
© DF PROTO=TCP SPT=80 DPT=51534

SEQ=4149908960 ACK=4164179970 WINDOW
=5840 RES=0x00 ACK SYN URGP=0 OPT (020405B4) UID=0 GID=0
filter:OUTPUT:policy:1 IN= OUT=eth® SRC=10.0.2.15 DST=10.0.
2.2

LEN=44 TOS=0x00 PREC=0x00 TTL=64 ID=
© DF PROTO=TCP SPT=80 DPT=51534

SEQ=4149908960 ACK=4164179970 WINDOW
=5840 RES=0x00 ACK SYN URGP=0 OPT (020405B4) UID=0 GID=0
mangle :POSTROUTING:policy:1 IN= OUT=eth® SRC=10.0.2.15 DST=10.0.
2.2

LEN=44 TOS=0x00 PREC=0x00 TTL=64 ID=
© DF PROTO=TCP SPT=80 DPT=51534

SEQ=4149908960 ACK=4164179970 WINDOW
=5840 RES=0x00 ACK SYN URGP=0 OPT (020405B4) UID=0 GID=0

08:00:05.655773 IP 10.0.2.2.51534 > 10.0.2.15.80: Flags [.], ack
1, win 65535, length 0
OX000O: OO0 0001 6 5254 0012 3502 OOOO 60860 ......

RT..5.....
0x0010: 4500 0028 ac07 0000 4006 c2b8 0aeO 0202 E..(..

@.......
0x0020: 0ab0 020f c94e 0050 834 5802 f75a 95el1 ..... N

P.4X..Z..
0x0030: 5010 ffff fObl 00O 0COO OO0 OOGO P.....
raw:PREROUTING:policy:2 IN=eth® OUT= MAC=08:00:27:d4:45:68:5

2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15
LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
40967 PROTO=TCP SPT=51534 DPT=80



SEQ=4164179970 ACK=4149908961 WINDOW
=65535 RES=0x00 ACK URGP=0
mangle:PREROUTING:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
40967 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179970 ACK=4149908961 WINDOW
=65535 RES=0x00 ACK URGP=0
mangle:INPUT:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
40967 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179970 ACK=4149908961 WINDOW
=65535 RES=0x00 ACK URGP=0
filter:INPUT:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
40967 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179970 ACK=4149908961 WINDOW
=65535 RES=0x00 ACK URGP=0

08:00:05.655868 IP 10.0.2.2.51534 > 10.0.2.15.80: Flags [P.], se
g 1:15, ack 1, win 65535, length 14
OX0000: 0000 0001 0006 5254 0012 3502 OGO O8O0 ......

RT..5.....
0x0010: 4500 0036 abO8 OOOO 4006 c2a9 0abkOd 0202 E..6..
@.......
0x0020: 0abd 020f c94e 0050 f834 5802 f75a 95el1 ..... N
P.4X..Z..
Ox0030: 5018 ffff af45 OO0 4865 6¢c6C 6f2C 2077 P....E
..Hello, .w
0x0040: 6f72 6Cc64 210a orld!.
raw: PREROUTING:policy:2 IN=eth® OUT= MAC=08:00:27:d4:45:68:5

2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=54 TOS=0x00 PREC=0x00 TTL=64 ID=
40968 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179970 ACK=4149908961 WINDOW
=65535 RES=0x00 ACK PSH URGP=0
mangle:PREROUTING:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=54 TOS=0x00 PREC=0x00 TTL=64 ID=
40968 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179970 ACK=4149908961 WINDOW
=65535 RES=0x00 ACK PSH URGP=0
mangle:INPUT:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=54 TOS=0x00 PREC=0x00 TTL=64 ID=
40968 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179970 ACK=4149908961 WINDOW
=65535 RES=0x00 ACK PSH URGP=0
filter :INPUT:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15



LEN=54 TOS=0x00 PREC=0x00 TTL=64 ID=
40968 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179970 ACK=4149908961 WINDOW
=65535 RES=0x00 ACK PSH URGP=0

08:00:05.655978 IP 10.0.2.15.80 > 10.0.2.2.51534: Flags [.], ack
15, win 5840, length 0
OXx0000: 0004 0001 EOO6 0800 27d4 4568 00O 0800 ......

.'".Eh....
0x0010: 4500 0028 377c 4000 4006 eb43 0an0 020f E..(7|

@.@..C....
0x0020: 0ald 0202 0050 c94e f75a 95el 834 5810 ..... P

.N.Z...4X.
0x0030: 5010 16d0 d9d3 0000 Pooooc
raw:OUTPUT:policy:2 IN= OUT=eth® SRC=10.0.2.15 DST=10.0.

2.2

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
14204 DF PROTO=TCP SPT=80 DPT=51534

SEQ=4149908961 ACK=4164179984 WINDOW
=5840 RES=0x00 ACK URGP=0
mangle:OUTPUT:policy:1 IN= OUT=eth® SRC=10.0.2.15 DST=10.0.
2.2

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
14204 DF PROTO=TCP SPT=80 DPT=51534

SEQ=4149908961 ACK=4164179984 WINDOW
=5840 RES=0x00 ACK URGP=0
filter:OUTPUT:policy:1 IN= OUT=eth® SRC=10.0.2.15 DST=10.0.
2.2

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
14204 DF PROTO=TCP SPT=80 DPT=51534

SEQ=4149908961 ACK=4164179984 WINDOW
=5840 RES=0x00 ACK URGP=0
mangle :POSTROUTING:policy:1 IN= OUT=eth® SRC=10.0.2.15 DST=10.0.
2.2

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
14204 DF PROTO=TCP SPT=80 DPT=51534

SEQ=4149908961 ACK=4164179984 WINDOW
=5840 RES=0x00 ACK URGP=0

08:00:10.037978 IP 10.0.2.2.51534 > 10.0.2.15.80: Flags [F.], se
g 15, ack 1, win 65535, length ©
OX0000: OO000 0001 0006 5254 0012 3502 0G0 60860 ......

RT..5.....
0x0010: 4500 0028 ab0e 0000 4006 c2bl 0aBeO 0202 E..(..

@.......
0x0020: 0ab0 020f c94e 0050 834 5810 f75a 95el1 ..... N

P.4AX. . Z..
0x0030: 5011 ffff fea2 OO0 O0COO EOOO OOGO P.....

raw:PREROUTING:policy:2 IN=eth® OUT= MAC=08:00:27:d4:45:68:5



2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
40974 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179984 ACK=4149908961 WINDOW
=65535 RES=0x00 ACK FIN URGP=0
mangle:PREROUTING:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
40974 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179984 ACK=4149908961 WINDOW
=65535 RES=0x00 ACK FIN URGP=0
mangle:INPUT:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
40974 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179984 ACK=4149908961 WINDOW
=65535 RES=0x00 ACK FIN URGP=0
filter:INPUT:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
40974 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179984 ACK=4149908961 WINDOW
=65535 RES=0x00 ACK FIN URGP=0

08:00:10.038287 IP 10.0.2.15.80
g 1, ack 16, win 5840, length 0

> 10.0.2.2.51534: Flags [F.], se

OX0000: 0004 0001 006 0800 27d4 4568 QOO 0800 ......
.'.Eh....
0x0010: 4500 0028 377d 4000 4006 eb42 0adO 020f E..(7}
@.@..B....
0x0020: 0alO 0202 0050 c94e f75a 95el f834 5811 ..... P
.N.Z...4X.
0x0030: 5011 16d0 d9dl 0000 P.....

raw:OUTPUT:policy:2

2.2

IN=

LEN=

OUT=eth® SRC=10.0.2.15 DST=10.0.

40 TOS=0x00 PREC=0x00 TTL=64 ID=

14205 DF PROTO=TCP SPT=80 DPT=51534

SEQ=

4149908961 ACK=4164179985 WINDOW

=5840 RES=0x00 ACK FIN URGP=0 UID=0 GID=0

mangle:OUTPUT:policy:1

2.2

IN=

LEN=

OUT=eth® SRC=10.0.2.15 DST=10.0.

40 TOS=0x00 PREC=0x00 TTL=64 ID=

14205 DF PROTO=TCP SPT=80 DPT=51534

SEQ=

4149908961 ACK=4164179985 WINDOW

=5840 RES=0x00 ACK FIN URGP=0 UID=0 GID=0

filter:OUTPUT:policy:1

2.2

IN=

LEN=

OUT=eth® SRC=10.0.2.15 DST=10.0.

40 TOS=0x00 PREC=0x00 TTL=64 ID=

14205 DF PROTO=TCP SPT=80 DPT=51534

SEQ=

4149908961 ACK=4164179985 WINDOW

=5840 RES=0x00 ACK FIN URGP=0 UID=0 GID=0



~

mangle:POSTROUTING:policy:1 IN= OUT=eth® SRC=10.0.2.15 DST=10.0.
2.2

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
14205 DF PROTO=TCP SPT=80 DPT=51534

SEQ=4149908961 ACK=4164179985 WINDOW
=5840 RES=0x00 ACK FIN URGP=0 UID=0 GID=0

08:00:10.038993 IP 10.0.2.2.51534 > 10.0.2.15.80: Flags [.], ack
2, win 65535, length 0
OX0000: OO0O0 0001 OO6 5254 0012 3502 OOOO G800 ......

RT..5.....
0x0010: 4500 0028 acOf OOOO 4006 c2b0 0ae® 0202 E..(..
@.......
0x0020: 0ad0 020f c94e 0050 834 5811 f75a 95e2 ..... N
P.4X..Z..
0x0030: 5010 ffff feal OCOOO OOOO OOOO OOEO Poooac
raw: PREROUTING:policy:2 IN=eth® OUT= MAC=08:00:27:d4:45:68:5

2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
40975 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179985 ACK=4149908962 WINDOW
=65535 RES=0x00 ACK URGP=0
mangle:PREROUTING:policy:1 1IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
40975 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179985 ACK=4149908962 WINDOW
=65535 RES=0x00 ACK URGP=0
mangle:INPUT:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
40975 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179985 ACK=4149908962 WINDOW
=65535 RES=0x00 ACK URGP=0
filter:INPUT:policy:1 IN=eth® OUT= MAC=08:00:27:d4:45:68:5
2:54:00:12:35:02:08:00 SRC=10.0.2.2 DST=10.0.2.15

LEN=40 TOS=0x00 PREC=0x00 TTL=64 ID=
40975 PROTO=TCP SPT=51534 DPT=80

SEQ=4164179985 ACK=4149908962 WINDOW
=65535 RES=0x00 ACK URGP=0

L AF



1: sudo iptables-save

2: sudo iptables -t filter -A INPUT -i lo -j ACCEPT

3: sudo iptables -t filter -A INPUT -p tcp -m tcp --dport 22 -j
ACCEPT

4: sudo iptables -t filter -P INPUT DROP

5: sudo iptables -nt filter -L --line-numbers

6: ping -c 2 -W 1 10.0.2.2

7: sudo iptables -t filter -A INPUT --match state --state ESTAB
LISHED -j ACCEPT

8: sudo iptables -nt filter -L --line-numbers

9: ping -c 2 -W 1 10.0.2.2

10: sudo modprobe ipt_LOG

11: sudo iptables -nt raw -L --line-numbers

12: sudo iptables -t raw -A PREROUTING -p udp -m udp --dport 102
4 -j TRACE

13: sudo iptables -t raw -A OUTPUT -p udp -m udp --sport 1024 -j
TRACE

14: sudo tail -n@ -f /var/log/kern.log | cut -c52-300 &

15: nc -ulp 1024 &
16: echo 'Hello there!' | nc -u localhost 1000
17: <CTRL+C>
18: fg
19: <CTRL+C>
20: fg
21: <CTRL+C>

A 24T 4

userl@vml:~$ sudo iptables-save

# Generated by iptables-save v1.4.8 on Mon Jul 16 09:01:32 2012
*mangle

:PREROUTING ACCEPT [45783:3411367]

: INPUT ACCEPT [45783:3411367]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [30409:9552110]

:POSTROUTING ACCEPT [30331:9543294]

COMMIT

# Completed on Mon Jul 16 09:01:32 2012

# Generated by iptables-save v1.4.8 on Mon Jul 16 09:01:32 2012
*nat

:PREROUTING ACCEPT [24:1056]

:POSTROUTING ACCEPT [755:41247]

:OUTPUT ACCEPT [817:45207]

COMMIT

# Completed on Mon Jul 16 09:01:32 2012

# Generated by iptables-save v1.4.8 on Mon Jul 16 09:01:32 2012
*raw

:PREROUTING ACCEPT [3171:197900]

:OUTPUT ACCEPT [1991:1294054]



-A PREROUTING -p udp -m udp --dport 80 -j TRACE

-A OUTPUT -p udp -m udp --sport 80 -j TRACE

COMMIT

# Completed on Mon Jul 16 09:01:32 2012

# Generated by iptables-save v1.4.8 on Mon Jul 16 09:01:32 2012
*filter

: INPUT ACCEPT [54:3564]

: FORWARD ACCEPT [0:0]

:OUTPUT ACCEPT [28:2540]

COMMIT

# Completed on Mon Jul 16 09:01:32 2012

userl@vml:~$ sudo iptables -t filter -A INPUT -i lo -j ACCEPT
userl@vml:~$ sudo iptables -t filter -A INPUT -p tcp -m tcp --dp
ort 22 -j ACCEPT

userl@vml:~$ sudo iptables -t filter -P INPUT DROP

userl@vml:~$ sudo iptables -nt filter -L --line-numbers

Chain INPUT (policy DROP)

num target prot opt source destination

1 ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

2 ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0
tcp dpt:22

Chain FORWARD (policy ACCEPT)
num target prot opt source destination

Chain OUTPUT (policy ACCEPT)
num target prot opt source destination

useri@vmli:~$ ping -c 2 -W 1 10.0.2.2
PING 10.0.2.2 (10.0.2.2) 56(84) bytes of data.

--- 10.0.2.2 ping statistics ---
2 packets transmitted, O received, 100% packet loss, time 1008ms

userl@vml:~$ sudo iptables -t filter -A INPUT --match state --st
ate ESTABLISHED -j ACCEPT

userl@vml:~$ sudo iptables -nt filter -L --line-numbers

Chain INPUT (policy DROP)

num target prot opt source destination

1 ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

2 ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0
tcp dpt:22

3 ACCEPT all -- 0.0.0.0/0 0.0.0.0/0

state ESTABLISHED

Chain FORWARD (policy ACCEPT)
num target prot opt source destination

Chain OUTPUT (policy ACCEPT)
num target prot opt source destination

userl@vml:~$ ping -c 2 -W 1 10.0.2.2
PING 10.0.2.2 (10.0.2.2) 56(84) bytes of data.



64 bytes from 10.0.2.2: icmp_reqg=1 ttl=63 time=0.385 ms
64 bytes from 10.0.2.2: icmp_req=2 ttl=63 time=0.142 ms

--- 10.0.2.2 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 999ms
rtt min/avg/max/mdev = 0.142/0.263/0.385/0.122 ms
userl@vml:~$ sudo iptables -nt raw -L --line-numbers

Chain PREROUTING (policy ACCEPT)

num target prot opt source destination

Chain OUTPUT (policy ACCEPT)
num target prot opt source destination
userl@vml:~$ sudo iptables -t raw -A PREROUTING -p udp -m udp --
dport 1024 -j TRACE
userl@vml:~$ sudo iptables -t raw -A OUTPUT -p udp -m udp --spor
t 1024 -j TRACE
userl@vml:~$ sudo iptables -nt raw -L --line-numbers
Chain PREROUTING (policy ACCEPT)
num target prot opt source destination
1 TRACE udp -- 0.0.0.0/0 0.0.0.0/0
udp dpt:1024

Chain OUTPUT (policy ACCEPT)
num target prot opt source destination
1 TRACE udp -- 0.0.0.0/0 0.0.0.0/0
udp spt:1024
userl@vml:~$ sudo tail -ne@ -f /var/log/kern.log | cut -c52-300 &

[1] 16249

userl@vmli:~$ nc -ulp 1024 &

[2] 16251

userl@vml:~$ echo 'Hello there!' | nc -u localhost 1024

Hello there!

raw:PREROUTING:policy:2 IN=lo OUT= MAC=00:00:00:00:00:00:00:00:0
0:00:00:00:08:00 SRC=127.0.0.1 DST=127.0.0.1 LEN=41 TOS=0x00 PRE
C=0x00 TTL=64 ID=57898 DF PROTO=UDP SPT=50407 DPT=1024 LEN=21
mangle:PREROUTING:policy:1 IN=lo OUT= MAC=00:00:00:00:00:00:00:0
0:00:00:00:00:08:00 SRC=127.0.0.1 DST=127.0.0.1 LEN=41 TOS=0x00
PREC=0x00 TTL=64 ID=57898 DF PROTO=UDP SPT=50407 DPT=1024 LEN=21
mangle:INPUT:policy:1 IN=1lo OUT= MAC=00:00:00:00:00:00:00:00:00:
00:00:00:08:00 SRC=127.0.0.1 DST=127.0.0.1 LEN=41 TOS=0x00 PREC=
Ox00 TTL=64 ID=57898 DF PROTO=UDP SPT=50407 DPT=1024 LEN=21
filter:INPUT:rule:1 IN=1lo OUT= MAC=00:00:00:00:00:00:00:00:00:00
:00:00:08:00 SRC=127.0.0.1 DST=127.0.0.1 LEN=41 TOS=0x00 PREC=0x
00 TTL=64 ID=57898 DF PROTO=UDP SPT=50407 DPT=1024 LEN=21

AC

[2]+ Stopped nc -ulp 1024
userl@vmi:~$ fg

nc -ulp 1024

AC

userl@vmi:~$ fg

sudo tail -n0@ -f /var/log/kern.log | cut -c52-300
AC



useri@vml:~$
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J& 3L : Exercise 27. Networking: secure shell, ssh, sshd, scp
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FH 9 SSH 2569 & 24l

user1@vml:~$ ssh -vv vml

Protocol version selection, plaintext

OpenSSH_5.5p1 Debian-6+squeeze2, OpenSSL 0.9.80 01 Jun 2010

# Speaks for itself, I will mark such entries with -- below
debugl: Reading configuration data /etc/ssh/ssh_config

# Applying default options for all hosts. Additional options for
each host may be

# specified in the configuration file

debugl: Applying options for *

debug2: ssh_connect: needpriv 0

debugl: Connecting to vml [127.0.1.1] port 22.

debugl: Connection established.

debugl: identity file /home/userl/.ssh/id_rsa type -1 # no
such files

debugl: identity file /home/userl/.ssh/id_rsa-cert type -1
debugl: identity file /home/userl/.ssh/id_dsa type -1

debugl: identity file /home/userl/.ssh/id_dsa-cert type -1
debugl: Remote protocol version 2.0, remote software version Ope
NSSH_5.5p1 Debian-6+squeeze?2

debugl: match: OpenSSH_5.5pl1 Debian-6+squeeze2 pat OpenSSH*
debugl: Enabling compatibility mode for protocol 2.0

debugl: Local version string SSH-2.0-OpenSSH_5.5p1 Debian-6+sque
eze2

debug2: fd 3 setting O_NONBLOCK

SSH-transport, binary packet protocol

debugl: SSH2_MSG_KEXINIT sent

debugl: SSH2_MSG_KEXINIT received

# Key exchange algorithms

debug2: kex_parse_kexinit: diffie-hellman-group-exchange-sha256,
diffie-hellman-group-exchange-shal,diffie-hellman-groupl4-shail,d
iffie-hellman-groupl-shal

# SSH host key types

debug2: kex_parse_kexinit: ssh-rsa-cert-vO0@openssh.com, ssh-dss-
cert-vOO@openssh.com, ssh-rsa, ssh-dss

# Data encryption ciphers

debug2: kex_parse_kexinit: aesl128-ctr,aesl192-ctr,aes256-ctr,arcf
our256,arcfouri128, aes128-chc, 3des-chbc, blowfish-cbc, cast128-cbc, a
es192-cbc,aes256-cbc,arcfour,rijndael-cbc@lysator.liu.se

debug2: kex_parse_kexinit: aesl128-ctr,aesl192-ctr,aes256-ctr,arcf
our256, arcfouri128,aes128-chc, 3des-chbc, blowfish-cbc, cast128-cbc, a
es192-cbc,aes256-cbc,arcfour,rijndael-cbc@lysator.liu.se

# Data integrity algorithms

debug2: kex_parse_kexinit: hmac-md5, hmac-shal, umac-64@openssh.co
m, hmac-ripemd160, hmac-ripemd160@openssh.com, hmac-shal-96, hmac-md



5-96

debug2: kex_parse_kexinit: hmac-md5, hmac-shal, umac-64@openssh.co
m, hmac-ripemd160, hmac-ripemd160@openssh.com, hmac-shal-96, hmac-md
5-96

# Data compression algorithms

debug2: kex_parse_kexinit: none, zlib@openssh.com,zlib

debug2: kex_parse_kexinit: none, zlib@openssh.com,zlib

debug2: kex_parse_kexinit:

debug2: kex_parse_kexinit:

debug2: kex_parse_kexinit: first_kex_follows

debug2: kex_parse_kexinit: reserved 0

# Messages back from server

debug2: kex_parse_kexinit: diffie-hellman-group-exchange-sha256,
diffie-hellman-group-exchange-shal,diffie-hellman-groupl4-shai,d
iffie-hellman-groupl-shal

debug2: kex_parse_kexinit: ssh-rsa, ssh-dss

debug2: kex_parse_kexinit: aesl128-ctr,aes192-ctr,aes256-ctr,arcf
our256,arcfour128, aes128-cbc, 3des-cbc, blowfish-cbc,cast128-cbc, a
es192-cbc,aes256-cbc,arcfour,rijndael-cbhc@lysator.liu.se

debug2: kex_parse_kexinit: aesl128-ctr,aes192-ctr,aes256-ctr,arcf
our256,arcfour128, aes128-cbc, 3des-cbc, blowfish-cbc,cast128-cbc, a
es192-cbc,aes256-cbc,arcfour,rijndael-cbhc@lysator.liu.se

debug2: kex_parse_kexinit: hmac-md5, hmac-shal, umac-64@openssh.co
m, hmac-ripemd160, hmac-ripemd160@openssh.com, hmac-shal-96, hmac-md
5-96

debug2: kex_parse_kexinit: hmac-md5, hmac-shal, umac-64@openssh.co
m, hmac-ripemd160, hmac-ripemd160@openssh.com, hmac-shal-96, hmac-md
5-96

debug2: kex_parse_kexinit: none, zlib@openssh.com

debug2: kex_parse_kexinit: none, zlib@openssh.com

debug2: kex_parse_kexinit:

debug2: kex_parse_kexinit:

debug2: kex_parse_kexinit: first_kex_follows 0

debug2: kex_parse_kexinit: reserved 0

# Message authentication code setup

debug2: mac_setup: found hmac-md5

debugl: kex: server->client aesl128-ctr hmac-md5 none

debug2: mac_setup: found hmac-md5

debugl: kex: client->server aesl128-ctr hmac-md5 none

# Key exchange

debugl: SSH2_MSG_KEX_DH_GEX_REQUEST(1024<1024<8192) sent

debugl: SSH2_MSG_KEX_DH_GEX_REQUEST(1024<1024<8192) sent

debugl: expecting SSH2_MSG_KEX_DH_GEX_GROUP

debug2: dh_gen_key: priv key bits set: 135/256

debug2: bits set: 498/1024

debugl: SSH2_MSG_KEX_DH_GEX_INIT sent

debugl: expecting SSH2_MSG_KEX_DH_GEX_REPLY

# Server authentication. vml host key is not known because it is
our first connection

debug2: no key of type 0 for host vml

debug2: no key of type 2 for host vml

# Confirmation of host key acceptance

The authenticity of host 'vmli '(127.0.1.1)' can't be established



RSA key fingerprint is b6:06:92:5e€:04:49:d9:e8:57:90:61:1b:16:87
:bb:09.

Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'vml' (RSA) to the list of known host
S.

# Key is added to /home/userl/.ssh/known_hosts and checked
debug2: bits set: 499/1024

debugl: ssh_rsa_verify: signature correct

# Based on shared master key, data encryption key and data integ
rity key are derived

debug2: kex_derive_keys

debug2: set_newkeys: mode 1

# Information about this is sent to server

debugl: SSH2_MSG_NEWKEYS sent

debugl: expecting SSH2_MSG_NEWKEYS

debug2: set_newkeys: mode 0

debugl: SSH2_MSG_NEWKEYS received

# IP roaming not enabled? Not sure about this.

debugl: Roaming not allowed by server

SSH-userauth

debugl: SSH2_MSG_SERVICE_REQUEST sent

debug2: service_accept: ssh-userauth

debugl: SSH2_MSG_SERVICE_ACCEPT received

debug2: key: /home/userl/.ssh/id_rsa ((nil))
debug2: key: /home/userl/.ssh/id_dsa ((nil))
debugl: Authentications that can continue: publickey, password
debugl: Next authentication method: publickey
debugl: Trying private key: /home/userl/.ssh/id_rsa
debugl: Trying private key: /home/userl/.ssh/id_dsa
debug2: we did not send a packet, disable method
debugl: Next authentication method: password
userl@vml''s password:

debug2: we sent a password packet, wait for reply
debugl: Authentication succeeded (password).

SSH-connection

debugl: channel 0: new [client-session]

debug2: channel 0: send open

# Disable SSH mutiplexing.

# More info: http://www.linuxjournal.com/content/speed-multiple-
ssh-connections-same-server

debugl: Requesting no-more-sessions@openssh.com
debugl: Entering interactive session.

debug2: callback start

debug2: client_session2_setup: id 0

debug2: channel 0: request pty-req confirm 1

# Sending environment variables



debugl: Sending environment.

debugl: Sending env LANG = en_US.UTF-8

debug2: channel 0: request env confirm 0

debug2: channel 0: request shell confirm 1

# Set TCP_NODELAY flag: http://en.wikipedia.org/wiki/Nagle%27s_a
lgorithm

debug2: fd 3 setting TCP_NODELAY

debug2: callback done

# Connection opened

debug2: channel 0: open confirm rwindow O rmax 32768

debug2: channel_input_status_confirm: type 99 id 0

# Pseudo terminal allocation

debug2: PTY allocation request accepted on channel 0

debug2: channel 0: rcvd adjust 2097152

debug2: channel_input_status_confirm: type 99 id 0

# Shell is started

debug2: shell request accepted on channel 0

# Loggin in is completed

Linux vml 2.6.32-5-amd64 #1 SMP Sun May 6 04:00:17 UTC 2012 x86_
64

The programs included with the Debian GNU/Linux system are free
software;

the exact distribution terms for each program are described in t
he

individual files in /usr/share/doc/*/copyright.

Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the exten
t

permitted by applicable law.

You have mail.

Last login: Thu Jul 19 05:14:40 2012 from 10.0.2.2

userl@vml:~$ debug2: client_check_window_change: changed

debug2: channel 0: request window-change confirm 0

userl@vml:~$ debug2: client_check_window_change: changed

debug2: channel 0: request window-change confirm 0

userl@vml:~$ logout

Ending ssh connection

debug2: channel 0: rcvd eof # end of file

debug2: channel 0: output open -> drain

debug2: channel 0: obuf empty

debug2: channel 0: close_write

debug2: channel 0: output drain -> closed

debugl: client_input_channel_req: channel 0 rtype exit-status re
ply 0

# signalling that channels are half-closed for writing, through
a channel protocol extension

# notification "eow@openssh.com" http://www.openssh.com/txt/rele
ase-5.1

debugl: client_input_channel_req: channel 0 rtype eow@openssh.co



m reply O

debug2: channel 0: rcvd eow

# Ending connection

debug2: channel 0: close_read

debug2: channel input open -> closed

debug2: channel rcvd close

debug2: channel almost dead

debug2: channel gc: notify user

debug2: channel gc: user detached

debug2: channel send close

debug2: channel is dead

debug2: channel garbage collecting

debugl: channel 0: free: client-session, nchannels 1
Connection to vml closed.

Transferred: sent 1928, received 2632 bytes, in 93.2 seconds
Bytes per second: sent 20.7, received 28.2

debugl: Exit status 0

user1@vmi:~$

[oNoNoNoNoNoNoNO]

A R F ] T ERREXT R sshd > M scp B A NUE B A T

AR

: mkdir -v ssh_test
: cd ssh_test
1 cp -v /etc/ssh/sshd_config
sed -i'.bak' 's/APort 22$%/Port 1024/' sshd_config

5: sed -1 's/AHostKey \/etc\/ssh\/ssh_host_rsa_key$/Hostkey \/h
ome\/userl\/ssh test\/ssh_host_rsa_key/' sshd_config

6: sed -1 's/AHostKey \/etc\/ssh\/ssh_host_dsa_key$/Hostkey \/h
ome\/user1\/ssh_test\/ssh_host_dsa_key/' sshd_config

7: diff sshd_config.bak sshd_config

A wWNBR

8: ssh-keygen -b 4096 -t rsa -N '' -v -h -f ssh_host_rsa_key
9: ssh-keygen -b 1024 -t dsa -N '' -v -h -f ssh_host_dsa_key
10: ssh-keygen -b 4096 -t rsa -N '' -v -f ~/.ssh/id_rsa

11: cat ~/.ssh/id_rsa.pub > ~/.ssh/authorized_keys

12: /usr/sbin/sshd -Ddf sshd_config > sshd.out 2>&1 &
13: ssh-keyscan -H vml 127.0.0.1 >> ~/.ssh/known_hosts
14: /usr/sbin/sshd -Ddf sshd_config >> sshd.out 2>&1 &
15: ssh vml -v -p 1024 2>ssh.out

16: ps au --forest

17: logout

18: /usr/sbin/sshd -Ddf sshd_config >> sshd.out 2>&1 &
19: scp -v -P 1024 vml:.bashrc . 2>scp.out

fa g 5 2



user1@vmil:~$ mkdir -v ssh_test

mkdir: created directory 'ssh_test'

userl@vml:~$ cd ssh_test

userl@vml:~/ssh_test$ cp -v /etc/ssh/sshd_config
'/etc/ssh/sshd_config' -> './sshd_config'

userl@vml:~/ssh_test$ sed -i'.bak' 's/APort 22%/Port 1024/' sshd
_config

userl@vml:~/ssh_test$ sed -i 's/AHostKey \/etc\/ssh\/ssh_host_rs
a_key$/Hostkey \/home\/useri1\/ssh_test\/ssh_host_rsa_key/' sshd_
config

userl@vml:~/ssh_test$ sed -i 's/AHostKey \/etc\/ssh\/ssh_host_ds
a_key$/Hostkey \/home\/useri1\/ssh_test\/ssh_host_dsa_key/' sshd_
config

userl@vml:~/ssh_test$ diff sshd_config.bak sshd_config

5¢c5

< Port 22

> Port 1024

11,12c11,12

< HostKey /etc/ssh/ssh_host_rsa_key

< HostKey /etc/ssh/ssh_host_dsa_key

> Hostkey /home/userl/ssh_test/ssh_host_rsa_key

> Hostkey /home/userl/ssh_test/ssh_host_dsa_key
userl@vml:~/ssh_test$ ssh-keygen -b 4096 -t rsa -N '' -v -h -f s
sh_host_rsa_key

Generating public/private rsa key pair.

Your identification has been saved in ssh_host_rsa_key.

Your public key has been saved in ssh_host_rsa_key.pub.

The key fingerprint is:
8c:0a:8d:ae:c7:34:€6:29:9c:c2:14:29:b8:d9:1d:34 userl@vml

'"The key's randomart image 1is:

+--[ RSA 4096]----+

|
|
|
:
| +=00. |
|
|
+

userl@vml:~/ssh_test$ ssh-keygen -b 1024 -t dsa -N '' -v -h -f s
sh_host_dsa_key

Generating public/private dsa key pair.

Your identification has been saved in ssh_host_dsa_key.

Your public key has been saved in ssh_host_dsa_key.pub.

The key fingerprint is:
cd:6b:2a:a2:ba:80:65:71:85:ef:2e:6a:c0:a7:d9:aa userli@vml

'"The key's randomart image 1is:

+--[ DSA 1024]----+
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userl@vml:~/ssh_test$ ssh-keygen -b 4096 -t rsa -N '' -v -f ~/

.ssh/id_rsa

Generating public/private rsa key pair.

Your identification has been saved in /home/userl/.ssh/id_rsa.
Your public key has been saved in /home/userl/.ssh/id_rsa.pub.
The key fingerprint is:
50:65:18:61:31:41:36:07:4f:40:36:a7:4b:6d:64:28 userli@vml

'"The key's randomart image is:

+--[ RSA 4096]----+

I =B&+* I
| OE=.& |
I =t I
I co I
I S . I
I I
I I
I I
I I
Foococooocooooooooooc +
userl@vml:~/ssh_test$ cat ~/.ssh/id_rsa.pub > ~/.ssh/authorized_
keys

userl@vml:~/ssh_test$ /usr/sbin/sshd -Ddf sshd_config > sshd.out
2>&1 &

[2] 26896

userl@vml:~/ssh_test$ ssh-keyscan -H vml 127.0.0.1 >> ~/.ssh/kno

wn_hosts

# 127.0.0.1 SSH-2.0-0penSSH_5.5p1 Debian-6+squeeze2

# vml SSH-2.0-0penSSH_5.5p1 Debian-6+squeeze2

[2]+ Exit 255 /usr/sbin/sshd -Ddf sshd_config >
sshd.out 2>&1

userl@vml:~/ssh_test$ /usr/sbin/sshd -Ddf sshd_config >> sshd.ou
t 2581 &

[1] 26957

userl@vml:~/ssh_test$ ssh vmi -v -p 1024 2>ssh.out

Linux vml 2.6.32-5-amd64 #1 SMP Sun May 6 04:00:17 UTC 2012 x86_
64

The programs included with the Debian GNU/Linux system are free
software;

the exact distribution terms for each program are described in t
he

individual files in /usr/share/doc/*/copyright.



Debian GNU/Linux comes with ABSOLUTELY NO WARRANTY, to the exten

t
permitted by applicable law.
You have mail.

Last login: Fri Jul 20 09:10:30 2012 from vml.site

Environment:
LANG=en_US.UTF-8
USER=user1
LOGNAME=user1
HOME=/home/user1

PATH=/usr/local/bin:/usr/bin:/bin:/usr/bin/X11:/usr/games

MAIL=/var/mail/useril
SHELL=/bin/bash

SSH_CLIENT=127.0.1.1 47456 1024
SSH_CONNECTION=127.0.1.1 47456 127.0.1.1 1024

SSH_TTY=/dev/pts/0

TERM=xterm
userl@vmli:~$ ps au --forest
USER PID %CPU %MEM VSZ
COMMAND
userl 26224 0.0 1.2 23660
-bash

useril 27020 1.0 0.6 68392
\_ sshd: userl [priv]

useril 27025 0.0 0.2 68392
| \_ sshd: userl@pts/0

userl 27026 9.0 1.2 23564
| \_ -bash

userl 27051 0.0 0.2 16308
| \_ ps au --forest

userl 27021 1.1 0.5 38504
\_ ssh vm1 -v -p 1024

root 11607 0.0 0.1 5932
/sbin/getty 38400 tty6
root 1166 0.0 0.1 5932
/sbin/getty 38400 tty5
root 1165 0.0 0.1 5932
/sbin/getty 38400 tty4
root 1164 0.0 0.1 5932
/sbin/getty 38400 tty3
root 1163 0.0 0.1 5932
/sbin/getty 38400 tty2
root 1102 0.0 0.1 5932

/sbin/getty 38400 ttyl
userl@vmi:~$ logout
userl@vml:~/ssh_test$
[1]+ Exit 255
sshd.out 2>&1

RSS

6576

3236

1412

6404

1060

2880

620

616

620

620

616

616

TTY
pts/2
pts/2
pts/2
pts/0
pts/0
pts/2
tty6
tty5
tty4
tty3
tty2

ttyl

STAT

Ss

Ss

R+

S+

Ss+

Ss+

Ss+

Ss+

Ss+

Ss+

START

09:09

09:50

09:50

09:50

09:50

09:50

Julls

Julils

Julils

Julils

Julils

Julis

TIME

0:00

0:00

0:00

0:00

0:00

0:00

0:00

0:00

/usr/sbin/sshd -bDdf sshd_config >

userl@vml:~/ssh_test$ /usr/sbin/sshd -Ddf sshd_config >> sshd.ou

t 2>81 &
[1] 27067

userl@vml:~/ssh_test$ scp -v -P 1024 vml:.bashrc

Environment:

2>scp.out



LANG=en_US.UTF-8

USER=user1l

LOGNAME=user1

HOME=/home/user1
PATH=/usr/local/bin:/usr/bin:/bin:/usr/bin/X11:/usr/games
MAIL=/var/mail/useri1

SHELL=/bin/bash

SSH_CLIENT=127.0.1.1 47459 1024

SSH_CONNECTION=127.0.1.1 47459 127.0.1.1 1024

.bashrc

100%
3184 3.1KB/s 00:00
[1]+ Exit 255 /usr/sbin/sshd -Ddf sshd_config >>

as:N
—I¥

ONoOORWN =

11.
12.
13.
14.
15.
16.

17.
18.
19.

o ©

sshd.out 2>&1

E3
@7 /home/userl/ssh_test B & °
1L RA LA TAER & o
¥ sshd_config E#|%|3LA % o
¥ sshd M9TsH 2N 22 £ A 1024 » K & K% A sshd_config.bak
A RSA ZAHEAAILE o
B ¥ DSA IMEALLE o
£ 7 sshd_config #) W R ARFeFHRRAZ A 8 £ F o
A R ELA EBALH) 0 #7869 4096 15 RSA EMEMA A > LR A
%] /home/useril/ssh_test/ssh_host_rsa_key #* /home/useri/ssh_test/
FIAE 69 » 125E 2t DSA &40 #AT o

A RATAIEF 2T 0 K AR A
%] /home/userl/.ssh/id_rsa # /home/user1/.ssh/id_rsa.pub °
% id_rsa.pub Z#|%| /home/useri/.ssh/authorized_keys °* kA H L
28 A TN E o
FRREXT » £3% 2 1024 LB #7469 SSH IR 5% » BT A I B kG
F| sshd. log °
%’iﬂl SSH & F 34 ZALIIE R 40 » 0% LR 4

% /home/userl/.ssh/known_hosts °

Eiﬂﬁ?fﬁi\'l: £ 1024 LB #h #7469 SSH MR % %5 > W BT A 4 s I e
3| sshd.log ° iX& R A £ RS E\'F SSH Mk % éﬂéﬁif'*‘/l\ié«f% o
M ssh BPmEis kg &
VAR X AT P % AT OE {2 B AT 69 34 %i o fRITAA B] » fREAIEH sshd & 389
bash > ©R % TR89%EHE > @ sshd XA&H sshd }Sw’J s R TUATZ AT B #)
THRAET o o
B ssh &% ©
BRB#H SSHR%E -
¥ X .bashrc MAREG EB FEH B SATH % o



e o =R

WA LI > C AT o F S TAE ¢ hitp://www.youtube.com/watch?
v=3QnD2c4Xovk #

% © http://docstore.mik.ua/orelly/networking_2ndEd/ssh/ch03_04.htm 5]
# ssh.out ° scp.out #7 sshd.out F&ERXMmE - R A THEFELAE T AT
2 o


http://www.youtube.com/watch?v=3QnD2c4Xovk
http://docstore.mik.ua/orelly/networking_2ndEd/ssh/ch03_04.htm

%3 28 : PEEE 1 REUEE AL
JL° uptime ° free ° top

J& 3L : Exercise 28. Performance: getting performance stats, uptime, free, top
FHE A
7L : CC BY-NC-SA 4.0
B F 3R R S qkEniE
BAHAREE o |4 RATE AT KM G PERESIE ?

e CPUAIEFM :
o B8R HAAT ?
o Pt AEE AR D
N GAE R H L
o AT SIAE?
o $VYANBAERE?
o 3 FVAHEMTHRE?
o MEHAREILT E?
A R
o MAT % Vi A/a hARIE?
o WM HAL?
M %A% L
o EMT % VAIE?
o WM HAL?
HAZF I
o A% yHAE?
o WANEMMI 4 T ERFHHL?
o WwRAEFMHM2 > R ZR?CPU > #& - M%7

AT R LIFI > KN TMERA AT A ¢

uptime - AAEITT % KkutA o

free - ETFAALTPTAREHGALEZ ©

vmstat -#A > NA 5T 2 R 10 a8 > B & cpu FFHEE o
top - £ 27 Linux 1 £%

BNk AAEZINRFR L E -

uptime &% :


https://archive.fo/U2SqV
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/

userl@vmi:~$ uptime
#(1) (2) (3) (4) (5)
(6)

03:13:58 up 4 days, 22:45, 1 user, load average: 0.00, 0.00,
0.00

FHA R
?"—%ﬂ: ;}%3&
) HATE e
) EHEAEE (BFHBRE) o
) ST R -

5194769 CPU i 8 o XA 0L » BTVAR 839484 1 &7k
(4) EBEANCPUMHAER 22 E44NMNCPUMAL L RERECH
75% 72 R Bt J8] o

(5) Xk 5 9408 CPU #i # o
(6) &k 15 4% 89 CPU fi # -

free B4 :

userl@vml:~$ free -mt

# (1) (2) (3) (4) (5)
(6)
total used free shared buffers
cached
Mem: 496 267 229 0 27
196
# (7) (8)
-/+ buffers/cache: 43 453
# 9
Swap: 461 (C] 461
# 10
Total: 958 267 691

F Hofe i



FH Rt

(1) MERNGEE o

(2) R ENGEEE o

(3) THOMERNGEE o

(4) EZNEIN 2 BEE% ; CCEIRT o

(5) LR TEERLSN RAM fo B A 4 LEIEEE o

(6) + B FINARR I T @69 RAM &= ©

(7) WENGEEE > FOEEPIRAWES > (2) - (5) - (6)
(8) TROMENGEE AR ERNEFRFZE > (1) - (7)
(9) R UL AIAZ & o

(10) ERBEARELE BEXHRAR

vmstat #i :



userl@vml:~$ vmstat -S M

procs ----------- memory---------- ---swap-- ----- io---- -system-
= coco@ieces
#(1,2) (3) (4) (5) (6) (7) (8) (9) (10) (11) (2
2,13,14,15,16)

r b swpd free buff cache si SO bi bo in C
S us sy id wa

0O 0 0 229 27 196 0 0 0 0 11

6 0 0 100 O

userl@vmli:~$ vmstat -S M -a
# (17) (18)

procs ----------- memory---------- ---swap-- ----- io---- -system-
- ----CpU----

r b swpd free inact active si SO0 bi bo in C
S us sy id wa

0O 0 0] 11 434 19 0 0 24 2 11

6 0 0 100 O

userl@vmli:~$ vmstat -d
#19 (20) (21) (22) (23) (24) (25) (26) (27
) (28) (29)
disk- ------------ reads------------ ------------ writes----------
- - - - - IO ______

total merged sectors ms total merged sectors m

S cur sec

sda 11706 353 402980 17612 9303 40546 336358 4698
0 0 19

sro 0 0] 0] 0 0 0 0]
0 0 0
loopo 0 0 0] 0] 0] 0 0
0 0 0]

userl@vml:~$ vmstat -m | head
#(30) (31) (32) (33) (34)
Cache Num Total Size Pages
ext3_inode_cache 13700 13700 808 10
ext3_xattr 0] 0] 88 46
journal_handle 170 170 24 170
journal_head 37 72 112 36
revoke_table 256 256 16 256
revoke_record 128 128 32 128
kmalloc_dma-512 8 8 512 8
ip6_dst_cache 16 24 320 12

UDPLITEV6 0] 0] 1024 8

FEARGA
X R FE ELpud

RN & #42 (1) r: FAEETRARL -



(2) b : 7 A W7 BE AR P A9 A2 4L o
N5 (3) swpd : A EMA G E o
(4) free : THAA/Z o
(5) buff : AL RO ABE -
(6) cache : AEE A NG Z o
(17)  inact: FEFHAEE -
(18)  active: FHANHE o
R (7) si: NELB|AGAZE (BF) °
(8) so: #BANBEGALE (/&) o
I/O (9) bi : M &M G (R/AF)) o
(10) bo : RZF|E &893k (RIFF) o
A4 (11) in: HA R RE > BiER4 o
(12) cs: HHETFTXn#kth$ ¥ -
CPU  (13) Us® EATIE ARG BB A o (] PR ]

eLAEIR J e Bt ] )
(14) sy : BATAMAKRA BT E o (AL%ERA)
id : W E8E o £ Linux 2.5.41 Z a7 » X 4%

U8) o s -
(16) wa : 10 F4Fut1E o £ Linux 2.5.41 237 » &

e ] BRI P o

#& o -d ® & (19) & &G AR

% (20)  total : R T Ay &k BRI
(21)  merge : a4ty E (AR —11/0)
(22)  sectors : R LI 5 R
(23) ms : A T 24

5 (24)  ftotal : R T &5 ANZ
(25)  merge : 248 B A (ER—41/0)
(26)  sectors : I B A H R
(27) ms: ATEAHGZ

I/O (28) cur : :EA#ATF ) I/O
(29) s : AT /0 894r %



Slab® -m Slab (30) %5 BBLMR

(31) num : 2 A&t £ E

(32)  total : Tzt %89 84

(33) size : #/t £ 69 K

(34) page: BHEV—ANEH3T RO T4
top 894w -
# (1) (2) (3) (4)

top - 03:22:44 up 4 days, 22:54, 1 user, load average: 0.00, 0
.00, 0.00

# (5) (6) (7) (8) (9)
Tasks: 63 total, 1 running, 62 sleeping, 0 stopped, 0 zo
mbie

# (10) (11) (12) (13) (14) (15) (
16) (17)

Cpu(s): ©0.0%us, 1.1%sy, 0.0%ni, 98.9%id, 0.0%wa, 0.0%hi, ©
.0%si, 0.0%st

# (18) (19) (20)
(21)
Mem: 508820k total, 273792k used, 235028k free, 27844k
buffers
# (22) (23) (24)
(25)
Swap: 473080k total, 0k used, 473080k free, 201252k
cached
#(26) (27) (28)(29) (30) (31) (32,33) (34)(35) (36) (37
)
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COM
MAND
1 root 20 @ 8356 804 676 S 0.0 0.2 0:05.99 ini
t
2 root 20 0] 0] 0] S 0.0 0.0 0:00.00 kth
readd
3 root RT 0] 0] 0] S 0.0 0.0 0:00.00 mig
ration/0
4 root 20 0] 0] 0] S 0.0 0.0 0:00.06 kso
ftirgd/o
5 root RT (0] 0 0 0OS 0.0 0.0 0:00.00 wat
chdog/0
6 root 20 0 0 0] 0S 0.0 0.0 0:03.25 eve
nts/0
7 root 20 0] 0] 0] S 0.0 0.0 0:00.00 cpu
set
<,..>

FHAL



_?%
¥

F
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i
>N
)

£ %

CPU (S)

LRI

(22,23,24)
(25)

(26)

Fh it
5 H A o

EF BT (B HEGETE) o
BaA % VAP AR -

ii%195ﬁﬂ15§1\€‘1’1*1% CPU #i # - X R &M

ey o %uﬁﬁﬁﬁﬁ1ﬂ%ﬁiACHM6
/ﬂmﬁﬁz 22/ 4 A~ CPU # A4 L » XFE4RA
CH T5% = WA o

BATHAZ G R o
L AT E AR AT AR EL o
% Al AE 2 B AR G A2 4K o
WAE Ikt A2 % (Bl4efE A CTRL + 2 ) ©

iz (“YBP7) 9t s > 4k 2k
v A A B AR EL o

CPU AT MR 69 P #4269 B 4] o
CPU 4T Mz A Lt 42 egnd e o
CPU 4Tk u 89 P &t A2 69 B 8] o
CPU it %ty = R eta o

CPU %4 110 T A& B o

CPU 447 5844 F b 4 8t ] o

CPU 447 $K 4+ BT 69 B 4] o

W B AL AR AL A8 CPU &€ »
ATHERES (BleBshd—NEBI) o

WENEEE o

R ERNGEEE o

TAERGHERE o

+ 1T % 5883k RAM Fo U A AU HKIE &

o

v
Ho A ERALHRAA o
R TR T @meg RAM & ©

E4E—#RZ D ETIHEE » REIK
TR o



(27) EEMAAOHZIAP % o
(28) £ 5 R A% -

£ 5Ll - RRERTE SRR
7 B B R T BRI IR R o X AFRP

(29) BT R AR R A AT % 00 A R AR AL
% (e}
ES5AERGENARGEEE - CaIEATA R » 3
(30) BAEZE > UBRCLEEBBREG T @ o AR TIHK
e 42 R Ak AE 69 L @ o
(31) £ 4048 R X MR G o
() HEH5EAGEIALE - ERRERBTHE Lo
HEEIHRE -
FEHGRATAEUTZ— D =18 Biek
(33) Bk > R =iE47° S =BEAR > T =R 1%
Wk 7z =18 F
(34) B LRBREHAK ﬁ&kﬁcm”ﬂwﬂf
%Ay o VA CPU B Rl & 4069 8 4 bR T ©
(35) £ % S arie R ey =T A2 A 5 690y 2 o
(36) CPU HtJg] » $4AEE »Z—# > 5 TIME #8
Bl 2@t G492 —# R E KOGKEE
(37) Grb L AT R AR G AR
RTHRAFINRSFTHR - FLEFENELETEANATEY IR TAFRTRG Y
B o MEHAT » RAFTEINFEG— 1y 2R E R4 » AHLMENTFS
128 (LA E %) TRHTHR ﬂﬁ%‘ﬁ@/\ﬁ%"/\ﬁ%#}]éﬁlﬂﬂ s HFHAT
Bed% MR R C 0 F B do 18 ho ] 15 BUAX SR IE o

Pt > R F T TR ALMERIL

LA



1: uptime

2: free

3: vmstat

4: ( sleep 5 && dd if=/dev/urandom of=/dev/null bs=1M count=30
&& sleep 5 && killall vmstat )& vmstat 1

5: uptime

6: ( sleep 5 && dd if=/dev/zero of=test.img bs=32 count=$((32*1
024*200)) && sleep 5 && killall vmstat )& vmstat -nd 1 | egrep -
v 'loop|sro'

7: echo 3 | sudo tee /proc/sys/vm/drop_caches

8: free -mt ; find / >/dev/null 2>&1 ; free -mt

9: echo 3 | sudo tee /proc/sys/vm/drop_caches

10: cat test.img /dev/null ; free -mt

fraf 24T 4

userl@vmi:~$ uptime

05:36:45 up 6 days, 1:08, 1 user, 1load average: 0.00, 0.00,
0.00

userl@vmi:~$ free

total used free shared buffers
cached
Mem: 508820 239992 268828 0 820
213720
-/+ buffers/cache: 25452 483368
Swap: 473080 0 473080
userl@vmil:~$ vmstat
procs ----------- memory---------- ---swap-- ----- io---- -system-
- ----CpuU----
r b swpd free buff cache si SO bi bo in C
S us sy id wa
O 0O O 268828 820 213720 0 0 21 10 14 1

1 0 0 100 0O

userl@vml:~$ ( sleep 5 && dd if=/dev/urandom of=/dev/null bs=1M
count=30 && sleep 5 && killall vmstat )& vmstat 1

[1] 6078

procs ----------- memory---------- ---swap-- ----- io---- -system-
- ____Cpu____

r b swpd free buff cache si SO bi bo in C
S us sy id wa

1 1 O 268556 828 213736 0 0 21 10 14 1
1 0 0 100 0O

0O 0 O 268556 828 213772 0 0 16 O 19 1
O 0 0 100 O

0 0 O 268556 828 213772 0 0 0 0 13
8 0 0 100 0

O O 0 268556 828 213772 (0] (0] 0] (0] 15 1

1 0 0 100 O
0O 0 ® 268556 828 213772 (C] (0] 0] (0] 14 1



O 0 0 100 O

0O 0O 0 268556 828 213772 0 0 0 0 18 1
3 0 0 100 O

1 0 0 267316 836 213844 0 0] 74 0 267 2
6 099 1 0

1 0 0 267316 836 213844 0 0 0] 0 303
7 0100 0 O

1 0 0 267316 836 213844 0 0 0 0 271 1
1 01060 0 0

1 0 0 267316 836 213844 0 0 0 0 257 1

2 0 100 0 ©O
30+0 records in
30+0 records out

31457280 bytes (31 MB) copied, 4.95038 s, 6.4 MB/s
0 0 0 267928 860 213860 0 0 27 0 265 2
9 197 2 0
0 0 0 267936 860 213848 0 0 0 0 15
9 0 0 100 O
0 0 0 267936 860 213848 0 0 0 0 14
7 0 0 100 0O
0 0 0 267936 860 213848 0 0 0 0 14
7 0 0 100 0O
0 O 0 267936 860 213848 (0] 0] 0] (0] 13 1
1 0 0 160 O
Terminated

userl@vmi:~$ uptime

05:22:15 up 6 days, 54 min, 1 user, load average: 0.07, 0.02,
0.00

[1]+ Done ( sleep 5 && dd if=/dev/urandom of
=/dev/null bs=1M count=30 && sleep 5 && killall vmstat )
userl@vmi:~$ uptime

05:22:22 up 6 days, 54 min, 1 user, load average: 0.06, 0.02,
0.00

userl@vml:~$ ( sleep 5 && dd if=/dev/zero of=test.img bs=32 coun
t=$((32*1024*200)) && sleep 5 && killall vmstat )& vmstat -nd 1
| egrep -v 'loop|sro'

[1] 6086
disk- ------------ reads------------ ------------ writes----------
- m - - I0------

total merged sectors ms total merged sectors m
S cur sec

sda 146985 2230744 21821320 105848 32190 1343154 10927338 13
30144 0] 105
sda 146995 2230744 21821648 105848 32190 1343154 10927338 13
30144 0] 105
sda 146995 2230744 21821648 105848 32190 1343154 10927338 13
30144 0 105
sda 146995 2230744 21821648 105848 32190 1343154 10927338 13
30144 0 105
sda 146995 2230744 21821648 105848 32190 1343154 10927338 13
30144 0 105
sda 146995 2230744 21821648 105848 32190 1343154 10927338 13
30144 0 105



sda 146999
30144 0]
sda 146999
30144 0]
sda 147000
30288 0]
sda 147000
30748 0
sda 147000
31236 0
sda 147000
37176 0
sda 147000
37176 0
sda 147001
37348 0
sda 147001
37732 0
sda 147001
38064 0
sda 147001
46244 0

2230744
105
2230744
105
2230744
105
2230744
105
2230744
105
2230744
105
2230744
105
2230744
105
2230744
105
2230744
105
2230744
105
6553600+0 records in
6553600+0 records out
209715200 bytes (210 MB) copied, 11.7088 s, 17.9 MB/s

21821680

21821680

21821688

21821688

21821688

21821688

21821688

21821696

21821696

21821696

21821696

105856

105856

105856

105856

105856

105856

105856

105856

105856

105856

105856

32190

32190

32208

32274

32325

32450

32450

32471

32525

32573

32698

1343154

1343154

1344160

1349214

1353259

1364657

1364657

1366301

1370529

1374577

1386562

10927338

10927338

10935530

10976490

11009258

11101442

11101442

11114762

11149018

11181786

11278666

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

13

sda 147001 2230744 21821696 105856 32698 1386562 11278666
46244 0 105
sda 147001 2230744 21821696 105856 32698 1386562 11278666
46244 0 105
sda 147001 2230744 21821696 105856 32698 1386562 11278666
46244 0 105
sda 147001 2230744 21821696 105856 32698 1386562 11278666
46244 0 105
sda 147001 2230744 21821696 105856 32762 1393910 11337962
49192 0 105
userl@vml:~$ echo 3 | sudo tee /proc/sys/vm/drop_caches
3
[1]+ Done ( sleep 5 && dd if=/dev/zero of=te
st.img bs=32 count=$((32*1024*200)) && sleep 5 && killall vmstat
)
userl@vmi:~$ free -mt ; find / >/dev/null 2>&1 ; free -mt
total used free shared buffers
cached
Mem: 496 30 466 0 0
5
-/+ buffers/cache: 24 472
Swap: 461 0 461
Total: 958 30 928
total used free shared buffers
cached
Mem: 496 64 432 0 22
6
-/+ buffers/cache: 35 461



Swap: 461 (0] 461
Total: 958 64 894
userl@vml:~$ echo 3 | sudo tee /proc/sys/vm/drop_caches

3
userl@vml:~$ cat test.img /dev/null ; free -mt
total used free shared buffers
cached
Mem: 496 230 265 0] 0]
205
-/+ buffers/cache: 24 471
Swap: 461 (C] 461
Total: 958 230 727

user1@vmi:~$

2

Wh =

Noe s

© ®

w*

ITHR % ATHY EF EATI I o

THRTHABRE -

BANRAA » BIF AR —FER - G RINEEE B

% ( sleep 5 && dd if=/dev/urandom of=/dev/null bs=1M count=30 &§&
v X A1 LELEE X B FH vmstat 0 FTAEHKATH B A S AR P o &K
MNTAEER > ERAGE B 545G > CPU R B AT —&ATH » A&
By B 54 E vmstat AR o

ITEP B ARG R F BATH ] o 2% A R P EEG R o

RAH—ANER > UL —#H > EXRABEF A o

MR PTA S B An 1P R o

B—ANEE o RNBAFERALFTHIA L/ B XE/Hk > 2 THANA
PO ALESR > FERNTAERCRESFLEZ TR T » AR EBIRIE
8y o

PR MR T BB AR R R o

BREMNBAA > LRI 0 5 F 6 A RRE A o KA1 LA 315k
LB AR LE 5 A0 0 R G 135 R B9 I ] o

e a8

o A RAEEMYE—NERFT > A& user > MA system CPU & F LAt

#1007

o XRAMHZE

& ? dd if=/dev/zero of=test.img bs=32 count=$( (32*1024*200) )

o

o B top > T h o MAEZRER CPU - AH4 PID ot 3 it 474

JF o



%43 29: A% : A% &> dmesg

J& 3L : Exercise 29. Kernel: kernel messages, dmesg
#FH A

7L : CC BY-NC-SA 4.0

B F 3R R S qkEniE

M o RAREIE TR > AR AVHHET o KAV 45EE H 31
RIAMR L 0 A4 A

LTHEMF 0 A (R B1E1E Kern) &K % 0t FAURAE & 4069 T2 20 36

55 B FAL P e B 28 R BB AT 6 2 PR BB AL SRR A AR o M AZEGER 3T
OiETEALG TR (RAF R AAZRGERG) o BT MEARIERLY
AAREME s AT AA R (R RAEEA /O %% ) REBEKKEGME

B B SL IR A B R PAT S AE o R AL # AL R R Mk A A LA A
1% 3% kAT H T A2 /7 A2 o

B R B AL AT > Linux AR RIKAE :

Linux M4 Linux 22 £ Unix 1A S R BIEALAZ - ©X2 A dfe It
BEFRREOHFZ—c CXFAEENREXNZES (£ PR F AR
ANT) » BMAE > XFE > BEwf» 2FHBFEZ4H (COW) THITI
o NBEIE > ZIHEMB L AF &AL o

A A% P AR R 6 4 R B A E AT It AL 0 AL B — e nt RRIE B R AT A T a8 K
& > A1 Linux AAZ A FE AR o ZAEMZ)E » RN KK E S 2R 3

o XL FRRNG—FF X o Blde » W R USB ieleteit 231t EML » &
WG ENT ARBERT IHAL s MAERARMFERL - AT %SRBI AZIEER
® s NAZAE ] —F AR A L =H & RIBHHE LA » LLAR%EEH dmesg °

ZAH B E K AEFR AT AEEEE S A & o £ Debian Linux £ » A2 %R
EFPHRBEBFHE > KT R KA 6915 &AL 2K B 4% /var/log/dmesg ° ZA¥
WA TRGILNE L EMFEHFGHLERES -

dmesg LA LR LAR » CBAFHRER SATAENEE TR FARLIE & » F 8K
LB R KA o

IEREL—T dmesg XL :

e dmesg - AT RIEH AMIFEIF R

e /var/log/dmseg - Debian ZAThR T8 B EH » R 2245 TR
89 dmesg H & & AR o MR LA BT A B o

e /var/log/kern.log - Debian ZAThRF & B &M » L4 FTH dmesg H &
Bgal A s B RIBRIEEZEZ » rsyslog AEFIFH#EE FHE » Z A REA
% TAb o X ERAE rsyslog B FHAT > ATA 5] ST 697H &% A A48 B 69 8 9]


https://archive.fo/aZwFG
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
http://en.wikipedia.org/wiki/Kernel_%28computing%29

B oo kXA Y 84 /var/log/dmseg °©

e /var/log/messages - Debian ZATHRF 8 B &4 » 2 F AT A R XA 3k
XMW & o EARF 64 /var/log/dmesg °

e /var/log/syslog - Debian ZiThR¥# B EXH » 2K TH AL » 12K
fRA8 X 6915 Bk o € 84 /var/log/messages ## /var/log/kern.log ¥
B PTA K & o

XA
1: date

2: sudo umount /tmp ; sudo mount /tmp
3: sudo tail -f /var/log/dmesg /var/log/messages /var/log/syslog
/var/log/kern.log

Rk 24T 24

userl@vmi:~$ date

Tue Jul 24 06:55:33 EDT 2012

userl@vmli:~$ sudo umount /tmp ; sudo mount /tmp

userl@vml:~$ dmesg | tail

[ 7.166240] tun: Universal TUN/TAP device driver, 1.6

[ 7.166242] tun: (C) 1999-2004 Max Krasnyansky <maxk@qualcomm
.com>

[ 7.432019] ADDRCONF(NETDEV_UP): eth@: link is not ready

[ 7.435270] e1000: eth® NIC Link is Up 1000 Mbps Full Duplex,
Flow Control: RX

[ 7.435927] ADDRCONF(NETDEV_CHANGE): eth@: link becomes ready
[ 17.472049] tap0: no IPv6 routers present

[ 17.592044] ethO: no IPv6 routers present

[ 217.497357] kjournald starting. Commit interval 5 seconds

[ 217.497561] EXT3 FS on sda8, internal journal

[ 217.497564] EXT3-fs: mounted filesystem with ordered data mod
e.

userl@vml:~$ sudo tail /var/log/dmesg /var/log/messages /var/log
/syslog /var/log/kern.log

==> /var/log/dmesg <==

6.762569] EXT3 FS on sda5, internal journal

6.762572] EXT3-fs: mounted filesystem with ordered data mod

6.767237] kjournald starting. Commit interval 5 seconds
6.767407] EXT3 FS on sda6, internal journal
6.767410] EXT3-fs: mounted filesystem with ordered data mod

7.166240] tun: Universal TUN/TAP device driver, 1.6
7.166242] tun: (C) 1999-2004 Max Krasnyansky <maxk@qualcomm

L W B B e W e B D e M |

. com>
[ 7.432019] ADDRCONF(NETDEV_UP): eth@: link is not ready



[ 7.435270] e1000: eth® NIC Link is Up 1000 Mbps Full Duplex,
Flow Control: RX
[ 7.435927] ADDRCONF(NETDEV_CHANGE): ethO®: link becomes ready

==> /var/log/messages <==

Jul 24 06:52:07 vml kernel: [ 6.

rnal journal

Jul 24 06:52:07 vml kernel: [ 6.

767407]

767410]

system with ordered data mode.

Jul 24 06:52:07 vml kernel: [ 7.
P device driver,
Jul 24 06:52:07 vml kernel:

1.6

166240]

[ 7.166242]

x Krasnyansky <maxk@qualcomm.com>

Jul 24 06:52:07 vml kernel: [ 7

.432019]

ethO: link is not ready

Jul 24 06:52:07 vml kernel: [ 7
is Up 1000 Mbps Full Duplex,
Jul 24 06:52:07 vml kernel: [

.435270]
Flow Control:
7.435927]

E): ethO: link becomes ready

Jul 24 06:55:36 vml kernel: [

217.497357]

Commit interval 5 seconds
Jul 24 06:55:36 vml

rnal journal

Jul 24 06:55:36 vml
system with ordered

==> /var/log/syslog

Jul 24
Jul 24
off
Jul 24
:3)
Jul 24
)

Jul 24
eboot jobs)

Jul 24 06:52:

present

Jul 24 06:52:

present

Jul 24 06:55:

06:52:
06:52:

06:52:

06:52:

06:52:

08
08

08

08

08

16

16

36

Commit interval

Jul 24 06:55:;

rnal journal

Jul 24 06:55:;

36

36

kernel: [ 217.497561]
kernel: [ 217.497564]
data mode.

<==

system with ordered data mode.

==> /var/log/kern.log <==

Jul 24 06:52:07 vml kernel: [ 7.
P device driver,
Jul 24 06:52:07 vml kernel:

x Krasnyansky <maxk@qualcomm.com>

Jul 24 06:52:07 vml kernel: [ 7

EXT3 FS on sda6, inte

EXT3-fs: mounted file
tun: Universal TUN/TA
tun: (C) 1999-2004 Ma
ADDRCONF (NETDEV_UP):

e1000: eth® NIC Link

RX
ADDRCONF (NETDEV_CHANG

kjournald starting.
EXT3 FS on sda8, inte

EXT3-fs: mounted file

vml acpid: 1 rule loaded

vml acpid: waiting for events: event logging is

vml /usr/sbin/cron[882]: (CRON) INFO (pidfile fd

vml /usr/sbin/cron[883]: (CRON) STARTUP (fork ok

vml /usr/sbin/cron[883]: (CRON) INFO (Running @r

vml kernel: [ 17.472049] tap0: no IPv6 routers

vml kernel: [ 17.592044] eth@: no IPv6 routers

vml kernel: [ 217.497357] kjournald starting.

5 seconds

vml kernel: [ 217.497561] EXT3 FS on sda8, inte

vml kernel: [ 217.497564] EXT3-fs: mounted file
166240] tun: Universal TUN/TA

o [ 7.166242] tun: (C) 1999-2004 Ma

.432019] ADDRCONF(NETDEV_UP):



ethO: link is not ready

Jul 24 06:52:07 vml kernel: [ 7.435270]
is Up 1000 Mbps Full Duplex, Flow Control:
Jul 24 06:52:07 vml kernel: [ 7.435927]
E): ethO: link becomes ready

Jul 24 06:52:16 vml kernel: [ 17.472049]
present

Jul 24 06:52:16 vml kernel: [ 17.592044]
present

Jul 24 06:55:36 vml kernel: [ 217.497357]

Commit interval 5 seconds

Jul 24 06:55:36 vml kernel: [ 217.497561]
rnal journal

Jul 24 06:55:36 vml kernel: [ 217.497564]
system with ordered data mode.

i
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3. JA /var/log/dmesg , /var/log/messages ,

el1000: eth® NIC Link
RX

ADDRCONF (NETDEV_CHANG
tap®: no IPv6 routers
eth®: no IPv6 routers
kjournald starting.

EXT3 FS on sda8, inte

EXT3-fs: mounted file

/var/log/syslog #» /var/log/kern.log 4T¥Ps/E 10 &4 & o

i e AR

BIRAT » BRA M > vk |
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J& L : Exercise 30. Lather, Rinse, Repeat: The Grand Rote Learning
#FH A

7L : CC BY-NC-SA 4.0

B F 3R R 53k EniE

AH Pz 0 L K o BARGBKRGEI] fo—WIEAFR > R RERET o BT
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kEFETIERNERT c BEZHRBINMEE > ML — KA 27 AR A » L F
TR EE@Y » AR ARRTBE - REZETARIEREABRELEAX » &
PEANAFISHALEL HE2F S > wREFNGBTOF T EREHZ > REL
EAREIZ o

A RATUG T - RMBEGAT 2 tA T TFREAN > P2 FAXHMH oA
HARBEAMTHIE » TRECERRFZARGITZ » BT —A4H o wRAE
B W RARRERANAZ » AR ALOER (ERNZIAHHFILT A Linux)
¥ 2R KIG o o

XAk

man , info


https://archive.fo/RCaku
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
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man
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man
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[]
-a&#x7c; -b
argument

[expression]

Google 7= % i it /.
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(a&#x7c;b) c

site:foo.bar

"a long query"
http://en.wikipedia.org
http://stackexchange.com/
http://www.cyberciti.biz/
http://tldp.org/

programname.site

6,% 3% : Debian &£ T & aptitude

aptitude
aptitude search
aptitude install
dpkg -1

dpkg -L

AR B AE

A

http://www.debian.org/distrib/packages

AR B547%%], /etc/init.d , rcconf |,
update-rc.d

W


http://en.wikipedia.org
http://stackexchange.com/
http://www.cyberciti.biz/
http://tldp.org/
http://www.debian.org/distrib/packages
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rcconf

update-rc.d

sysv-rc-conf
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a4 RIS
ps
kill
ps ax
ps axue

ps axue --forest

HUP
TERM
KILL

A2 KILL -9 =456 7

£%#E : cron - at
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crontab -1
crontab -e
crontab -r
crontab /foo
crontab > foo
* x x *

at

atq

atqg

atrm

batch

%, /var/log , rsyslog , logger

b d S A
logger
grep -irl
find . -mmin -5
tail -f
logrotate
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##&, mount , /etc/fstab

b4 S A
parted
cfdisk
fdisk
mount
umount
mount -a
/etc/fstab
fsck
blkid

B EF L A% mkfs ° tune2fs
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tune2fs

mkfs
KA
G ES &
RABHIKE

AR g
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chroot

1dd
R B %

FAARE X
7 A AR

% 7 I -
tar

dd

losetup

Z AR

chroot
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tar ° dd

chown °* chmod
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chmod
chown

umask
AR
ATRAE K,
e
Umask #u#]

M %



)
><:

M &M S
OS| 1= A
DOD ##
AT WL
AR M
MAC Xzt
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TCP/IP
IP
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IP ik
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ICMP
TCP
TCP 3t &
UDP
UDP 3t &
EM G AR

M%E &, ifconfig , netstat , iproute2 , ss
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/etc/network/interfaces

auto

allow-hotplug

/etc/hosts

/etc/hostname

localhost

EIEEE: =

thig o

3t ed ki E » iptables

4 A

iptables-save
iptables
modprobe

nc

tcpdump

LINKTYPE_LINUX_SLL
VA K W i Sk 3R
IPv4 k3R
TCP &

netfilter
iptables &
iptables %%
iptables B =

%% Shell, ssh , sshd ,

scp

W



ssh

sshd

scp
ssh-keygen
FAHLE A

1E 5 4
B3 Fpa B K AL
BRI R X

SSH &5 % 41

PEAE ¢ REVEAER A, uptime , free , top

uptime

free

vmstat

top

CPU &M (us , sy
A& ( swpd , free
Slab #-fc

# 4% ( TOPS , read

A B A3
, id , wa )

, buff , cache , inact , active )

, wWrite )

## (PR, NI, VIRT , RES, SHR , Status )

MNAZ : RAZH 8 >

dmesg
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dmseg
/var/log/dmesg
/var/log/messages
/var/log/syslog
/var/log/kern.log
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J% T : What to do next
A

L 1 CC BY-NC-SA 4.0
A R 59k 0t

REMBETRE > A2 Rag A2 R o 50T @O KR > kT HZE K
2 o

o BRWFE—ANAFMA « EELRAITIN c HERABZ—AMAFMR - KGEL
ALIAEAR KL 6000 NFMR > FFATUAERSF o

o MWEHMER A TH Linux LATAR : http://www.linuxfromscratch.org/Ifs/ » 4
o #6472 4% & 89 Debian £ B A TfE§f Ltbit % o

o HTE—&EMEZKK : http://regex.learncodethehardway.org/

o B T#¥— pash By A : http://mywiki.wooledge.org/BashGuide

o B o Blde» AT ¢ (Unix 47 Linux® 22 F M) o B MiE] (Unix R &
# 3 |(http://en.wikipedia.org/wiki/The_UNIX-HATERS_Handbook * # 5
BARINA D R A G AR L B o I FREB| > FTA GIRAE 2 LA DAL > R
AR E L EARAE o

o FR—NMREVPS (EMERIMEEREMMN) IFTIRES - XKL
Apache 4% 69 & B Fe 4k B T 89 wiki © 42 218 FAREG K, ©

e %15 I http://technet.microsoft.com/en-us/virtuallabs/bb467605.aspx * & &
Microsoft £ R T XA+ 4 o

o ZAREY VPS Liz® https:/help.ubuntu.com/community/Servers % & —1 A
FTRE O RBECAEGEFIAKLMG o RAREZM% o £ibdedT » B AR
RS & EFLATEG 2L o

R X—REeeWF e 22 TIARRI A REZLERET o ARLF

R


https://archive.fo/qkILJ
https://github.com/wizardforcel
http://creativecommons.org/licenses/by-nc-sa/4.0/
https://translate.google.cn/
http://www.linuxfromscratch.org/lfs/
http://regex.learncodethehardway.org/
http://mywiki.wooledge.org/BashGuide
http://www.admin.com/
http://en.wikipedia.org/wiki/The_UNIX-HATERS_Handbook，并写出你认为仍然有效的那些观点。现在意识到，所有的操作系​​统都是糟糕的，只是有些比其它更糟糕。
http://technet.microsoft.com/en-us/virtuallabs/bb467605.aspx
https://help.ubuntu.com/community/Servers
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